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Preface xi

Preface
The true power of the internet is not in connecting computers, but in connecting the physical world around us.

About this Book
This textbook is meticulously designed to align with the GTU Diploma Syllabus (4353201) for Wireless Sensor
Networks and IoT. It provides a robust, intuitive, and comprehensive foundation in the rapidly evolving fields of sensor
technologies, embedded systems, and the Internet of Things. Bridging the gap between theoretical network protocols
and practical hardware implementations, this book decodes complex architectures into accessible, real-world analogies
and engaging visual diagrams.

Target Audience
This book is specifically crafted for Diploma engineering students in the Information and Communication Technology
(ICT) branch, as well as allied fields. It serves as an essential guide to demystifying the complexities of hardware-software
integration, empowering students to build and understand the next generation of smart infrastructure.

Scope and Coverage
The coverage is strategically divided into the five core units of the official syllabus:

• Unit 1: Introduction to WSN – Exploring the fundamental building blocks of sensor nodes, network topologies,
and the critical design principles prioritizing energy efficiency.

• Unit 2: MAC and Routing Protocols – Navigating the intricate layers of communication, addressing collision
avoidance, duty cycling, and intelligent geographic data routing.

• Unit 3: Overview of IoT – Understanding the conceptual framework, reference architectures, and the
foundational technologies (RFID, Big Data, Cloud) driving the IoT revolution.

• Unit 4: Architecture and Implementation of IoT – A deep dive into practical implementation, covering
sensor integration, standard protocols (MQTT, CoAP), prototyping boards (NodeMCU, Raspberry Pi), and
crucial security challenges.

• Unit 5: IoT Applications – Exploring transformative real-world use cases, from Smart Parking and Healthcare
monitoring to Smart City infrastructure.
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CHAPTER 1

Introduction to Operating System

=======

1.1 Introduction to Operating System

»»»> origin/paper-solver

1.2 Definition and Functions of an Operating System
Welcome to the foundational study of Operating Systems. Imagine a bustling modern metropolis with millions of
citizens, countless vehicles, businesses, power grids, and water systems. Without a central governing body and traffic
control system, chaos would ensue immediately. Cars would collide, power would be distributed unevenly, and resources
would be squandered. In the digital realm of a computer system, the Operating System (OS) is that central governing
body. It is the most fundamental piece of software that runs on a computer, and it is responsible for managing both
the hardware and software resources, ensuring that the entire system operates smoothly, efficiently, and securely.

1.2.1 Definition of an Operating System

At its core, an Operating System is a complex suite of system software that manages computer hardware, software
resources, and provides common services for computer programs. Every general-purpose computer—from your
smartphone and laptop to the massive servers powering the internet—must have an operating system to run other
programs and applications.

The operating system can be understood from two primary viewpoints: the user’s view and the system’s view.
1. The User View: From the perspective of an everyday user, the operating system is designed to provide ease of

use, high performance, and an intuitive interface. When you click an icon to open a web browser, play a game, or edit
a document, you do not need to worry about how the hard drive spins, how memory is allocated, or how the CPU
processes billions of instructions. The OS abstracts these hardware complexities away, presenting a simplified, virtual
machine that is easy to interact with. For users of personal computers, the goal is often maximizing convenience and
responsiveness. In other scenarios, such as embedded systems (like home appliances or automotive controls), the user
view might involve minimal or no direct interaction, focusing entirely on running the device efficiently.

2. The System View: From the computer’s perspective, the operating system is the ultimate resource allocator
and control program. A modern computer consists of processors, main memory, disks, network interfaces, input/output
(I/O) devices, and more. It is the operating system’s job to manage all these components. When multiple programs
are running simultaneously, the OS must decide how to allocate the CPU’s time, how much memory each program
gets, and who gets to access the disk or network at any given millisecond. As a control program, the OS manages the
execution of user programs to prevent errors, conflicts, and improper use of the computer, ensuring that a crash in one
application does not bring down the entire system.

The diagram above illustrates the typical hierarchy of a computer system. At the bottom lies the bare hardware.
The operating system sits directly above the hardware, acting as an intermediary. Applications rely on the OS to
interact with the hardware, and users interact with the applications.

1.2.2 Functions of an Operating System

The responsibilities of an OS are vast and multifaceted. To understand how an operating system manages the complex
environment of a modern computer, we can break down its duties into several distinct, yet interconnected, core
functions.

2
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Computer Hardware
(CPU, Memory, I/O Devices)

Computer Hardware
(CPU, Memory, I/O Devices)

Operating System

System and Application Programs
(Compilers, Web Browsers, Word Processors, Databases)

System and Application Programs
(Compilers, Web Browsers, Word Processors, Databases)

User 1 User 2 User 3 ... User N

Figure 1.1: Abstract View of the Components of a Computer System

AI IMAGE PLACEHOLDER
An illustration of an Operating System acting as an orchestra conductor,

seamlessly coordinating various musical instruments that represent computer
hardware like CPU, RAM, and Hard Drives, ensuring a harmonious performance.

Figure 1.2: The Operating System as a Conductor
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1. Process Management

A program in execution is called a process. While a program is merely a passive entity (a file containing a list of
instructions stored on disk), a process is an active entity, with a program counter specifying the next instruction to
execute and a set of associated resources. A typical system has dozens or hundreds of processes running concurrently—
some belonging to the user and others belonging to the OS itself.

Since a CPU can generally only execute one instruction at a time per core, the OS must multiplex the CPU among
these processes. This is known as CPU scheduling. The OS functions include:

• Creating and deleting both user and system processes.

• Suspending and resuming processes.

• Providing mechanisms for process synchronization, allowing processes to coordinate their actions without
interfering with one another.

• Providing mechanisms for process communication, enabling processes to exchange data.

• Handling deadlocks, which occur when two or more processes are stuck waiting indefinitely for resources held by
each other.

2. Memory Management

Main memory (RAM) is the heart of a computer system’s operation. It is a large array of bytes, each with its own
address. For a program to be executed, it must be mapped to absolute addresses and loaded into memory. As the
program executes, it accesses program instructions and data from memory. To improve both the utilization of the
CPU and the speed of the computer’s response to its users, general-purpose computers must keep several programs in
memory simultaneously.

The operating system’s memory management functions include:

• Keeping track of which parts of memory are currently being used and by which processes.

• Deciding which processes (or parts of processes) and data to move into and out of memory.

• Allocating and deallocating memory space as needed.

• Implementing Virtual Memory, a technique that allows the execution of processes that are not completely in
main memory, effectively giving programs the illusion of a contiguous, vast memory space.

Operating
System

Functions

Operating
System

Functions

Process Management

Memory Management

File Management

I/O System
Management

Security & Protection

Network Management

Figure 1.3: Core Functions of an Operating System
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3. File Management

Computers can store information on several different types of physical media, such as magnetic disks, optical disks,
and solid-state drives (SSDs). Each of these media has its own characteristics and physical organization. To make the
computer system convenient to use, the OS provides a uniform logical view of information storage. It abstracts the
physical properties of its storage devices to define a logical storage unit, the file.

The OS maps files onto physical media and accesses these files via the storage devices. The file management
responsibilities include:

• Creating and deleting files.

• Creating and deleting directories to organize files.

• Supporting primitives for manipulating files and directories (read, write, append, rename).

• Mapping files onto secondary storage.

• Backing up files on stable (non-volatile) storage media.

4. I/O System Management

One of the purposes of an OS is to hide the peculiarities of specific hardware devices from the user. For example,
in UNIX, the peculiarities of I/O devices are hidden from the bulk of the OS itself by the I/O subsystem. The OS
manages the communication between user applications and the various input and output devices connected to the
computer, such as keyboards, mice, displays, printers, and network cards.

This subsystem involves:

• A memory-management component that includes buffering, caching, and spooling to handle data streams
efficiently.

• A general device-driver interface.

• Drivers for specific hardware devices, which know the intricacies of controlling a particular hardware piece.

AI IMAGE PLACEHOLDER
A highly detailed, futuristic glowing blueprint showing data flowing as light pulses

from a central processor (CPU) down various pathways to external devices like
printers, monitors, and storage drives, representing I/O management.

Figure 1.4: Data Flow and I/O Management

5. Security and Protection

If a computer system has multiple users and allows the concurrent execution of multiple processes, then access to data
must be regulated. Protection is any mechanism for controlling the access of processes or users to the resources defined
by a computer system. This mechanism must provide means for specifying the controls to be imposed and for enforcing
them.

Furthermore, it is the job of the OS to defend the system against internal and external attacks. This encompasses a
wide range of security threats, including viruses, worms, denial-of-service attacks, identity theft, and unauthorized
access. Modern operating systems include built-in firewalls, encryption mechanisms, and rigorous user authentication
protocols (such as passwords or biometric scans) to ensure that only authorized users and applications can access
specific resources.
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6. Network Management

In today’s highly connected world, most computers are part of a network. A distributed system is a collection of
physically separate, possibly heterogeneous, computer systems that are networked to provide users with access to the
various resources that the system maintains. The operating system handles network communications via protocols like
TCP/IP, managing the establishment of connections, routing of data packets, and error checking. This allows users to
access remote files, print to remote printers, and communicate with other users seamlessly, as if those resources were
local to their own machines.

7. Command Interpreter and User Interface

While often considered a separate layer by some architectures, the user interface (UI) is the practical mechanism by
which users interact with the operating system. In the past, this was predominantly a Command-Line Interface (CLI),
where users typed specific text commands to instruct the OS to perform tasks (e.g., MS-DOS or early Unix shells).
Today, most mainstream operating systems utilize a Graphical User Interface (GUI), providing a visual metaphor of
windows, icons, menus, and pointers (WIMP) to make interaction intuitive and user-friendly (e.g., Windows, macOS,
Ubuntu desktop). Furthermore, touch-based interfaces have become standard for mobile operating systems like Android
and iOS.

Regardless of the interface type, its primary function is to interpret the user’s input and translate it into system
calls that the underlying operating system kernel can execute.

1.2.3 Summary

In summary, an operating system is the essential bridge between user applications and the raw physical hardware of a
computer. It operates behind the scenes as a master controller, expertly juggling the demands of processors, memory,
storage, networks, and input/output devices. By providing both a simplified, extended machine for the user and an
efficient, secure resource manager for the system, the OS transforms complex electronic circuitry into the powerful,
versatile tools we rely on every day. Understanding the definition and core functions of an OS is the first critical step
toward mastering the intricate software ecosystems that drive modern computing.

1.3 Evolution of Operating System
The evolution of operating systems is closely tied to the historical development of computer hardware and the ever-
growing need to make computing resources more accessible, efficient, and user-friendly. Understanding this journey
from rudimentary manual operations to modern, highly complex distributed and real-time systems provides invaluable
insights into the fundamental principles that govern today’s computing environments. The transformation did not
happen overnight; it was a gradual, incremental process marked by distinct generations, each introducing significant
architectural advancements to address the limitations of its predecessors.

1.3.1 Serial Processing (Late 1940s to Mid-1950s)

In the earliest days of electronic computing, operating systems simply did not exist. Programmers interacted directly
with the bare metal of the computer hardware. Machines were physically operated from a massive console consisting of
display lights, toggle switches, plugboards, and rudimentary input devices like punched card readers or paper tape
readers.

This era was heavily characterized by serial processing. Users had to explicitly book time on the machine,
typically reserving blocks of hours on a sign-up sheet. A programmer would bring their program, physically loaded
on cards or tape, manually load the compiler into the machine’s memory, compile the source code, save the compiled
machine code, and then finally execute the program. If an error occurred—which was frequent—the entire laborious
process had to be repeated from scratch, often beginning with a painstaking manual dump of memory contents and
hardware registers for debugging purposes.

The primary inefficiencies of this approach were:

• Scheduling Inefficiencies: Significant machine setup time was wasted. If a user booked an hour but their
program finished (or crashed) in just 20 minutes, the expensive machine sat entirely idle for the remaining 40
minutes until the next scheduled user arrived.

• Setup Time Overheads: The manual loading of the compiler, followed by the source program, then saving the
compiled program, and subsequently loading and linking it took a considerable amount of human time, leaving
the high-speed CPU waiting on slow human actions.
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AI IMAGE PLACEHOLDER
A vintage photograph-style image showing an early computer room with large

mainframe hardware, punch card readers, and a programmer interacting directly
with physical toggle switches on a large console.

Figure 1.5: Serial Processing Era: Direct Hardware Interaction

1.3.2 Simple Batch Systems (Mid-1950s to Early 1960s)

To dramatically improve machine utilization and reduce the time wasted on manual setup, the concept of a batch
operating system was introduced. The first rudimentary system of this kind was developed by General Motors for
the IBM 701 mainframe. The core underlying idea was to automate the transition from one job to the next, thereby
minimizing the CPU’s idle time.

In this model, users no longer interacted directly with the machine console. Instead, they submitted their
jobs—comprising programs, data, and special control cards—to a dedicated human computer operator. The operator
would then sort these offline jobs into batches with similar resource requirements (e.g., grouping all Fortran compilations
together) and feed them into the computer sequentially. A small piece of resident software, known as the monitor or
resident operating system, handled the automatic transition of control from one job to the next.

The monitor relied heavily on specialized control cards, written in a Job Control Language (JCL), which were
included with the user’s program to explicitly instruct the system on which compiler, utilities, or hardware resources
were required for that specific job.

User 1
(Job 1)

User 2
(Job 2)

User n
(Job n)

Computer
Operator

Batched Jobs (Card Deck)

Computer
(Resident Monitor)

Sorts into batches

Executes sequentially

Figure 1.6: Workflow of a Simple Batch Processing System

While simple batch systems vastly improved scheduling efficiency and eliminated manual setup time between jobs,
they suffered from a profound bottleneck: poor CPU utilization. Because mechanical input/output (I/O) devices
like card readers and line printers were very slow compared to the electronic processing speed of the CPU, the processor
spent a vast majority of its time idling, simply waiting for I/O operations to complete.
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1.3.3 Multiprogrammed Batch Systems (1960s)

To actively address the CPU idling problem inherent in simple batch systems, the paradigm of multiprogramming
was introduced. This marked a monumental leap in operating system design.

In a multiprogrammed system, the main memory is partitioned to hold multiple jobs simultaneously. The operating
system selects one job from the memory pool and begins executing its instructions. When this actively executing job
needs to perform an I/O operation (e.g., read data from a magnetic tape), the CPU does not sit idle waiting for the
tape drive. Instead, the operating system rapidly switches the CPU’s context to another job residing in memory that is
immediately ready to execute. This rapid switching continues indefinitely, ensuring that as long as there is at least one
job ready to run, the CPU remains fully utilized.

This era also introduced Spooling (Simultaneous Peripheral Operations On-Line). Instead of reading cards directly
into memory for execution, cards were read onto a faster magnetic disk. When a job needed to be executed, it was
loaded from the disk. Output was similarly written to the disk and later printed. This decoupled the slow I/O devices
from the fast CPU.

Multiprogramming demanded the development of sophisticated OS features:

• Memory Management: To keep multiple independent jobs in memory safely, the system needed mechanisms
to dynamically allocate memory and strictly protect jobs from accessing each other’s memory spaces.

• CPU Scheduling: If multiple jobs were simultaneously ready to run, the OS required complex algorithms to
decide which job to assign to the CPU next to ensure fairness and efficiency.

Operating System

Job 1 (Waiting for I/O)

Job 2 (Executing)

Job 3 (Ready for CPU)

Available Free Memory

CPU
Executing Job 2

I/O Subsystem

Figure 1.7: Memory Layout and CPU Context in a Multiprogramming Environment

The primary advantage of multiprogramming was a dramatic increase in CPU utilization and overall system
throughput. However, from the user’s perspective, it was still a batch environment; they lacked interactive control over
their programs during execution.

1.3.4 Time-Sharing Systems (1970s)

While multiprogramming successfully maximized hardware utilization, it failed to provide a responsive environment
for human users. Programmers still had to submit their jobs and wait hours, or even days, for the printed results.
Time-sharing (or multitasking) systems evolved as a logical extension of multiprogramming specifically designed to
address this lack of interactivity.

In a time-sharing system, multiple users access the mainframe system simultaneously through geographically
distributed, separate "dumb terminals" (keyboards and monitors with no processing power). The operating system
interleaves the execution of all active user programs in extremely short time bursts called time slices or quanta.
Because the CPU switches between different user programs so rapidly—often dozens of times per second—each user is
given the convincing illusion that they have their own dedicated, responsive computer.

This era revolutionized computing by bringing about interactive use. A user could type a command, and the system
would respond almost instantaneously. This necessitated the development of advanced hierarchical file systems to store
and protect user data persistently, and virtual memory techniques to manage concurrently running programs whose
combined size far exceeded the actual physical memory. MULTICS and UNIX are iconic classic examples of early
time-sharing systems.
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AI IMAGE PLACEHOLDER
A diagram illustrating a powerful central mainframe server connected via network
lines to multiple remote ’dumb terminals’, with users actively typing and receiving

immediate feedback, representing a time-sharing environment.

Figure 1.8: Time-Sharing Interactive User Environment

1.3.5 Personal Computer Systems (1980s)

The advent of microprocessors and large-scale integration (LSI) circuits in the late 1970s and 1980s led to the creation
of Personal Computers (PCs). Hardware became sufficiently inexpensive that a single user could finally afford a fully
dedicated machine sitting on their desk.

Consequently, the primary design focus of operating systems shifted dramatically. Since CPU time was no longer
a scarce, shared resource among hundreds of users, the goal transitioned from maximizing hardware utilization to
maximizing user convenience and responsiveness. Operating systems like MS-DOS, Apple DOS, and later graphical
systems like Windows and the classic Mac OS were engineered fundamentally for individual use.

These early PC operating systems were initially single-user and strictly single-tasking. They lacked the complex
memory protection and strict security access controls of mainframe time-sharing systems because the underlying
assumption was that a single user operating their own machine would not maliciously hack or intentionally crash their
own system. However, over time, as PCs grew exponentially more powerful and connected, PC operating systems
adopted the sophisticated multitasking, virtual memory, and security features originally developed for mainframes.
Furthermore, this era saw the massive transition from text-based Command Line Interfaces (CLI) to intuitive Graphical
User Interfaces (GUI).

1.3.6 Mobile Operating Systems (2000s onwards)

With the explosion of smartphones and tablets, operating systems underwent another paradigm shift. Mobile operating
systems like Android and iOS are descendants of personal computer OSs but are heavily optimized for drastically
different constraints.

These constraints include strict battery power management, limited thermal dissipation, varying form factors, and
touch-first user interfaces. Mobile OSs introduced robust application sandboxing—where apps are strictly isolated from
one another to ensure system security and stability. They also pioneered intricate lifecycle management, aggressively
pausing or terminating background applications to conserve precious memory and battery life without user intervention.

1.3.7 Parallel and Multiprocessor Systems

As the demand for computing power continued to grow, single processors eventually approached their physical, thermal,
and speed limits. This led directly to the development of multiprocessor systems (also known as parallel systems or
tightly coupled systems), which contain more than one CPU sharing the same computer bus, clock, main memory, and
peripheral devices.

The operating system for multiprocessor environments must be significantly more complex than a standard OS.
It must intelligently manage workload distribution across multiple cores and carefully synchronize access to shared
memory to prevent data corruption. There are broadly two types of multiprocessor architectures handled by the OS:

1. Asymmetric Multiprocessing (AMP): A rigid master processor controls the system; the other slave processors
either strictly look to the master for their next instruction or have narrowly predefined tasks.

2. Symmetric Multiprocessing (SMP): All processors are peers; no master-slave hierarchy exists. Each processor
runs an identical, independent copy of the operating system, and they communicate with each other dynamically
as needed. Almost all modern desktop, laptop, and server operating systems support SMP.

Advantages of these systems include vastly increased throughput (more total work done in less time), economy of
scale (sharing peripherals and power supplies is cheaper than building multiple separate single-processor systems), and
increased reliability.

Textbook for DI03016061 Milav Dabgar

https://milav.in


Evolution of Operating System 10

Shared Main Memory (RAM)

High-Speed System Bus

CPU Core 1

L1/L2 Cache

CPU Core 2

L1/L2 Cache

. . . CPU Core N

L1/L2 Cache

Figure 1.9: Symmetric Multiprocessing (SMP) Hardware Architecture

1.3.8 Distributed Systems

With the rapid proliferation of high-speed computer networks and the global Internet, distributed systems emerged as
the dominant paradigm for large-scale computing. A distributed system consists of a massive collection of independent,
physically separate, and distinct computers connected via a communication network. However, to the end-user, the
entire disparate system seamlessly appears as a single, highly capable, coherent computing environment.

Unlike tightly coupled multiprocessor systems, the computers in a distributed system (loosely coupled systems) do
not share physical memory or a global clock. Instead, they cooperate and synchronize their actions by passing messages
to one another over the network infrastructure.

The operating system operating in a distributed environment must robustly handle resource sharing across the
network, manage complex distributed file systems where files may span continents, facilitate secure inter-process
communication over untrusted networks, and provide extreme fault tolerance against unpredictable node or network
segment failures.

AI IMAGE PLACEHOLDER
A 3D network topology visualization showing multiple diverse computer systems
(servers, workstations, regional databases) interconnected across a global WAN

network, acting collectively as a single unified distributed system.

Figure 1.10: Distributed Computing and Networking Environment

1.3.9 Real-Time Systems

Real-time operating systems (RTOS) represent a specialized branch designed strictly for environments where
data must be processed and acted upon within very strict, rigorously defined time constraints. Failure to meet these
inflexible deadlines is not merely an inconvenience; it can lead to catastrophic physical system failures. They are the
invisible brains behind industrial control systems, complex medical life-support imaging equipment, fly-by-wire avionics,
and automobile engine anti-lock braking systems.

Real-time systems are fundamentally characterized by their extreme determinism—the system’s maximum response
time to an external event must be mathematically predictable and absolutely guaranteed. They are broadly classified
into two distinct categories:

• Hard Real-Time Systems: These systems absolutely guarantee that critical, time-sensitive tasks complete
exactly on time. A single missed deadline is considered a total, potentially fatal, system failure. These systems
typically employ highly specialized, stripped-down operating systems, often lacking secondary disk storage entirely,
running their immutable tasks directly from high-speed ROM or RAM.

Textbook for DI03016061 Milav Dabgar

https://milav.in


Types of Operating System 11

• Soft Real-Time Systems: These are slightly less restrictive but still prioritize time. A critical real-time task
inherently receives the highest CPU scheduling priority over all other standard tasks and retains that absolute
priority until it completes its function. Missing a deadline degrades the user experience or performance but does
not inherently destroy the system. Common examples include multimedia streaming, VoIP communications, and
intensive virtual reality applications where dropped frames are annoying but not deadly.

1.3.10 Summary of Evolution

The evolution of operating systems has been a fascinating, continuous journey of increasing abstraction, security, and
hardware optimization. From the raw, heavily manual hands-on serial processing of the 1950s to the sophisticated,
globally distributed, and mathematically rigid time-critical systems of today, OS development has consistently mirrored
the dual, often competing mandates of maximizing underlying hardware efficiency while simultaneously simplifying
human-computer interaction. As underlying hardware continues to boldly evolve with the advent of quantum computing
and massively parallel AI processing units, operating systems will inevitably undergo further radical transformations to
safely harness and present these new capabilities.

1.4 Types of Operating System

An Operating System (OS) is a fundamental software component that acts as an intermediary between computer
hardware and the user. Since the inception of computers, operating systems have evolved significantly to meet varying
requirements of efficiency, user interaction, and system architecture. The choice of an operating system dictates how
resources are managed and how tasks are executed. In this section, we will explore the major types of operating
systems, their operational mechanisms, advantages, and limitations.

1.4.1 Batch Operating System

The Batch Operating System is one of the earliest types of operating systems. In this system, users do not interact
directly with the computer system while it is processing their tasks. Instead, each user prepares their task or “job”
offline (traditionally using punch cards or paper tape) and submits it to a centralized computer operator.

To speed up processing, the operator groups jobs with similar resource requirements into a single “batch” and
submits them to the computer for execution. The operating system then executes the jobs in the batch sequentially,
one after the other, without any user intervention.

User 1
(Job 1)

User 2
(Job 2)

User n
(Job n)

Computer
Operator
(Sorting)

Batch 1
(Similar Jobs)

Batch 2
(Similar Jobs)

User 1
(Job 1)

User 2
(Job 2)

User n
(Job n)

Computer
Operator
(Sorting)

Batch 1
(Similar Jobs)

Batch 2
(Similar Jobs)

Computer / CPU

Figure 1.11: Workflow of a Batch Operating System.

Advantages:

• High Throughput: By grouping similar jobs, the setup time is minimized, and CPU utilization is increased.

• Idle Time Reduction: The computer continuously processes jobs from the batch without waiting for human
interaction.

• Shift Work: Large and non-interactive jobs can be shifted to run during off-peak hours (e.g., overnight).

Disadvantages:

• Lack of Interaction: Once a job is submitted, the user cannot interact with it. Debugging is very difficult
because the user only receives the output after the entire batch is processed.

• CPU Starvation: If a job goes into an infinite loop or encounters an error, it can stall the execution of the
entire batch.

• Prioritization Issues: It is difficult to prioritize one job over another once a batch is running.
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AI IMAGE PLACEHOLDER
A retro computing center showing computer operators loading large stacks of

punch cards into a mainframe system.

Figure 1.12: Historical context of Batch Processing.

1.4.2 Time-Sharing Operating System

A Time-Sharing Operating System allows multiple users to access and use a single computer simultaneously from
different terminals. The central processor’s time is shared among multiple users. Because the CPU switches between
different users’ tasks extremely rapidly, each user is given the illusion that they have their own dedicated computer.

The time allocated to each user’s task is called a time slice or quantum. When a task’s time slice expires, the CPU
pauses it, saves its state, and moves on to the next user’s task in a round-robin fashion. This rapid context switching is
the heart of time-sharing systems.

CPU &
Memory

(Time Slicing)

CPU &
Memory

(Time Slicing)

User 1

User 2

User 3

User 4

User 5

User 6

Figure 1.13: Architecture of a Time-Sharing Operating System.

Advantages:

• Quick Response Time: Users receive immediate feedback for interactive tasks.

• Fairness: CPU time is distributed fairly among all active users.

• Resource Sharing: Reduces the duplication of software and conserves hardware resources by centralizing
computing power.

Disadvantages:

• Performance Degradation: As the number of active users increases, the response time can degrade because
the CPU must split its time more finely.

• Security Concerns: Concurrent execution of multiple users’ programs requires strict memory protection and
security mechanisms to prevent unauthorized data access.

• Reliability Issues: A failure in the central system affects all connected users.
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1.4.3 Multiprogramming Operating System

Multiprogramming is a technique designed to keep the CPU busy at all times. In a multiprogramming operating
system, several programs (or jobs) are loaded into the main memory simultaneously.

When a program is executing, it typically requires two types of operations: CPU processing and I/O (Input/Output)
operations (like reading from a disk). In a non-multiprogramming system, the CPU would sit idle while waiting for an
I/O operation to complete. However, in a multiprogramming system, when the currently executing job needs to wait
for I/O, the OS automatically switches the CPU to another job in the memory. This ensures that the CPU is never
idle as long as there are jobs waiting to be processed.

Operating System

Job 1
(Waiting for I/O)

Job 2
(Executing)

Job 3
(Ready)

Job 1
(Waiting for I/O)

Job 2
(Executing)

Job 3
(Ready)

Empty Space

CPU

I/O Wait

Currently running

Next to run

Main Memory

Figure 1.14: Memory layout and CPU allocation in a Multiprogramming System.

Advantages:

• Maximum CPU Utilization: The CPU is kept continuously busy, drastically improving overall system
throughput.

• Shorter Response Time: Jobs do not have to wait in a linear queue if the current job is stalled by I/O.

Disadvantages:

• Memory Management Complexity: Keeping multiple jobs in memory requires sophisticated memory
management techniques to allocate space and protect jobs from interfering with each other.

• CPU Scheduling Complexity: The OS must employ complex scheduling algorithms to decide which job
should be allocated to the CPU next.

1.4.4 Multiprocessing Operating System

While multiprogramming executes multiple programs on a single processor, a Multiprocessing Operating System utilizes
two or more physical processors (CPUs) within a single computer system. These processors share the same system bus,
main memory, and peripheral devices, working in parallel to complete tasks faster.

Multiprocessing systems are generally categorized into two types:

1. Symmetric Multiprocessing (SMP): All processors are identical and peer-to-peer. They share the workload
equally, and any processor can run any task, including OS kernel tasks.

2. Asymmetric Multiprocessing: One processor acts as the "master" and controls the system, while the other
"slave" processors look to the master for instructions or execute predefined specific tasks.

Advantages:

• Increased Throughput: Multiple processors executing simultaneously can process a significantly higher volume
of data and tasks.

• Economy of Scale: Multiprocessor systems cost less than multiple single-processor systems of equal power since
they share peripherals, mass storage, and power supplies.
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Figure 1.15: Architecture of a Symmetric Multiprocessing System.

• Increased Reliability (Fault Tolerance): If one processor fails, the system does not halt completely. The
remaining processors pick up the workload, albeit at a reduced performance level (graceful degradation).

Disadvantages:

• High Complexity: Designing an OS that synchronizes multiple processors, prevents race conditions, and avoids
deadlocks is highly complex.

• Overhead: Managing shared resources requires substantial overhead, which means adding more CPUs does not
result in a perfectly linear increase in performance.

AI IMAGE PLACEHOLDER
A motherboard showing a multi-processor configuration with massive heat sinks

indicating intense parallel computing power.

Figure 1.16: Hardware support is required for Multiprocessing.

1.4.5 Multitasking Operating System

Multitasking is a logical extension of multiprogramming. While multiprogramming aims to maximize CPU utilization
by switching jobs when one waits for I/O, multitasking allows multiple tasks or processes to be executed concurrently
with rapid context switching, giving the user the impression that all tasks are running simultaneously.

Modern desktop operating systems (like Windows, macOS, and Linux) are multitasking systems. For example, a
user can type a document in a word processor, download a file from the internet, and listen to music, all at the same
time.

Multitasking can be classified into:

• Preemptive Multitasking: The operating system has complete control. It decides how long a task runs (time
slice) and can forcefully interrupt a running task to give the CPU to another task. This prevents a single frozen
application from crashing the entire system.

• Cooperative Multitasking: Programs must voluntarily yield control of the CPU to let other tasks run. If a
poorly written program enters an infinite loop and refuses to yield, the entire system can hang.

Advantages:

• High Responsiveness: The system feels fluid and highly responsive to user inputs, even when heavy background
tasks are running.

• Improved Productivity: Users can efficiently perform and monitor multiple tasks simultaneously.

Disadvantages:
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• Resource Intensive: Running many tasks simultaneously requires substantial RAM and CPU power.

• Context Switch Overhead: Rapidly switching between tasks consumes a fraction of CPU time for administrative
overhead rather than productive work.

1.4.6 Real-Time Operating System (RTOS)

A Real-Time Operating System (RTOS) is specifically designed to handle tasks with strict, rigid time constraints. In an
RTOS, processing must be done within a defined time limit, otherwise, the system is considered to have failed. These
systems are typically found in embedded environments where computers interact directly with the physical world.

Real-time systems are categorized by the strictness of their deadlines:

• Hard Real-Time Systems: Missing a deadline can result in catastrophic failure or loss of life. Examples
include flight control systems in aircraft, medical life-support systems (like pacemakers), and anti-lock braking
systems (ABS) in cars. Secondary storage is usually absent, and data is stored in fast memory (ROM/RAM).

• Soft Real-Time Systems: Deadlines are important, but missing them occasionally degrades system quality
rather than causing a total failure. Examples include live video streaming, multimedia rendering, and virtual
reality simulations.

Physical
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(Inputs)

RTOS
(Processing within

Strict Deadline)

Actuators
/ Controls
(Outputs)

Physical
Sensors
(Inputs)

RTOS
(Processing within

Strict Deadline)

Actuators
/ Controls
(Outputs)

Data Stream Command
(< tmax)

Figure 1.17: Data flow in a Real-Time Operating System.

Advantages:

• Predictability: RTOS provides deterministic behavior, ensuring that high-priority tasks execute on time.

• Minimal Resource Waste: These systems are often highly optimized for their specific application, lacking
unnecessary GUI elements or background processes.

Disadvantages:

• Limited Functionality: They are generally built for a single specific purpose and cannot be easily repurposed
for general computing tasks.

• Complex Development: Writing software for hard real-time constraints requires specialized skills and meticulous
testing to guarantee safety and reliability.

1.4.7 Network Operating System

A Network Operating System (NOS) is an operating system designed to run on a central server. Its primary purpose is
to manage network resources and facilitate communication and resource sharing among client computers on a Local
Area Network (LAN) or Wide Area Network (WAN).

A NOS provides a centralized platform to manage users, groups, security policies, data storage, and network
applications (like print and mail servers). Examples include Windows Server, Linux (acting as a server), and Novell
NetWare.

Advantages:

• Centralized Administration: Network administrators can manage security policies, user accounts, and backups
from a single location rather than configuring each client machine individually.

• Resource Sharing: Expensive peripherals like high-end printers and large storage arrays can be shared efficiently
across the entire organization.

• High Security: Centralized security models are generally more robust and easier to enforce than decentralized
models.

Disadvantages:
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Figure 1.18: Typical setup of a Network Operating System.

• Single Point of Failure: If the central server running the NOS crashes, the entire network may become unusable,
and clients may lose access to shared resources.

• High Cost: Server hardware and network operating system licenses are typically much more expensive than
standard desktop equivalents.

• Maintenance: Requires skilled network administrators to install, configure, and maintain the system securely.

AI IMAGE PLACEHOLDER
A modern server room with racks of high-performance servers running Network

Operating Systems to manage enterprise data.

Figure 1.19: Servers are the backbone of Network Operating Systems.

1.5 Services of Operating System

An Operating System (OS) acts as a bridge between the computer hardware and the software applications, providing a
suitable environment where programs can execute effectively. To achieve this, the OS offers a variety of services to
both the users and the programs running on the system. While the exact implementation of these services varies across
different operating systems like Windows, Linux, or macOS, the fundamental nature of the services remains consistent.
These services are specifically designed to simplify the programming process, abstract the complexities of hardware,
and ensure the smooth, secure, and efficient operation of the entire system.

We can categorize the services provided by an operating system into two broad classes. The first class encompasses
services that directly assist the user in executing tasks and managing data. The second class consists of services that
operate behind the scenes to maintain the system’s efficiency, stability, and security, especially in environments where
multiple users or multiple programs share the same hardware resources.

1.5.1 System Calls: The Interface to OS Services

Before delving into the specific services, it is important to understand how these services are accessed. User programs
access the services provided by the operating system through an interface called System Calls. A system call is
a programmatic way in which a computer program requests a service from the kernel of the operating system on
which it is executing. This can include hardware-related services (such as accessing a hard disk drive or the camera),
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Figure 1.20: A Conceptual View of Operating System Services, showing how user applications interface with system
hardware through system calls and OS services.

the creation and execution of new processes, and communication with integral kernel services like process scheduling.
System calls provide the essential barrier between a user process and the operating system kernel.

When a process makes a system call, it triggers a software interrupt, also known as a trap. This event transfers
control of the CPU from user mode to kernel mode. In kernel mode, the operating system executes the requested
privileged service on behalf of the user process. Once the service completes, control is returned to the user process in
user mode. This dual-mode operation ensures that user applications cannot directly manipulate hardware or disrupt
critical data structures, thereby enforcing system security and overall stability.

1.5.2 Services Helpful to the User

The primary goal of the first category of services is to make the computer system highly convenient and accessible to
the user. They provide the necessary abstractions so that users and software developers do not have to interact directly
with the intricate details of the hardware architecture.

User Interface (UI)

Almost all operating systems have a user interface. This is the mechanism by which users interact with the system,
issue commands, and receive feedback. There are three primary forms of interfaces:

• Command-Line Interface (CLI): This uses text commands and a method for entering them (typically a
keyboard). The user types specific commands, and the OS executes them. Examples include the Unix shell (like
Bash or Zsh) and the Windows Command Prompt. While it requires learning and memorizing specific commands
and syntax, it is highly efficient, scriptable, and consumes very few system resources, making it a favorite among
developers and system administrators.

• Graphical User Interface (GUI): This is a window system with a pointing device (like a mouse, trackpad,
or touch screen) used to direct I/O, choose from menus, and make selections, along with a keyboard to enter
text. Windows, macOS, and desktop Linux distributions use GUIs extensively. GUIs utilize visual metaphors like
folders, files, and trash cans, making computers accessible and intuitive to non-technical users.

• Batch Interface: In this type of interface, commands and directives to control those commands are entered into
files beforehand, and those files are executed by the system in sequence. It is primarily used for running large,
automated tasks without requiring human intervention during the process, often seen in mainframe environments
or automated backup systems.

Program Execution

The fundamental purpose of a computer is to run programs. The system must be able to load a program into memory
and run that program. To execute a program, the OS handles several complex behind-the-scenes activities. First,
it reads the program’s executable file from secondary storage and allocates main memory for the program’s code,
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AI IMAGE PLACEHOLDER
A side-by-side illustration showing a Command-Line Interface (CLI) on the left

featuring text-based green commands on a black terminal screen, and a Graphical
User Interface (GUI) on the right displaying colorful windows, icons, and a mouse

cursor on a desktop environment.

Figure 1.21: Different types of User Interfaces: CLI vs. GUI.

initialized data, and execution stack. It resolves any dependencies, such as dynamic shared libraries (DLLs in Windows,
.so files in Linux) that the program might need to function.

Once fully loaded into memory, the OS schedules the program on the CPU and begins its execution. Furthermore,
the program must be able to end its execution gracefully. It can terminate normally when it completes its intended
task, or it might terminate abnormally if it encounters a fatal error, such as a division by zero or a segmentation fault.
The OS ensures that upon termination, all hardware resources, memory, and file handles held by the program are
reclaimed by the system so they can be reused by other programs.

I/O Operations

A running program frequently requires input/output (I/O) operations to be useful. This I/O may involve reading from
or writing to a file, or interacting with a specific I/O device (such as a keyboard, display monitor, printer, or network
interface card). For specific devices, special functions may be required, such as recording audio from a microphone or
formatting a USB drive.

Because users cannot directly control I/O devices due to hardware complexity and the stringent need for system
security, the operating system must provide a secure and standard means to perform I/O. The OS handles all the
low-level electrical signals and communication protocols with device controllers, manages hardware interrupts, and
provides high-level abstract functions (like read() and write()) to the application programs. This abstraction allows
a programmer to write data to a file without needing to know the specific sector layout of the hard drive.

File-System Manipulation

The file system is of paramount importance to both users and applications. Programs need to read data from files and
write computed results back to files. They also need to create new files, delete existing ones by name, search for a given
file within a directory tree, and list file attributes (such as size, creation date, and modification time).

The OS provides a structured, logical abstraction over raw, linear storage devices (like HDDs, SSDs, or optical
media), organizing raw blocks of data into recognizable files and hierarchical directories. It manages the free space on
the disk, keeps track of exactly which physical blocks belong to which files using data structures like inodes or File
Allocation Tables, and handles the caching of frequently accessed data in main memory to drastically improve system
responsiveness. Finally, modern file systems include permissions management mechanisms to allow or deny access to
files or directories based on user identity and group ownership, ensuring data privacy.

Communications

There are numerous scenarios in which one process needs to exchange information with another process. Such
communication may occur between processes that are executing concurrently on the same computer, or between
processes that are executing on completely different computer systems tied together by a local or wide area network
(like the Internet).

Operating systems implement communications via two primary mechanisms:

• Shared Memory: In this high-speed model, two or more processes are granted permission to read and write to
a shared, common section of memory. The OS establishes this shared region upon request, but after that, the
processes themselves are responsible for synchronizing their actions and formatting the data transfer to avoid
overwriting each other’s data simultaneously.
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Figure 1.22: Hierarchical directory structure managed by the OS File-System Manipulation service.

• Message Passing: In this model, processes communicate by explicitly exchanging messages (discrete packets of
data) through an OS-managed facility, conceptually similar to sending an email. The OS handles the routing and
queuing of these messages. This approach is highly structured and is particularly useful for distributed systems
where communicating processes reside on entirely different physical machines.

Error Detection

The operating system must be constantly vigilant for possible errors that could disrupt system stability. Errors may
originate in the physical hardware components (such as a corrupted memory cell, a failing disk sector, or a sudden
power voltage drop), in I/O devices (such as a connection failure on a network card, or a paper jam in a printer), or
within user programs themselves (such as an arithmetic overflow, an attempt to access a protected memory location
not allocated to the program, or an infinite loop consuming all CPU time).

For each specific type of error, the OS is programmed to take the appropriate action to ensure correct and consistent
computing. At the very least, it should gracefully halt the offending program to prevent it from corrupting other data,
output a descriptive error message to the user, and record the detailed circumstances of the error in a system log file
for developers or system administrators to diagnose later. Hardware errors might prompt the OS to mark a disk sector
as bad to prevent future data loss.

AI IMAGE PLACEHOLDER
A conceptual diagram illustrating an Operating System as a vigilant shield or
magnifying glass, identifying a software bug (represented as an insect) and a

hardware fault (represented as a cracked microchip), actively preventing them from
crashing the central system core.

Figure 1.23: OS Error Detection mechanisms actively preventing system-wide failures.

1.5.3 Services for Ensuring Efficient System Operation

While the previously discussed services directly assist the user or the programmer, another critical set of OS services
exists primarily to ensure the efficient, fair, and secure operation of the system itself. In environments where multiple
users or multiple background jobs share the same underlying hardware resources, these services become absolutely vital.

Resource Allocation

When there are multiple users logged in or multiple applications running concurrently, limited hardware resources must
be dynamically allocated to each of them. The operating system continuously manages a vast array of resources. Some
resources (such as CPU processing cycles, main memory pages, and file storage blocks) require complex scheduling
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algorithms and specialized allocation code. Other resources (such as generic USB I/O devices) may have simpler request
and release mechanisms.

For instance, determining exactly which waiting process gets to run next on the CPU is handled by the CPU
scheduler, a highly complex and critical component of resource allocation designed to balance responsiveness with overall
throughput. If a process needs to print a large document, the OS must allocate the printer exclusively to that process,
spooling other print jobs to the disk, ensuring no other process can interleave its pages until the current document is
fully printed. Efficient resource allocation prevents resource starvation and maximizes the overall productivity of the
hardware.

Accounting

Administrators and the system itself need to keep track of which users consume how much and what specific kinds of
computer resources. This rigorous record-keeping is often used for accounting purposes, so that users or departments
can be billed accurately for their computing time and storage space.

Even outside of commercial environments, accumulating usage statistics is highly valuable. These statistics provide
crucial data for system administrators who wish to reconfigure the system to improve computing services or eliminate
bottlenecks. For example, if an accounting report reveals that a particular database server is consistently maxing out
its available memory during afternoon peak hours, administrators can use this concrete data to justify purchasing and
installing additional RAM. In modern cloud computing environments (like AWS, Azure, or Google Cloud), meticulous
OS accounting services form the absolute foundation of the flexible, pay-as-you-go billing model.

Protection and Security

The owners of sensitive information stored in a multiuser computer system or transmitted over a network must be able
to control the use of that information. When several separate, independent processes execute concurrently, it should be
mathematically impossible for one flawed or malicious process to interfere with the data of others or, worst of all, with
the operating system kernel itself.

• Protection involves the internal mechanisms for controlling access of programs, processes, or users to both system
and user resources. It ensures that all access is strictly regulated by policies. For example, memory protection
hardware ensures a user process cannot write data into the OS kernel memory space or read configuration files
belonging to another user without explicit cryptographic permission.

• Security extends this concept to defend the system from external threats. It begins by requiring each user to
authenticate themselves to the system—usually by means of a password, cryptographic keys, biometrics (like a
fingerprint), or multi-factor security tokens—to gain access. Security also involves actively defending external
network interfaces from invalid access attempts, blocking denial-of-service attacks, and meticulously recording
all login attempts for the rapid detection of break-ins. In modern systems, security services integrate firewalls,
real-time intrusion detection systems, and the robust encryption of both stored data at rest and transmitted data
in motion.

1.5.4 Conclusion

The wide array of services provided by an operating system forms the foundational bedrock upon which all modern
computing relies. By offering user-centric services such as intuitive graphical interfaces, seamless program execution,
high-level file management, and reliable inter-process communication, the OS empowers users and developers to focus
on their primary tasks rather than getting bogged down by the intricate complexities of hardware manipulation.
Simultaneously, the system-centric services—spanning intelligent resource allocation, meticulous accounting, and
stringent protection mechanisms—ensure that the physical computer hardware is utilized to its maximum potential
efficiently, fairly, and securely. Working in concert, these comprehensive services successfully transform a collection of
inert electronic components into a dynamic, accessible, and immensely powerful computing platform.

1.6 Components of Operating System: Kernel, Shell, System Calls

An Operating System (OS) is a complex piece of software that acts as a bridge between the user of a computer and the
underlying computer hardware. To manage this complexity, the OS is designed with a highly organized architecture
comprising several distinct components. Understanding these components is crucial for comprehending how an OS
functions efficiently and securely. This section explores the three most fundamental components of an operating
system’s architecture: the Kernel, the Shell, and System Calls. These components work in tandem to provide a
seamless computing environment.
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1.6.1 The Kernel

The Kernel is the absolute core and the most essential component of an operating system. It is the first program loaded
into memory when a computer boots up and remains in the main memory for the entire duration of the computer’s
operation. Because it has complete control over everything occurring in the system, it is often referred to as the heart
of the operating system.

The kernel operates in a privileged state known as kernel mode (or supervisor mode), which grants it unrestricted
access to system resources, including memory, CPU, and input/output devices. Its primary responsibility is to manage
the communication between software applications and the hardware.

Key Functions of the Kernel

The kernel handles several critical lower-level tasks that go unnoticed by the average user but are vital for system
stability:

• Process Management: The kernel is responsible for creating, scheduling, and terminating processes. It decides
which process gets access to the CPU, when, and for how long, ensuring smooth multitasking (a concept known
as context switching).

• Memory Management: It keeps track of primary memory (RAM), determining which parts of memory are
currently being used and by whom. The kernel allocates memory space to processes when they need it and
deallocates it when they are done.

• Device Management: The kernel interacts with various hardware devices (like keyboards, mice, disk drives,
and printers) through specialized software called device drivers. It acts as a mediator, standardizing the interface
between applications and diverse hardware components.

• Interrupt Handling: When a hardware device or a software process needs immediate attention, it sends a
signal called an interrupt. The kernel is responsible for pausing the current activity, handling the interrupt, and
then resuming the previous task.

AI IMAGE PLACEHOLDER
Descriptive AI Image illustrating the Kernel as the central, glowing core of a

complex mechanical or digital system, connecting various peripheral hardware
parts like processors, memory modules, and screens.

Figure 1.24: The Kernel as the heart of the operating system.

There are different architectural approaches to designing a kernel. The most common are Monolithic kernels (like
Linux), where all OS services run in kernel space for speed, and Microkernels (like QNX), where only essential services
run in kernel space, improving stability and modularity.

1.6.2 The Shell

If the kernel is the heart of the operating system, the Shell is its outer layer, directly interacting with the outside
world. The shell, also known as a Command Interpreter, is a specialized program that provides an interface for the user
to interact with the operating system.

Unlike the kernel, the shell is not part of the OS core; it is essentially an application program that runs on top
of the kernel in user mode. Its primary job is to take input from the user (commands), interpret them, and pass the
instructions to the kernel for execution.

Textbook for DI03016061 Milav Dabgar

https://milav.in


Components of Operating System: Kernel, Shell, System Calls 22

Types of Shells

Shells generally fall into two broad categories based on their interface:

1. Command-Line Interface (CLI) Shells: These shells require the user to type text-based commands at a
prompt. The shell reads the text, parses it, and executes the corresponding utility or system call. Examples
include the Bourne Again SHell (BASH) in Linux/macOS, Command Prompt (cmd.exe), and PowerShell in
Windows. CLI shells are incredibly powerful and are heavily used by system administrators and developers for
scripting and automation.

2. Graphical User Interface (GUI) Shells: These provide a visual, intuitive interface using windows, icons,
menus, and a pointer (WIMP). Users interact by clicking, dragging, and dropping rather than typing commands.
The Windows Desktop environment and macOS Finder are examples of GUI shells. Underneath the graphical
elements, they perform the same function: translating user actions into requests for the kernel.

AI IMAGE PLACEHOLDER
Descriptive AI Image showing a dual-split view: one side featuring a retro

green-on-black command-line terminal window, and the other side showing a
modern, colorful graphical user interface with windows and folders.

Figure 1.25: Different types of Shell interfaces: CLI and GUI.

The shell acts as a continuous loop. When a user logs in or opens a terminal, the shell prompts for input. When a
user types a command like ls (to list directory contents in Unix/Linux) or dir (in DOS/Windows) and presses Enter,
the shell analyzes the input, locates the corresponding executable file on the storage drive, and asks the kernel to run it.
Once the execution is complete, the shell displays the output and prompts for the next command.

1.6.3 System Calls

While the shell provides a user interface, System Calls provide a programming interface. A system call is the
programmatic way in which a computer program requests a service from the kernel of the operating system it is
executed on.

User applications run in an isolated environment called user mode. In this mode, applications have restricted access
and cannot directly interact with hardware or access memory belonging to other programs. This isolation protects
the operating system from malicious or poorly written software. However, applications frequently need to perform
privileged operations, such as reading a file from a hard drive, sending data over a network, or allocating more memory.

To perform these tasks, the application must ask the kernel to do it on its behalf. It does this by making a system
call. A system call acts as a gateway or a highly controlled entry point into the kernel.

The System Call Mechanism

When an application makes a system call, a fundamental shift occurs within the CPU:

1. Trap/Software Interrupt: The application executes a special instruction (often called a “trap” or a software
interrupt).

2. Mode Switch: This instruction causes the CPU to temporarily pause the application, switch its execution state
from user mode to kernel mode, and transfer control to a predefined location within the kernel.

3. Execution: The kernel identifies which system call was requested (usually via a specific number passed in a CPU
register), verifies the parameters, and executes the requested service (e.g., interacting with the disk controller to
read file data).
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4. Return: Once the operation is complete, the kernel places any results (or error codes) where the application
can access them, switches the CPU back to user mode, and returns control to the application, which resumes
execution from the instruction immediately following the system call.
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(e.g., Text Editor)

System API / Libraries
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Figure 1.26: The relationship between User Applications, APIs, System Calls, the Kernel, and Hardware.

Types of System Calls

Operating systems provide hundreds of system calls, which can generally be grouped into several distinct categories:

• Process Control: System calls to create a process (fork()), terminate a process (exit()), execute a new
program (exec()), or wait for a process to finish (wait()).

• File Management: Operations to open, read, write, close, create, or delete files (e.g., open(), read(), write(),
close()).

• Device Management: Requesting and releasing hardware devices, reading/writing from devices, and setting
device attributes. In many OSs (like Linux), devices are treated as files, so file management system calls are often
used for devices as well.

• Information Maintenance: System calls to get or set time and date, or retrieve system data (like OS version
or available memory).

• Communication: Calls for inter-process communication (IPC) or network communication, allowing processes to
send and receive messages or establish network connections.

1.6.4 How They Work Together: An Example

To illustrate how these components interact, consider a user typing the command cat document.txt in a Linux
terminal to display the contents of a text file.

1. The user types the command into the Shell. The shell is running in user mode.

2. The Shell interprets the command. It understands that it needs to run the cat program and pass document.txt
as an argument.

3. The Shell makes a System Call (like fork() and exec()) to request the Kernel to create a new process and
load the cat executable into it.

4. The CPU switches to kernel mode. The Kernel allocates memory, loads the cat program, and schedules it to
run.

5. The cat program, now running in user mode, makes another System Call (open()) to access document.txt.

6. The CPU switches back to kernel mode. The Kernel checks file permissions, locates the file on the disk, sets up
file descriptors, and returns control to cat.
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7. The cat program enters a loop, repeatedly making read() System Calls to retrieve chunks of data from the
file, and write() System Calls to send that data to the standard output (usually the terminal display).

8. For each read and write, the Kernel takes over, interfaces with the hard drive controller or the graphics driver,
and then returns control to the program.

9. Once the file is fully read, cat makes an exit() System Call. The Kernel terminates the process, reclaims its
memory, and notifies the Shell that the command has finished.

10. The Shell prints a new prompt, waiting for the next user interaction.

User Space

Kernel Space

User types cat file.txt

Shell interprets command System Call
exec()

Kernel loads cat
into memorycat process executes

System Call
read()

Kernel fetches
data from disk

System Call
exec()

Kernel loads cat
into memorycat process executes

System Call
read()

Kernel fetches
data from disk

Hard Disk

Return to User

Data Returned

Figure 1.27: Flow of execution showing the interaction between User, Shell, System Calls, and the Kernel.

Through this orchestrated dance, the shell provides a user-friendly interface, system calls provide a secure program-
ming interface, and the kernel performs the heavy lifting, ensuring that the computer operates safely and efficiently.
Understanding this triumvirate is fundamental to grasping the inner workings of any modern operating system.
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CHAPTER 2

Process Management and Inter Process Com-
munication

=======

2.1 Process Management and Inter Process Communication

»»»> origin/paper-solver

2.2 Concept of Process and Threads

2.2.1 Introduction to Processes

At the core of modern operating systems is the concept of a process. While early computer systems allowed only
one program to be executed at a time with complete control over the system, contemporary systems allow multiple
programs to be loaded into memory and executed concurrently. This evolution necessitated firmer control and
compartmentalization of running programs, giving birth to the notion of a process.

A process can be formally defined as a program in execution. It is vital to distinguish between a program and a
process. A program is a passive entity, such as a file containing a list of instructions stored on disk (often called an
executable file). Conversely, a process is an active entity, with a program counter specifying the next instruction to
execute and a set of associated resources. A program becomes a process when an executable file is loaded into memory.

When a process executes, it changes state. The state of a process is defined in part by the current activity of that
process. A process may be in one of the following generic states:

• New: The process is being created.

• Ready: The process is waiting to be assigned to a processor.

• Running: Instructions are being executed by the CPU.

• Waiting (or Blocked): The process is waiting for some event to occur, such as an I/O completion or reception
of a signal.

• Terminated: The process has finished execution.

To visualize how a process transitions between these states during its lifecycle, consider the following state transition
diagram.

New Ready Running Terminated

Waiting

admitted

scheduler dispatch

interrupt

exit

I/O or event waitI/O or event completion

Figure 2.1: Process State Transition Diagram

26



Concept of Process and Threads 27

2.2.2 Process Control Block (PCB)

Each process is represented in the operating system by a Process Control Block (PCB), also called a task control
block. A PCB serves as a repository for any information that may vary from process to process. The PCB simply stores
all the data that the operating system needs to manage a specific process. The essential components of a PCB include:

• Process State: The state may be new, ready, running, waiting, halted, and so on.

• Program Counter: The counter indicates the address of the next instruction to be executed for this process.

• CPU Registers: The registers vary in number and type, depending on the computer architecture. They include
accumulators, index registers, stack pointers, and general-purpose registers, plus any condition-code information.
Along with the program counter, this state information must be saved when an interrupt occurs to allow the
process to be continued correctly afterward.

• CPU-Scheduling Information: This information includes a process priority, pointers to scheduling queues,
and any other scheduling parameters.

• Memory-Management Information: This information may include the value of the base and limit registers,
the page tables, or the segment tables, depending on the memory system used by the operating system.

• Accounting Information: This information includes the amount of CPU and real time used, time limits,
account numbers, job or process numbers, and so on.

• I/O Status Information: The information includes the list of I/O devices allocated to this process, a list of
open files, and so on.

AI IMAGE PLACEHOLDER
A visual representation of a Process Control Block (PCB) structured like a stacked

data table in computer memory.

Figure 2.2: Process Control Block Structure

2.2.3 Introduction to Threads

The traditional concept of a process dictates that a process contains a single thread of control. For example, when a
process is running a word-processor program, there is a single thread of instructions being executed. This single thread
of control allows the process to perform only one task at a time. However, modern software applications are inherently
multithreaded. A web browser might have one thread display images or text while another thread retrieves data from
the network.

A thread is a basic unit of CPU utilization; it comprises a thread ID, a program counter, a register set, and a stack.
It shares with other threads belonging to the same process its code section, data section, and other operating-system
resources, such as open files and signals. A traditional (or heavyweight) process has a single thread of control. If a
process has multiple threads of control, it can perform more than one task at a time. Threads are sometimes referred
to as lightweight processes.
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Single-threaded Process
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Registers

Stack
Program Counter

Thread

Multi-threaded Process
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Registers
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Registers

Stack

PC

Registers

Stack

PC

Figure 2.3: Single-threaded vs. Multi-threaded Process

2.2.4 Benefits of Multithreading

The advantages of multithreading in programming are substantial and typically fall into four distinct categories:

1. Responsiveness: Multithreading an interactive application may allow a program to continue running even if
part of it is blocked or is performing a lengthy operation, thereby increasing responsiveness to the user. This is
particularly noticeable in web browsers and user interfaces.

2. Resource Sharing: By default, threads share the memory and resources of the process to which they belong. The
benefit of sharing code and data is that it allows an application to have several different threads of activity within
the same address space, significantly reducing the memory footprint compared to multiple distinct processes.

3. Economy: Allocating memory and resources for process creation is a costly endeavor. Because threads share
resources of the process to which they belong, it is more economical to create and context-switch threads. Context
switching between threads is typically much faster than context switching between processes.

4. Scalability: The benefits of multithreading can be greatly increased in a multiprocessor architecture, where
threads may be running in parallel on different processing cores. A single-threaded process can run on only one
processor, regardless of how many are available.

2.2.5 User Threads and Kernel Threads

Threads can be implemented at different levels within the operating system architecture. The two broad categories of
thread implementation are user-level threads and kernel-level threads.

User Threads

User threads are supported above the kernel and are managed without kernel support. They are implemented by a
thread library at the user level. The thread library provides support for thread creation, scheduling, and management.
Because the kernel is unaware of user-level threads, all thread creation and scheduling are done in user space without
the need for kernel intervention. Therefore, user-level threads are extremely fast to create and manage. However, a
major drawback is that if one user-level thread performs a blocking system call, the entire process will be blocked, even
if other threads are ready to run, because the kernel only sees the single process entity.

Kernel Threads

Kernel threads are supported and managed directly by the operating system. There is no thread management code
in the application area, simply an application programming interface (API) to the kernel thread facility. The kernel
performs thread creation, scheduling, and management in kernel space. Because thread management is done by
the operating system, kernel threads are generally slower to create and manage than user threads. However, if a
kernel thread performs a blocking system call, the kernel can schedule another thread in the application for execution.
Moreover, in a multiprocessor environment, the kernel can schedule threads on different processors.
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AI IMAGE PLACEHOLDER
A diagram illustrating the User Space and Kernel Space boundary, showing user

threads mapped to kernel threads.

Figure 2.4: User Threads vs. Kernel Threads

2.2.6 Multithreading Models

Since there are user threads and kernel threads, a relationship must exist between the two to facilitate execution.
Various multithreading models have been developed to map user-level threads to kernel-level threads.

• Many-to-One Model: Maps many user-level threads to one kernel thread. Thread management is done by the
thread library in user space, so it is highly efficient. However, the entire process will block if a thread makes a
blocking system call. Also, because only one thread can access the kernel at a time, multiple threads are unable
to run in parallel on multicore systems.

• One-to-One Model: Maps each user thread to a corresponding kernel thread. It provides more concurrency
than the many-to-one model by allowing another thread to run when a thread makes a blocking system call.
It also allows multiple threads to run in parallel on multiprocessors. The only drawback to this model is that
creating a user thread requires creating the corresponding kernel thread, which can burden the performance of an
application. Most modern operating systems like Linux and Windows adopt this model.

• Many-to-Many Model: Multiplexes many user-level threads to a smaller or equal number of kernel threads.
The number of kernel threads may be specific to either a particular application or a particular machine. This
model provides the best of both worlds: developers can create as many user threads as necessary, and the
corresponding kernel threads can run in parallel on a multiprocessor.

2.2.7 Process vs. Thread: A Comparison

To summarize, while both processes and threads are independent sequences of execution, they have distinct characteristics.
A process is a heavyweight execution unit that requires its own separate address space, making process creation,
termination, and context switching relatively expensive operations. Communication between processes (Inter-Process
Communication, IPC) is also more complex as it requires OS mediation.

Conversely, a thread is a lightweight execution unit residing within a process. Threads belonging to the same process
share the same memory space, code section, and data section. This shared nature makes thread creation, context
switching, and termination much faster. Additionally, inter-thread communication is highly efficient and typically does
not require kernel intervention, as they can directly communicate through shared memory variables. However, this
shared memory architecture also necessitates careful synchronization mechanisms to prevent race conditions and ensure
data consistency.

Understanding the nuances between processes and threads is foundational for grasping how modern operating
systems manage concurrent execution, optimize system resources, and provide responsive environments for multifaceted
applications.

2.3 Process States and Lifecycle
As a process executes, it changes state. The state of a process is defined in part by the current activity of that process.
A process is not merely a static program code; it is a dynamic, active entity that progresses through a series of distinct
phases from the moment of its creation to its eventual termination. Understanding these states and the transitions
between them is paramount to comprehending how modern operating systems manage concurrency, resource allocation,
and CPU scheduling.

In a multitasking operating system, the CPU is rapidly switched between various processes to provide the illusion
of simultaneous execution. To manage this complexity, the operating system models the lifecycle of a process using a
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state machine. The fundamental model taught in operating systems is the five-state process model, though practical
systems often employ more complex variants.

2.3.1 The Five-State Process Model

The five-state process model is the standard conceptual framework used to describe the lifecycle of a process. In this
model, a process can be in one of the following five distinct states at any given time:

1. New: The process is currently being created. The operating system has initialized the process but has not yet
admitted it to the pool of executable processes. During this state, the OS is performing essential tasks such
as allocating an identifier (Process ID), setting up the Process Control Block (PCB), and potentially reserving
memory space.

2. Ready: The process has been loaded into main memory and is waiting to be assigned to a processor. Processes
in this state are fully prepared to execute and are merely waiting for their turn on the CPU. The operating
system maintains these processes in a data structure commonly known as the ready queue.

3. Running: Instructions are being executed. A process is in the running state when it is currently occupying
the CPU. In a single-processor system, only one process can be in the running state at any precise instant. In
multiprocessor systems, multiple processes can be running simultaneously, one on each core.

4. Waiting (or Blocked): The process is waiting for some event to occur. This event is typically the completion
of an I/O operation (like reading from a disk or waiting for user input via a keyboard) or the reception of a
signal or message from another process. A process in the waiting state cannot execute, even if the CPU becomes
available, because it lacks the necessary data or signal to proceed.

5. Terminated (or Exit): The process has finished execution. This can happen normally if the process completes
its task and executes an exit() system call, or abnormally if it encounters a fatal error, is killed by the user, or
is terminated by the operating system due to a resource violation. In this state, the OS begins to deallocate the
resources held by the process, although its PCB might be temporarily retained to allow the parent process to
read its exit status.

New Ready Running Terminated

Waiting

Admitted
Scheduler Dispatch

Interrupt

Exit

I/O or Event WaitI/O or Event Completion

Figure 2.5: The Five-State Process Lifecycle Model

2.3.2 Process Lifecycle and State Transitions

The progression of a process through these states is driven by discrete events, triggering state transitions. The operating
system’s scheduler and interrupt handlers are primarily responsible for orchestrating these transitions.

• New → Ready (Admitted): Once the operating system has completely constructed the process and is ready
to take on an additional workload, it admits the newly created process to the system. The process transitions to
the Ready state and is placed in the ready queue.

• Ready → Running (Scheduler Dispatch): When the CPU becomes idle (or when a process is preempted),
the OS scheduler selects a process from the ready queue and allocates the CPU to it. This transition is known as
dispatching.

• Running → Ready (Interrupt/Preemption): A running process can be forcefully removed from the CPU
before it has finished its task. This commonly occurs in time-sharing systems where a timer interrupt goes off,
indicating that the process’s allocated time slice (quantum) has expired. The process is returned to the ready
queue. It can also occur if a higher-priority process arrives in the ready queue.
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• Running → Waiting (I/O or Event Wait): If a running process requests a system call that requires it to
wait—such as a file read, a network request, or waiting for a synchronization primitive (like a semaphore)—it
voluntarily yields the CPU. The OS moves the process from the running state to the waiting state and typically
places it in a specialized wait queue associated with that specific event or device.

• Waiting → Ready (I/O or Event Completion): When the I/O operation finishes or the awaited event
occurs, an interrupt is triggered by the hardware or software. The operating system handles this interrupt,
identifies the waiting process, and moves it from the waiting state back to the ready state. The process is now
eligible to be dispatched to the CPU again.

• Running → Terminated (Exit): Upon executing its final instruction, the process issues an exit() system
call. The OS transitions the process to the terminated state, halting its execution permanently.

AI IMAGE PLACEHOLDER
A highly detailed metaphorical illustration of a busy factory floor representing a
CPU. A worker (CPU) is assembling items on a conveyor belt (Running). Some
items are waiting in a queue to be processed (Ready). Some items are set aside
waiting for missing parts from a delivery truck (Waiting/Blocked). Completed

items are moved to an exit dock (Terminated).

2.3.3 The Role of the Process Control Block (PCB)

State transitions do not merely involve changing a label; they require meticulous bookkeeping by the operating system.
This is achieved using the Process Control Block (PCB), a crucial data structure maintained for every process in the
system.

When a process transitions from Running to Ready (or Waiting), the operating system must save the current
context of the process. The context includes the values of the CPU registers, the program counter, the stack pointer,
and memory management information. All this volatile information is safely stored within the process’s PCB.

Conversely, when a process transitions from Ready to Running, the operating system retrieves the saved context
from that process’s PCB and loads it back into the CPU registers. This enables the process to resume execution exactly
where it was interrupted. The PCB essentially acts as a snapshot of the process’s state, allowing the OS to suspend
and resume it seamlessly.

2.3.4 The Seven-State Process Model: Memory Management Considerations

The simple five-state model assumes that all ready and waiting processes reside in main memory (RAM). However,
main memory is a finite and relatively expensive resource. If many processes are in the Waiting state, they might
consume all available memory, leaving no room for new processes or for ready processes to execute efficiently.

To address this, modern operating systems implement swapping. When main memory becomes severely congested,
the OS can select a process (often one in the Waiting state) and move its entire memory image to secondary storage
(like a hard disk or SSD). This frees up main memory for other active processes. To represent this, two additional
"Suspended" states are introduced, creating a seven-state model:

1. Suspended Waiting (or Blocked Suspend): A process that was in the Waiting state has been swapped
out to secondary storage to free up memory. The process is still waiting for an event to occur, but its memory
footprint is no longer in RAM.

2. Suspended Ready (or Ready Suspend): A process in the Ready state has been swapped out to disk, or a
process in the Suspended Waiting state has received the event it was waiting for. In the latter case, the process is
now ready to execute, but it must first be brought back into main memory.
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Figure 2.6: The Seven-State Process Lifecycle Model involving Suspended states

The transitions involving suspended states include:

• Waiting → Suspended Waiting (Suspend): The OS decides to swap a blocked process to disk to relieve
memory pressure.

• Suspended Waiting → Suspended Ready (Event Occurs): The event the swapped-out process was waiting
for occurs. The process is now ready, but it remains on disk.

• Suspended Ready → Ready (Activate/Resume): The OS brings a swapped-out ready process back into
main memory, usually because memory has become available or the process has a high priority.

• Ready → Suspended Ready (Suspend): Occasionally, the OS might swap out a ready process to make room
for an even higher-priority process that is currently swapped out.

2.3.5 Context Switching: The Mechanics of State Changes

A context switch is the actual mechanism by which the CPU shifts its execution from one process to another. This
involves saving the state of the currently running process and restoring the state of the incoming process.

When an interrupt or a system call forces a state change (e.g., from Running to Ready or Running to Waiting), the
operating system performs a context switch. The sequence of actions generally involves:

1. Saving the Context: The OS saves the contents of the CPU registers, program counter, and other vital
information into the PCB of the currently executing process. 2. Updating PCB State: The OS updates the state
field in the PCB to its new state (e.g., Ready or Blocked) and moves the PCB to the appropriate queue (Ready queue
or an I/O Wait queue). 3. Selecting a New Process: The scheduler selects a new process from the Ready queue to
execute. 4. Restoring the Context: The OS loads the saved context from the new process’s PCB into the CPU
registers and updates the program counter. 5. Resuming Execution: The CPU begins executing instructions for the
newly selected process.

AI IMAGE PLACEHOLDER
A conceptual diagram showing a CPU’s internal registers. An arrow points from
the registers saving data to ’Process A’s PCB (Process Control Block)’ in memory.
Another arrow points from ’Process B’s PCB’ in memory loading data back into

the CPU registers, illustrating a context switch.

Context switching is pure overhead; the system does no useful computational work for users while a context switch
is occurring. Therefore, operating systems are highly optimized to perform context switches as rapidly as possible,
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often relying on specialized hardware support to speed up the saving and restoring of registers. The speed of context
switching heavily influences the responsiveness and overall throughput of a multitasking operating system.

Understanding these detailed lifecycle mechanics—from the basic five states to the addition of swapping and
the low-level reality of context switching—provides a strong foundation for exploring advanced concepts in process
scheduling, deadlock management, and memory architecture.

2.4 Process Control Block (PCB)
In a multiprogramming operating system, multiple processes reside in main memory simultaneously, vying for CPU
time and other system resources. To manage these concurrently executing processes efficiently, the operating system
must keep track of detailed information about each process. This vital bookkeeping is accomplished using a specialized
data structure known as the Process Control Block (PCB), also referred to as a Task Control Block.

The Process Control Block serves as the central repository of information that the operating system requires to
manage a process. You can think of the PCB as a comprehensive digital dossier or a highly detailed ID card that
the operating system maintains for every single process currently in existence. Whenever a process is created, the
operating system instantiates a new PCB for it; when the process terminates, its PCB is deallocated and the memory
is reclaimed.

AI IMAGE PLACEHOLDER
A metaphorical illustration showing an Operating System as a meticulous librarian

or HR manager, managing a vast filing cabinet where each folder represents a
Process Control Block containing the vital details of an active task.

Figure 2.7: Metaphorical representation of PCBs managed by an Operating System.

The information stored within the PCB is dynamic. As a process executes, transitions between states, requests I/O,
or utilizes the CPU, the operating system constantly updates the corresponding PCB to reflect the current reality of
the process. Without the PCB, the operating system would suffer from amnesia, completely forgetting the progress
and state of an interrupted process, making context switching and multiprogramming fundamentally impossible.

2.4.1 Components of a Process Control Block

A Process Control Block is a structured block of memory, usually contiguous, that is logically divided into several
fields, each holding a specific piece of information about the process. While the exact structure and content of a PCB
vary across different operating systems (like Linux, Windows, or macOS), the core components remain fundamentally
the same.

The standard pieces of information stored within a PCB include:

1. Process State

The process state indicates the current activity of the process. As discussed in previous sections, a process can be in
one of several states: New, Ready, Running, Waiting (or Blocked), and Terminated. The operating system relies on this
field to determine the immediate eligibility of the process for CPU execution. For instance, the CPU scheduler will
only select processes whose PCB state is marked as ’Ready’.

2. Process Number (Process ID - PID)

Every process is assigned a unique integer identifier when it is created, known as the Process ID (PID). This PID
acts as the primary key for the process within the operating system. It is used by the OS, as well as by users and
other processes, to uniquely identify and reference the process. For example, if a user wants to forcefully terminate a
misbehaving application in a UNIX-like system, they would use the kill command followed by the PID of that process.
Parent processes also use PIDs to keep track of their child processes.

Textbook for DI03016061 Milav Dabgar

https://milav.in


Process Control Block (PCB) 34

Process State

Process Number (PID)

Program Counter

CPU Registers

CPU Scheduling Information

Memory-Management Info

Accounting Information

I/O Status Information

Figure 2.8: General Structure of a Process Control Block

3. Program Counter (PC)

The Program Counter field contains the memory address of the very next instruction that the process is scheduled to
execute. When a process is running, the hardware program counter register holds this address. However, if the process
is interrupted and its execution is paused, the CPU’s hardware program counter value must be saved into the PCB’s
Program Counter field. When the OS eventually resumes this process, it retrieves the address from the PCB and loads
it back into the hardware register, allowing the process to seamlessly pick up exactly where it left off, down to the
specific instruction.

4. CPU Registers

The CPU contains several high-speed, general-purpose and special-purpose registers (such as accumulators, index
registers, stack pointers, and condition-code information). As a process executes, it utilizes these registers to perform
calculations and store temporary data. When a context switch occurs and a process is preempted, the current contents
of all these CPU registers must be meticulously saved into the PCB. Later, when the process is scheduled to run again,
the OS restores these saved values back into the physical CPU registers. This ensures that the process’s computational
context is perfectly preserved across interruptions.

5. CPU-Scheduling Information

This section of the PCB stores information crucial for the operating system’s short-term scheduler (or CPU scheduler).
It includes the process priority—a numeric value indicating how important or urgent the process is relative to others.
It may also contain pointers to scheduling queues (like the ready queue) and other scheduling parameters required by
the specific algorithm (e.g., Round Robin time quantum remaining, or Shortest Job First burst time estimates).

6. Memory-Management Information

A process cannot execute without memory, and the OS must precisely track the memory allocated to each process. This
section contains the information needed by the operating system to map the process’s logical address space to physical
memory. Depending on the memory management scheme employed by the OS, this field might include the values of
the base and limit registers (for contiguous allocation), page tables (for paging), or segment tables (for segmentation).
This ensures the process only accesses memory it is authorized to use, preventing it from interfering with the OS kernel
or other processes.

7. Accounting Information

The operating system acts as an accountant, tracking the resources consumed by each process. This field records
various metrics such as the amount of CPU time the process has used (both user time and system time), real time
elapsed since process creation, time limits imposed on the process, execution account numbers, and the amount of
memory or I/O operations consumed. This data is invaluable for performance monitoring, system profiling, and, in
commercial environments, billing users for computational resource usage.
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8. I/O Status Information

Processes frequently interact with input/output devices and files. The PCB maintains an inventory of the process’s
I/O state. This includes a list of I/O devices currently allocated exclusively to the process (e.g., a specific printer or a
dedicated network port) and a table containing pointers to all files that the process currently has open. Without this
information, the OS would not know which process has the right to read from or write to a specific file or device at any
given moment.

2.4.2 The Role of PCB in Context Switching

One of the most critical functions of the Process Control Block is its central role in Context Switching. Context
switching is the mechanism by which the CPU is temporarily taken away from an executing process and handed over
to another process. This switching is the magic that allows a single-core processor to simulate the concurrent execution
of multiple programs.

When an interrupt occurs (e.g., a timer interrupt indicating the process’s time slice has expired, or an I/O interrupt),
or when a process makes a system call that requires waiting, the operating system must intervene. The sequence of
events heavily relies on the PCBs:

1. Save State: The operating system halts the execution of the currently running process (let’s call it Process
P0). It immediately takes a "snapshot" of P0’s entire context—the program counter, CPU registers, process
state, etc.—and writes this snapshot into P0’s Process Control Block (PCB0). The state of P0 is changed from
’Running’ to ’Ready’ or ’Waiting’.

2. Select New Process: The OS scheduler invokes an algorithm to select the next process to execute from the
Ready Queue (let’s call it Process P1).

3. Restore State: The operating system retrieves the previously saved context of P1 from its corresponding Process
Control Block (PCB1). It loads these saved values into the physical CPU registers and updates the program
counter.

4. Resume Execution: The OS changes P1’s state to ’Running’ and transfers control of the CPU to P1, allowing
it to resume execution exactly from the point it was last interrupted.

Process P0 Operating System Process P1

Time

Interrupt or System Call

Save state into P CB0

Restore state from P CB1

Interrupt or System Call

Save state into P CB1

Restore state from P CB0

Figure 2.9: Context Switch between Process P0 and Process P1 utilizing Process Control Blocks.
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The time taken for a context switch is considered pure overhead, because the system does no useful computational
work for the user while the switch is occurring. Its speed varies from machine to machine, depending on the memory
speed, the number of registers that must be copied, and the existence of special hardware instructions. Modern
operating systems are highly optimized to perform context switching as rapidly as possible, often in a fraction of a
millisecond.

AI IMAGE PLACEHOLDER
A visual analogy of a context switch: A chef (CPU) quickly putting away the
ingredients and recipe of one dish (saving state to PCB 0) and setting up the

station with the ingredients and recipe for a different dish (loading state from PCB
1) to keep multiple orders moving.

Figure 2.10: Visual analogy of an Operating System performing a Context Switch.

2.4.3 Location and Management of Process Control Blocks

Process Control Blocks contain highly sensitive system information. If a user process could maliciously or accidentally
alter its own PCB, it could grant itself higher privileges, steal CPU time, or crash the entire system. Therefore, PCBs
are strictly maintained within a protected area of memory known as Kernel Space. User applications cannot directly
read or write to PCBs; they must request the operating system to perform actions on their behalf via system calls,
allowing the OS to safely update the PCBs.

Because an operating system frequently needs to search, sort, and iterate through PCBs to make scheduling and
resource allocation decisions, the PCBs are typically organized using linked lists or queues.

When a process is in the ’Ready’ state, its PCB is linked into a data structure called the Ready Queue. The OS
scheduler traverses this queue to select the next candidate for CPU execution. Similarly, if a process is waiting for a
specific I/O device (e.g., waiting for the disk drive), its PCB is placed in a Wait Queue (or Device Queue) specifically
associated with that device.

Ready Queue PCB 1 PCB 2 PCB 3

Disk Queue PCB 4 PCB 5

Terminal Queue PCB 6

Figure 2.11: Process Control Blocks linked together to form Operating System Queues.

The PCB contains structural fields, often pointers, that facilitate this linked list implementation. For instance, a
’next’ pointer in PCB1 might point to the memory address of PCB2 in the ready queue. This linked queue architecture
allows the operating system to rapidly move processes between different states simply by unlinking a PCB from one
queue and linking it to the end of another, without needing to copy the large PCB data structure in memory.

In summary, the Process Control Block is the fundamental data structure upon which process management is built.
It acts as the brain of a process from the perspective of the operating system, holding the critical state and context
required to maintain the illusion of seamless, concurrent execution in modern computing environments.

2.5 Process Scheduling
In a multiprogramming operating system, multiple processes are kept in memory simultaneously to maximize CPU
utilization and provide interactive behavior to users. The objective of multiprogramming is to have some process
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running at all times, to maximize CPU utilization. Conversely, the objective of time-sharing is to switch the CPU
among processes so frequently that users can interact with each program while it is running. To meet these objectives,
the process scheduler selects an available process (possibly from a set of several available processes) for program
execution on the CPU.

Process scheduling is a fundamental operating system function. Almost all computer resources are scheduled before
use. The CPU is, of course, one of the primary computer resources. Thus, its scheduling is central to operating system
design.

AI IMAGE PLACEHOLDER
A conceptual illustration of an operating system’s traffic controller dynamically

routing process cars to the CPU toll booth.

Figure 2.12: Conceptual overview of Process Scheduling.

2.5.1 Types of Schedulers

A process migrates among the various scheduling queues throughout its lifetime. The operating system must select
processes from these queues in some fashion. The selection process is carried out by the appropriate scheduler. In
a complex operating system, there are typically three types of schedulers: the long-term scheduler, the short-term
scheduler, and the medium-term scheduler.

Long-Term Scheduler (Job Scheduler)

The long-term scheduler, or job scheduler, determines which programs are admitted to the system for processing. It
selects processes from a mass-storage device (typically a disk) and loads them into memory for execution. Thus, the
long-term scheduler controls the degree of multiprogramming—the number of processes in memory.

If the degree of multiprogramming is stable, then the average rate of process creation must be equal to the average
departure rate of processes leaving the system. Therefore, the long-term scheduler may need to be invoked only when a
process leaves the system. Because of the longer interval between executions, the long-term scheduler can afford to take
more time to decide which process should be selected for execution. It strives to select a good mix of I/O-bound and
CPU-bound processes to keep both the CPU and the I/O devices busy.

Short-Term Scheduler (CPU Scheduler)

The short-term scheduler, or CPU scheduler, selects from among the processes that are ready to execute and allocates
the CPU to one of them. The short-term scheduler must select a new process for the CPU frequently. A process may
execute for only a few milliseconds before waiting for an I/O request. Often, the short-term scheduler executes at least
once every 10 to 100 milliseconds. Because of this high frequency of execution, the short-term scheduler must be very
fast. If it takes 10 milliseconds to decide to execute a process for 100 milliseconds, then 10/(100 + 10) = 9% of the
CPU is being wasted simply on scheduling the work.

Medium-Term Scheduler (Swapper)

Some operating systems, such as time-sharing systems, may introduce an additional, intermediate level of scheduling.
The key idea behind a medium-term scheduler is that sometimes it can be advantageous to remove a process from
memory (and from active contention for the CPU) and thus reduce the degree of multiprogramming. Later, the process
can be reintroduced into memory, and its execution can be continued where it left off. This scheme is called swapping.
The process is swapped out, and is later swapped in, by the medium-term scheduler. Swapping may be necessary to
improve the process mix or because a change in memory requirements has overcommitted available memory, requiring
memory to be freed up.
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Figure 2.13: Interaction of Schedulers and Queuing Diagram.

2.5.2 Scheduling Criteria

Different CPU scheduling algorithms have different properties, and the choice of a particular algorithm may favor one
class of processes over another. In choosing which algorithm to use in a particular situation, we must consider the
properties of the various algorithms. Many criteria have been suggested for comparing CPU scheduling algorithms.
The characteristics used for comparison can make a substantial difference in determining the best algorithm. The
criteria include the following:

• CPU Utilization: We want to keep the CPU as busy as possible. Conceptually, CPU utilization can range from
0 to 100 percent. In a real system, it should range from 40 percent (for a lightly loaded system) to 90 percent
(for a heavily used system).

• Throughput: If the CPU is busy executing processes, then work is being done. One measure of work is the
number of processes that are completed per time unit, called throughput. For long processes, this rate may be
one process per hour; for short transactions, it may be ten processes per second.

• Turnaround Time: From the point of view of a particular process, the important criterion is how long it takes
to execute that process. The interval from the time of submission of a process to the time of completion is the
turnaround time. Turnaround time is the sum of the periods spent waiting to get into memory, waiting in the
ready queue, executing on the CPU, and doing I/O.

• Waiting Time: The CPU scheduling algorithm does not affect the amount of time during which a process
executes or does I/O; it affects only the amount of time that a process spends waiting in the ready queue. Waiting
time is the sum of the periods spent waiting in the ready queue.

• Response Time: In an interactive system, turnaround time may not be the best criterion. Often, a process
can produce some output fairly early and can continue computing new results while previous results are being
output to the user. Thus, another measure is the time from the submission of a request until the first response is
produced. This measure, called response time, is the time it takes to start responding, not the time it takes to
output the response.

It is desirable to maximize CPU utilization and throughput and to minimize turnaround time, waiting time, and
response time. In most cases, we optimize the average measure. However, under some circumstances, it is desirable to
optimize the minimum or maximum values rather than the average. For interactive systems, it is more important to
minimize the variance in the response time than to minimize the average response time.

2.5.3 Scheduling Algorithms

CPU scheduling deals with the problem of deciding which of the processes in the ready queue is to be allocated the
CPU. There are many different CPU scheduling algorithms. In this section, we describe three fundamental algorithms:
First Come First Serve, Shortest Job First, and Round Robin.

First Come First Serve (FCFS) Scheduling

By far the simplest CPU scheduling algorithm is the First-Come, First-Served (FCFS) scheduling algorithm. With
this scheme, the process that requests the CPU first is allocated the CPU first. The implementation of the FCFS policy
is easily managed with a FIFO (First-In, First-Out) queue. When a process enters the ready queue, its Process Control
Block (PCB) is linked onto the tail of the queue. When the CPU is free, it is allocated to the process at the head of
the queue. The running process is then removed from the queue.
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The code for FCFS scheduling is simple to write and understand. However, the average waiting time under the
FCFS policy is often quite long and varies substantially if the process CPU burst times vary greatly.

Consider the following set of processes that arrive at time 0, with the length of the CPU burst given in milliseconds:

Process Burst Time
P1 24
P2 3
P3 3

If the processes arrive in the order P1, P2, P3, and are served in FCFS order, we get the result shown in the following
Gantt chart:

P1 P2 P3

0 24 27 30

Figure 2.14: Gantt Chart for FCFS Scheduling (P1, P2, P3).

The waiting time is 0 milliseconds for process P1, 24 milliseconds for process P2, and 27 milliseconds for process P3.
Thus, the average waiting time is (0 + 24 + 27)/3 = 17 milliseconds.

The FCFS scheduling algorithm is non-preemptive. Once the CPU has been allocated to a process, that process
keeps the CPU until it releases the CPU, either by terminating or by requesting I/O. The FCFS algorithm is thus
particularly troublesome for time-sharing systems, where it is important that each user get a share of the CPU at
regular intervals. It would be disastrous to allow one process to keep the CPU for an extended period. FCFS can also
suffer from the convoy effect, where all the other processes wait for one big process to get off the CPU. This effect
results in lower CPU and device utilization than might be possible if the shorter processes were allowed to go first.

AI IMAGE PLACEHOLDER
An illustration showing a long cargo truck blocking a narrow one-lane road, while a
line of fast sports cars is stuck behind it, representing the Convoy Effect in FCFS.

Figure 2.15: The Convoy Effect in FCFS Scheduling.

Shortest Job First (SJF) Scheduling

A different approach to CPU scheduling is the Shortest-Job-First (SJF) scheduling algorithm. This algorithm
associates with each process the length of the process’s next CPU burst. When the CPU is available, it is assigned
to the process that has the smallest next CPU burst. If the next CPU bursts of two processes are the same, FCFS
scheduling is used to break the tie.

Consider the following set of processes, with the length of the CPU burst given in milliseconds:

Process Burst Time
P1 6
P2 8
P3 7
P4 3

Using SJF scheduling, we would schedule these processes according to the following Gantt chart:
The waiting time is 3 milliseconds for process P1, 16 milliseconds for process P2, 9 milliseconds for process P3, and

0 milliseconds for process P4. Thus, the average waiting time is (3 + 16 + 9 + 0)/4 = 7 milliseconds. By comparison, if
we were using the FCFS scheduling scheme, the average waiting time would be 10.25 milliseconds.

The SJF scheduling algorithm is provably optimal, in that it gives the minimum average waiting time for a given
set of processes. Moving a short process before a long one decreases the waiting time of the short process more than it
increases the waiting time of the long process. Consequently, the average waiting time decreases.
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P4 P1 P3 P2

0 3 9 16 24

Figure 2.16: Gantt Chart for SJF Scheduling.

The real difficulty with the SJF algorithm is knowing the length of the next CPU request. For long-term (job)
scheduling in a batch system, we can use as the length the process time limit that a user specifies when they submit
the job. SJF scheduling is used frequently in long-term scheduling. Although the SJF algorithm is optimal, it cannot
be implemented at the level of short-term CPU scheduling because there is no way to know the length of the next CPU
burst. One approach is to try to approximate SJF scheduling. We may not know the length of the next CPU burst,
but we may be able to predict its value. We expect that the next CPU burst will be similar in length to the previous
ones. Thus, by computing an exponential average of the measured lengths of previous CPU bursts, we can pick the
process with the shortest predicted CPU burst.

SJF can be either preemptive or non-preemptive. The choice arises when a new process arrives at the ready queue
while a previous process is still executing. The next CPU burst of the newly arrived process may be shorter than what
is left of the currently executing process. A preemptive SJF algorithm will preempt the currently executing process,
whereas a non-preemptive SJF algorithm will allow the currently running process to finish its CPU burst. Preemptive
SJF scheduling is sometimes called Shortest-Remaining-Time-First (SRTF) scheduling.

A significant disadvantage of SJF is the potential for starvation. If there is a constant influx of short processes, a
process with a long CPU burst might never be executed.

Round Robin (RR) Scheduling

The Round-Robin (RR) scheduling algorithm is designed especially for time-sharing systems. It is similar to FCFS
scheduling, but preemption is added to enable the system to switch between processes. A small unit of time, called a
time quantum or time slice, is defined. A time quantum is generally from 10 to 100 milliseconds in length. The ready
queue is treated as a circular queue. The CPU scheduler goes around the ready queue, allocating the CPU to each
process for a time interval of up to one time quantum.

To implement RR scheduling, we again keep the ready queue as a FIFO queue of processes. New processes are
added to the tail of the ready queue. The CPU scheduler picks the first process from the ready queue, sets a timer to
interrupt after one time quantum, and dispatches the process.

One of two things will then happen. The process may have a CPU burst of less than one time quantum. In this
case, the process itself will release the CPU voluntarily. The scheduler will then proceed to the next process in the
ready queue. Alternatively, if the CPU burst of the currently running process is longer than one time quantum, the
timer will go off and will cause an interrupt to the operating system. A context switch will be executed, and the process
will be put at the tail of the ready queue. The CPU scheduler will then select the next process in the ready queue.

Consider the following set of processes that arrive at time 0, with the length of the CPU burst given in milliseconds:

Process Burst Time
P1 24
P2 3
P3 3

If we use a time quantum of 4 milliseconds, then process P1 gets the first 4 milliseconds. Since it requires another
20 milliseconds, it is preempted after the first time quantum, and the CPU is given to the next process in the queue,
process P2. Process P2 does not need 4 milliseconds, so it quits before its time quantum expires. The CPU is then
given to the next process, process P3. Once each process has received one time quantum, the CPU is returned to
process P1 for an additional time quantum. The resulting RR schedule is as follows:

P1 P2 P3 P1 P1 P1 P1 P1

0 4 7 10 14 18 22 26 30

Figure 2.17: Gantt Chart for Round Robin Scheduling (Time Quantum = 4).

The average waiting time under the RR policy is often long. For the previous example, P1 waits for 10 − 4 = 6
milliseconds, P2 waits for 4 milliseconds, and P3 waits for 7 milliseconds. Thus, the average waiting time is (6+4+7)/3 =
5.66 milliseconds.

The performance of the RR algorithm depends heavily on the size of the time quantum. At one extreme, if the
time quantum is extremely large, the RR policy is the same as the FCFS policy. In contrast, if the time quantum is
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extremely small (say, 1 millisecond), the RR approach can result in a large number of context switches. Assume, for
example, that we have only one process of 10 time units. If the quantum is 12 time units, the process finishes in less
than one time quantum, with no overhead. If the quantum is 1 time unit, then 9 context switches will occur, slowing
the execution of the process accordingly.

AI IMAGE PLACEHOLDER
A visual analogy comparing a large time quantum (a smoothly flowing river with

few locks) versus a small time quantum (a river broken up by frequent,
time-consuming locks causing overhead).

Figure 2.18: The effect of Context Switching Overhead in Round Robin Scheduling.

Therefore, we want the time quantum to be large with respect to the context switch time. If the context switch
time is approximately 10 percent of the time quantum, then about 10 percent of the CPU time will be spent in context
switching. In practice, most modern operating systems have time quanta ranging from 10 to 100 milliseconds, and
context switch times are typically less than 10 microseconds; thus, the context switch time is a small fraction of the
time quantum. Turnaround time also depends on the size of the time quantum. The average turnaround time of a set
of processes does not necessarily improve as the time-quantum size increases. In general, the average turnaround time
can be improved if most processes finish their next CPU burst in a single time quantum.

2.6 2.5 Inter Process Communication
In modern operating systems, processes execute concurrently and often need to interact with each other. Processes
in a system can be either independent or cooperating. An independent process cannot affect or be affected by other
executing processes, whereas a cooperating process can interact with others. Inter Process Communication (IPC) is a
fundamental mechanism provided by the operating system that allows these cooperating processes to exchange data,
synchronize their actions, and communicate effectively.

There are several compelling reasons for providing an environment that allows process cooperation:

• Information Sharing: Multiple applications or users may need concurrent access to the same piece of information,
such as a shared file, a common variable, or a database. IPC mechanisms must be provided to allow and manage
this concurrent access.

• Computation Speedup: If we want a particular computational task to run faster, we can break it into smaller
sub-tasks, each of which will execute in parallel with the others. This speedup is only achievable if the computer
has multiple processing elements (like multiple CPU cores) and if the sub-tasks can seamlessly communicate
intermediate results.

• Modularity: Constructing a complex system in a modular fashion involves dividing system functions into
separate, specialized processes or threads. IPC allows these distinct modules to function cohesively.

• Convenience: An individual user may work on many tasks simultaneously. For instance, a user might be
compiling a program, listening to music, and editing a document in parallel, requiring coordination among these
distinct processes.

Fundamentally, there are two primary models of Inter Process Communication: shared memory and message
passing. In the shared-memory model, a dedicated region of memory that is shared by cooperating processes is
established. Processes can then exchange information by directly reading and writing data to this shared region. In the
message-passing model, communication takes place by means of explicit messages exchanged between the cooperating
processes through the operating system’s kernel. While both models are widely used, the presence of shared resources
(especially in shared memory) introduces complex synchronization challenges. When processes share data concurrently,
the operating system must ensure that the data remains consistent and that concurrent access does not lead to erratic
behavior. The subsequent sections explore the intricacies of managing shared resources, identifying concurrency pitfalls,
and establishing robust synchronization mechanisms.
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2.6.1 2.5.1 Critical Section

When multiple cooperating processes execute concurrently and share resources, they must carefully synchronize their
activities to avoid catastrophic data conflicts. The concept of a “Critical Section” is central to the problem of process
synchronization. A critical section is a specific, sensitive segment of code within a process where the process may be
accessing, updating, or modifying shared variables, common memory tables, files, or any other shared resources.

The fundamental rule of process synchronization is that when one process is executing in its critical section,
absolutely no other process is allowed to execute in its corresponding critical section. In other words, the execution of
critical sections by processes must be mutually exclusive in time.

To systematically manage access to the critical section, a typical process’s code is divided into four distinct sections:

1. Entry Section: This code segment precedes the critical section. Here, the process requests permission to enter
its critical section and implements the necessary locking or synchronization mechanisms.

2. Critical Section: The actual segment of code where the shared resources are accessed and modified.

3. Exit Section: The code segment immediately following the critical section. It is responsible for releasing the
lock or signaling other waiting processes that the shared resource is now available.

4. Remainder Section: The remaining code of the process that does not involve any shared resources and can
execute entirely independently.

Entry Section

Critical Section(Access Shared Resources)Critical Section
(Access Shared Resources)

Exit Section

Remainder Section

Loop for continuous
execution

Figure 2.19: General structure of a cooperating process highlighting the critical section

A valid and robust solution to the critical-section problem must satisfy three primary requirements:

• Mutual Exclusion: If process Pi is executing in its critical section, then no other processes can be executing in
their critical sections.

• Progress: If no process is currently executing in its critical section and some processes wish to enter their critical
sections, then only those processes that are not executing in their remainder sections can participate in deciding
which will enter its critical section next. This selection cannot be postponed indefinitely; a decision must be made
in finite time.

• Bounded Waiting: There must exist a strict bound, or limit, on the number of times that other processes are
allowed to enter their critical sections after a process has made a request to enter its critical section and before
that specific request is granted. This prevents starvation.

2.6.2 2.5.2 Semaphore

To solve the critical section problem and safely coordinate the activities of multiple processes, various synchronization
tools have been developed. One of the most prominent, classical synchronization tools is the Semaphore. Proposed by
the renowned Dutch computer scientist Edsger W. Dijkstra, a semaphore is essentially an integer variable that, apart
from its initial initialization, can be accessed only through two standard atomic operations: wait() and signal().

Historically, in early literature and depending on the operating system, these operations were termed P() (from the
Dutch proberen, meaning to test or attempt) and V() (from verhogen, meaning to increment).

The wait() operation decrements the semaphore value. If the resulting value is negative, the process executing the
wait() operation is blocked and placed in a waiting queue associated with that semaphore. The signal() operation
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increments the semaphore value. If the value is less than or equal to zero, a process blocked on the wait() operation is
awakened from the waiting queue and allowed to proceed. The most critical aspect of these operations is atomicity;
when one process modifies the semaphore value, no other process can simultaneously modify that same semaphore
value.

There are two primary types of semaphores utilized in operating systems:

1. Counting Semaphore: The value of a counting semaphore can range over an unrestricted integer domain.
Counting semaphores are typically used to control access to a given resource pool consisting of a finite number of
instances (like a pool of database connections). The semaphore is initialized to the total number of available
resources. When a process wants to use a resource, it performs a wait() operation (decrementing the count).
When it releases a resource, it performs a signal() operation (incrementing the count). If the count reaches
zero, all resources are currently in use, and subsequent requesting processes must wait until a resource is freed.

2. Binary Semaphore: The value of a binary semaphore can range only between 0 and 1. They are fundamentally
similar to mutex locks. Binary semaphores are frequently used to deal with the critical section problem for
multiple processes. If the semaphore is initialized to 1, the first process that calls wait() will successfully change
the value to 0 and enter its critical section. Any other process calling wait() will find the value at 0 and will be
blocked until the first process calls signal(), restoring the value to 1.

AI IMAGE PLACEHOLDER
A visual analogy of a Semaphore: A train station with a mechanical signaling

mechanism allowing only one train on a specific track segment at a time.

Figure 2.20: Visual analogy of a Semaphore controlling access to a shared resource

While semaphores provide a powerful and flexible synchronization mechanism, incorrect usage by programmers can
lead to severe timing errors, such as deadlocks (where processes wait indefinitely for each other) and priority inversion.

2.6.3 2.5.3 Race condition

A race condition is an undesirable, unpredictable situation that occurs when multiple processes or threads access and
manipulate shared data concurrently, and the final outcome of the execution depends entirely on the particular order
or microscopic timing in which the processes execute. The system is essentially engaged in a "race," where the final
result is determined by whichever process finishes last or happens to interrupt another process at a critical moment.

To understand how a race condition occurs, consider a simple scenario involving a shared variable: a bank account
balance initialized to $1000. Process A wants to deposit $100, and Process B wants to withdraw $50 concurrently. The
high-level operations are Balance = Balance + 100 and Balance = Balance - 50.

At the machine level, the increment operation executed by Process A translates to three distinct assembly
instructions:

1. Load Balance into Register 1.

2. Add 100 to Register 1.

3. Store Register 1 back to Balance.

Similarly, the decrement operation by Process B translates to:

1. Load Balance into Register 2.

2. Subtract 50 from Register 2.

3. Store Register 2 back to Balance.
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If the operating system schedules these instructions in a strictly sequential manner (Process A completes its three
steps entirely, followed by Process B), the final balance will correctly be $1050. However, because processes can be
preempted by the CPU scheduler at any time, a disastrous interleaved execution might occur:

• Process A executes step 1: Register 1 gets 1000.

• Process A executes step 2: Register 1 becomes 1100.

• Context Switch! Process B executes step 1: Register 2 gets 1000. (It reads the old balance because Process A
hasn’t stored its updated result yet).

• Process B executes step 2: Register 2 becomes 950.

• Process B executes step 3: Balance is updated to 950.

• Context Switch! Process A resumes and executes step 3: Balance is overwritten to 1100.

Process A: Load Balance (1000)

Process A: Add 100 (1100)

Process B: Load Balance (1000)

Process B: Subtract 50 (950)

Process B: Store Balance (950)

Process A: Store Balance (1100)

Context Switch

Context Switch

Figure 2.21: Time-based interleaved execution of two processes leading to a Race Condition. Process B’s withdrawal is
lost, and the final balance incorrectly becomes 1100 instead of 1050.

In this scenario, the withdrawal of $50 is completely lost because Process A blindly overwrote Process B’s stored
result. This is a classic race condition. The concurrent execution resulted in severe data inconsistency. To prevent race
conditions, concurrent processes must be rigorously synchronized. The portions of the program that access shared data
must be treated as critical sections, ensuring that only one process can manipulate the shared data at any given time.

2.6.4 2.5.4 Mutual Exclusion

Mutual Exclusion, frequently abbreviated as Mutex, is the foundational property required to prevent race conditions
and ensure data consistency in concurrent systems. As introduced in the context of the critical section problem, mutual
exclusion guarantees that if a process is currently executing within its critical section (where it accesses shared memory,
hardware, or files), absolutely no other process is allowed to enter their corresponding critical sections simultaneously.
It is the core mechanism of serialization.

Mutual exclusion can be enforced through various mechanisms, ranging from low-level hardware instructions to
high-level software abstractions.

Hardware Approaches:
«««< HEAD Modern processor architectures provide special atomic hardware instructions designed specifically to
facilitate mutual exclusion. Notable examples include the TestAndSet instruction and the CompareAndSwap instruction.
These instructions perform a read and a write operation in a single, indivisible hardware cycle. By using these
atomic instructions, a process can check the status of a lock variable and, if it is free, set it to “locked” without any
possibility of being interrupted or preempted in the middle of the operation. While highly effective, straightforward
hardware-based solutions often employ “busy waiting.” In busy waiting, a blocked process continuously executes a loop,
repeatedly checking the lock status until it becomes free. This continuously consumes valuable CPU cycles, leading to
what is known as a spinlock. ======= Modern processor architectures provide special atomic hardware instructions
designed specifically to facilitate mutual exclusion. Notable examples include the TestAndSet instruction and the
CompareAndSwap instruction. These instructions perform a read and a write operation in a single, indivisible hardware
cycle. By using these atomic instructions, a process can check the status of a lock variable and, if it is free, set it to
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‘locked” without any possibility of being interrupted or preempted in the middle of the operation.
While highly effective, straightforward hardware-based solutions often employ ‘busy waiting.” In busy
waiting, a blocked process continuously executes a loop, repeatedly checking the lock status until it becomes free. This
continuously consumes valuable CPU cycles, leading to what is known as a spinlock. »»»> origin/paper-solver

Software Approaches:
Software solutions rely entirely on complex programming logic to enforce mutual exclusion without requiring special
hardware instructions. Classic software algorithms include:

• Strict Alternation: A simple algorithm for two processes that uses a shared turn variable to strictly alternate
execution. However, it violates the "progress" requirement because it heavily forces processes to alternate, even if
one process wants to enter the critical section multiple times while the other does not.

• Peterson’s Solution: A classic, elegant software algorithm for two processes that perfectly satisfies mutual
exclusion, progress, and bounded waiting. It ingeniously utilizes two shared variables: a boolean array flag
to indicate if a process wants to enter its critical section, and a turn variable to resolve simultaneous requests
gracefully.

In modern operating systems and high-level programming languages, the raw concepts of mutual exclusion are
typically abstracted away into easy-to-use Application Programming Interfaces (APIs), such as Mutex locks. A mutex
lock acts as a software key. Before entering a critical section, a process must legally acquire the mutex lock. If the lock
is already held by another process, the requesting process is put to sleep (avoiding the CPU waste of busy waiting)
until the lock becomes available. Upon safely exiting the critical section, the process releases the mutex lock, which
subsequently wakes up a sleeping process that is waiting for the resource.

AI IMAGE PLACEHOLDER
An illustration of a fitting room in a clothing store with a highly visible

’Occupied/Vacant’ sign on the locked door, demonstrating the real-world concept of
Mutual Exclusion.

Figure 2.22: Real-world analogy of Mutual Exclusion: Only one person can occupy the fitting room (critical section) at
a time.

2.7 Deadlock
In a multiprogramming environment, several processes may compete for a finite number of resources. A process requests
resources; if the resources are not available at that time, the process enters a waiting state. Sometimes, a waiting
process is never again able to change state, because the resources it has requested are held by other waiting processes.
This situation is called a deadlock.

To illustrate a deadlock, consider a system with one printer and one disk drive. Suppose process P1 holds the disk
drive and process P2 holds the printer. If P1 requests the printer and P2 requests the disk drive, a deadlock occurs.
Neither process can proceed because each is waiting for a resource held by the other. A real-world analogy is a traffic
intersection where four vehicles arrive at four stop signs simultaneously. If the rule is to yield to the right, each vehicle
will wait for the one on its right, leading to a permanent standstill.

Deadlocks can significantly degrade system performance and lead to a halt in process execution. Therefore,
understanding the characteristics of deadlocks and devising strategies to handle them is a crucial aspect of operating
system design.

2.7.1 Deadlock Characteristics

A deadlock situation can arise if and only if the following four conditions hold simultaneously in a system. These are
famously known as the Coffman conditions:
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AI IMAGE PLACEHOLDER
Descriptive AI Image about four cars arriving at a four-way stop intersection

simultaneously, illustrating a real-world traffic deadlock.

Figure 2.23: Real-world analogy of a deadlock at a traffic intersection.

1. Mutual Exclusion: At least one resource must be held in a non-shareable mode; that is, only one process at a
time can use the resource. If another process requests that resource, the requesting process must be delayed until
the resource has been released. Examples include printers, tape drives, and critical sections in code.

2. Hold and Wait: A process must be holding at least one resource and waiting to acquire additional resources
that are currently being held by other processes.

3. No Preemption: Resources cannot be preempted; that is, a resource can be released only voluntarily by the
process holding it, after that process has completed its task. The operating system cannot forcibly take the
resource away from the process.

4. Circular Wait: A set {P0, P1, . . . , Pn} of waiting processes must exist such that P0 is waiting for a resource held
by P1, P1 is waiting for a resource held by P2, . . . , Pn−1 is waiting for a resource held by Pn, and Pn is waiting
for a resource held by P0.

These conditions are necessary but not sufficient for a deadlock. However, if all four conditions occur, a deadlock
may happen.

We can visualize deadlocks using a directed graph called a Resource Allocation Graph. In this graph, circles
represent processes, and rectangles represent resource types. Directed edges indicate either a request (process to
resource) or an assignment (resource to process). A cycle in this graph is a strong indicator of a deadlock.

P1 P2

R1

R2

Request Assignment

RequestAssignment

Figure 2.24: Resource Allocation Graph illustrating a Circular Wait (Deadlock).

2.7.2 Deadlock Prevention

Deadlock prevention provides a set of methods to ensure that at least one of the four necessary conditions cannot hold.
By constraining how requests for resources can be made, we prevent deadlocks.

• Mutual Exclusion: This condition cannot be denied for non-shareable resources. For example, a printer cannot
be simultaneously shared by several processes. However, shareable resources (like read-only files) do not require
mutually exclusive access and thus cannot be involved in a deadlock. Generally, we cannot prevent deadlocks by
denying the mutual-exclusion condition alone.

• Hold and Wait: To ensure that this condition never occurs, we must guarantee that whenever a process requests
a resource, it does not hold any other resources. One protocol requires each process to request and be allocated all
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its resources before it begins execution. Another protocol allows a process to request resources only when it has
none. These protocols have two major disadvantages: resource utilization may be low, and starvation is possible.

• No Preemption: To eliminate this condition, we can use the following protocol: If a process is holding some
resources and requests another resource that cannot be immediately allocated to it, then all resources the process
is currently holding are preempted. The preempted resources are added to the list of resources for which the
process is waiting. The process will be restarted only when it can regain its old resources, as well as the new ones
that it is requesting.

• Circular Wait: The most practical approach to deadlock prevention is to invalidate the circular-wait condition.
This is done by imposing a total ordering of all resource types and requiring that each process requests resources
in an increasing order of enumeration. For example, if tape drives are assigned number 1, disk drives number 2,
and printers number 3, a process must request a tape drive before requesting a printer. It cannot request a tape
drive if it already holds a disk drive.

AI IMAGE PLACEHOLDER
Descriptive AI Image showing a strict sequence or assembly line where a worker

must acquire tools in a specific numbered order, symbolizing circular wait
prevention.

Figure 2.25: Imposing an ordering on resource acquisition to prevent circular wait.

2.7.3 Deadlock Avoidance

Deadlock prevention can lead to low resource utilization and reduced system throughput. An alternative method is
deadlock avoidance, which requires the operating system to be given additional information in advance concerning
which resources a process will request and use during its lifetime. With this knowledge, the system can decide for each
request whether or not the process should wait, in order to avoid a possible future deadlock.

A system is in a safe state if it can allocate resources to each process (up to its maximum) in some order and
still avoid a deadlock. More formally, a system is in a safe state only if there exists a safe sequence. A sequence of
processes ⟨P1, P2, . . . , Pn⟩ is a safe sequence for the current allocation state if, for each Pi, the resources that Pi can
still request can be satisfied by the currently available resources plus the resources held by all previously finishing Pj

(where j < i). If no such sequence exists, the system state is said to be unsafe. An unsafe state is not necessarily a
deadlocked state, but it may lead to one. Deadlock avoidance ensures that the system will never enter an unsafe state.

All States

Unsafe States

Deadlock
Safe States

Figure 2.26: Relationship between Safe, Unsafe, and Deadlock States.

The most widely known algorithm for deadlock avoidance is the Banker’s Algorithm, named because it mimics
a banking system that never allocates available cash in such a way that it can no longer satisfy the needs of all its
customers.
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The Banker’s Algorithm uses several data structures to maintain the state of resource allocation:

• Available: A vector of length m indicates the number of available resources of each type.

• Max: An n × m matrix defines the maximum demand of each process.

• Allocation: An n × m matrix defines the number of resources of each type currently allocated to each process.

• Need: An n × m matrix indicates the remaining resource need of each process, where Need[i, j] = Max[i, j] −
Allocation[i, j].

When a process requests a set of resources, the system checks whether the request is less than or equal to the
process’s Need and the system’s Available resources. If so, the system pretends to allocate the requested resources and
runs a Safety Algorithm to check if the resulting state is safe. If it is safe, the resources are allocated; otherwise, the
process must wait.

2.7.4 Deadlock Detection and Recovery

If a system does not employ either a deadlock prevention or a deadlock avoidance algorithm, then a deadlock situation
may occur. In this environment, the system must provide:

1. An algorithm that examines the state of the system to determine whether a deadlock has occurred (Deadlock
Detection).

2. An algorithm to recover from the deadlock (Deadlock Recovery).

Deadlock Detection

The detection algorithm depends on whether the system has single or multiple instances of each resource type.

• Single Instance of Each Resource Type: If all resources have only a single instance, we can define a deadlock
detection algorithm that uses a variant of the resource-allocation graph, called a wait-for graph. We obtain this
graph by removing the nodes of resource types and collapsing the appropriate edges. An edge from Pi to Pj in a
wait-for graph implies that process Pi is waiting for process Pj to release a resource that Pi needs. A deadlock
exists in the system if and only if the wait-for graph contains a cycle.

• Multiple Instances of a Resource Type: For systems with multiple instances of resources, the wait-for graph
is not applicable. Instead, an algorithm similar to the Banker’s Algorithm is used. It investigates the current
allocation state and attempts to find a sequence of processes that can finish their execution. If it fails to find
such a sequence for all processes, the system is in a deadlock.

Recovery from Deadlock

When a detection algorithm determines that a deadlock exists, the system must recover. There are two primary
approaches to breaking a deadlock: process termination and resource preemption.

Process Termination To eliminate deadlocks by aborting a process, we use one of two methods:

• Abort all deadlocked processes: This method clearly breaks the deadlock cycle, but at a great expense. The
deadlocked processes may have computed for a long time, and the results of these partial computations must be
discarded and probably recomputed later.

• Abort one process at a time until the deadlock cycle is eliminated: This method incurs considerable
overhead, since, after each process is aborted, a deadlock-detection algorithm must be invoked to determine
whether any processes are still deadlocked. The selection of which process to abort (the victim) is usually based
on factors like process priority, computation time already used, and resources currently held.
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AI IMAGE PLACEHOLDER
Descriptive AI Image illustrating an operating system command center where an
administrator is ’terminating’ a rogue process represented as a stuck gear or locked

chain.

Figure 2.27: Deadlock recovery through process termination.

Resource Preemption To eliminate deadlocks using resource preemption, we successively preempt some resources
from processes and give these resources to other processes until the deadlock cycle is broken. Three issues need to be
addressed:

• Selecting a victim: Which resources and which processes are to be preempted? As in process termination, we
must determine the order of preemption to minimize cost.

• Rollback: If we preempt a resource from a process, what should be done with that process? Clearly, it cannot
continue with its normal execution. We must roll back the process to some safe state and restart it from that
state.

• Starvation: How do we ensure that starvation will not occur? That is, how can we guarantee that resources will
not always be preempted from the same process? In a system where victim selection is based primarily on cost
factors, it may happen that the same process is always picked as a victim. To avoid this, we generally include the
number of rollbacks in the cost factor.

Textbook for DI03016061 Milav Dabgar

https://milav.in


Deadlock 50

«««< HEAD

Textbook for DI03016061 Milav Dabgar

https://milav.in


CHAPTER 3

Memory Management

=======

3.1 Memory Management

»»»> origin/paper-solver

3.2 Process Address Space

3.2.1 Introduction to Memory Management

Memory management is a fundamental and intricate responsibility of any modern operating system. It involves the
complex task of orchestrating the system’s primary memory (RAM) to accommodate multiple active processes efficiently
and securely. The operating system must meticulously keep track of which parts of memory are currently in use, track
which process owns which memory blocks, allocate memory dynamically to processes when they request it, and reclaim
it when they are finished or terminated. At the very heart of this memory management architecture lies the concept of
the process address space. This abstraction provides each running program with a pristine illusion: the perception of
possessing its own large, contiguous block of memory, completely isolated from the chaotic reality of other concurrently
running processes.

3.2.2 Understanding the Process Address Space

When an executable program is launched by a user or the system, the operating system creates a process—a dynamic
instance of the running program. This process requires a dedicated environment to store its machine instructions, its
operational data, and its execution context. The comprehensive set of logical addresses that a process can validly
reference during its execution is known as its process address space.

It is absolutely crucial to distinguish between logical (or virtual) addresses and physical addresses. A logical
address is the address generated by the Central Processing Unit (CPU) during program execution. This is the only
address reality that the user program "sees" and interacts with. A physical address, on the other hand, is the actual,
hardware-level location in the physical memory unit (the RAM chips). The hardware device known as the Memory
Management Unit (MMU) works in tandem with the operating system to seamlessly translate these logical addresses
into physical addresses on-the-fly.

By providing a virtual address space rather than giving processes direct access to physical RAM, the operating
system achieves several critical architectural goals:

• Isolation and Protection: A process is strictly confined to its own address space. It cannot accidentally
corrupt or maliciously probe the memory belonging to other processes or the operating system kernel. If a process
attempts to access an address outside its permitted domain, the OS intervenes and terminates the process (often
resulting in a "Segmentation Fault").

• Relocation Independence: A program can be loaded into any available location in physical memory without
needing to be recompiled or modified. The operating system handles the mapping from the program’s static
logical addresses to the dynamic physical addresses invisibly.

• Enhanced Memory Utilization (Virtual Memory): Through the magic of the process address space, an
OS can use techniques like paging and swapping to execute processes whose logical address space significantly
exceeds the available physical memory. Portions of the address space can reside on a secondary storage device
(like an SSD) and are swapped into RAM only when actively needed.
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AI IMAGE PLACEHOLDER
A highly detailed, futuristic 3D illustration showing a computer CPU connected to

physical RAM chips via glowing pathways, with a floating translucent shield
representing the protective barrier of a virtual address space isolating different

colored process blocks.

Figure 3.1: Conceptual visualization of an isolated Process Address Space.

3.2.3 Components of a Process Address Space

The process address space is not a single, homogeneous, monolithic block of memory. Instead, it is logically partitioned
into highly specialized, contiguous segments, each engineered to serve a specific purpose during the program’s execution
lifecycle. A typical process address space (historically modeled after the traditional UNIX memory layout) consists of
the following primary segments: Text, Data, BSS, Heap, and Stack.

Let us explore each of these segments in comprehensive detail.

1. Text Segment (Code Segment)

The text segment, frequently referred to as the code segment, contains the compiled machine-language instructions of
the program. When you compile source code (e.g., C, C++, or Rust), the resulting executable binary instructions are
loaded directly into this area.

• Read-Only Architecture: This segment is strictly marked as read-only by the operating system’s memory
protection mechanisms. This architectural decision prevents the program from accidentally modifying its own
instructions during execution, which is a common cause of unpredictable crashes. More importantly, it serves as
a critical defense against malicious exploits, such as buffer overflow attacks that attempt to inject and execute
arbitrary code by overwriting existing instructions.

• Sharability: Because the text segment is immutable (read-only), multiple running instances of the exact same
program can safely share a single copy of the text segment in physical memory. For example, if fifty users on a
server are all running the bash shell, the physical memory only needs to hold one copy of the bash executable
code, dramatically conserving RAM.

2. Data Segment

The data segment is dedicated to storing global variables and static variables that have been explicitly initialized by
the programmer before the program begins execution. For example, if a developer writes int max_user_connections
= 100; at the global scope in a C program, this specific variable and its value (100) will be embedded into the data
segment of the executable and loaded into RAM upon execution.

• Read-Write Access: Unlike the text segment, the data segment must be readable and writable, as the values of
these initialized global variables are expected to change dynamically during the lifetime of the program.

3. BSS Segment (Uninitialized Data Segment)

The BSS (an historical acronym for "Block Started by Symbol") segment is reserved for all global variables and static
variables that are either explicitly initialized to zero or do not have any explicit initialization provided in the source
code. For instance, the C declaration static int current_active_sessions; without an explicit assignment will be
automatically allocated in the BSS segment.

• Guaranteed Initialization: The operating system strictly guarantees that the memory allocated to the BSS
segment is meticulously zeroed out (initialized to 0) before the program’s main() function starts executing.
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• Disk Storage Efficiency: A clever optimization regarding the BSS segment is that it does not occupy physical
space in the executable file stored on the hard drive. The executable simply records the total size required for
uninitialized variables. The OS dynamically allocates and zero-fills this required memory only when the program
is being loaded into RAM, saving disk space and reducing load times.

4. Heap Segment

The heap is the sprawling segment of memory utilized for dynamic memory allocation. This is memory requested by the
program at runtime, whose exact size and lifetime cannot be determined ahead of time during the compilation phase.

• Dynamic Management: In manual memory management languages like C and C++, developers allocate
memory in the heap using functions such as malloc(), calloc(), and realloc(). Crucially, they are entirely
responsible for explicitly deallocating this memory using free() when it is no longer needed. Failure to do so
results in a "memory leak." In languages with automatic garbage collection (such as Java, Python, or C#), the
runtime environment handles the complex choreography of heap allocation and periodic cleanup automatically.

• Growth Direction: The heap is typically designed to grow upward in memory, moving towards progressively
higher memory addresses as more dynamic memory is requested.

• Fragmentation Issues: Because dynamic memory blocks of vastly different sizes are allocated and freed in a
chaotic, unpredictable order over time, the heap is highly susceptible to fragmentation. Fragmentation occurs
when free memory is broken into many small, non-contiguous islands, making it impossible to satisfy a large
memory request even if the total free space is sufficient.

5. Stack Segment

The stack segment operates strictly as a LIFO (Last-In, First-Out) data structure. It is the engine that manages
function calls, local variables, and the intricate control flow of the program.

• Stack Frames (Activation Records): Every single time a function is invoked, a new data block called a
"stack frame" (or activation record) is immediately pushed onto the stack. This frame encapsulates the function’s
local variables, the arguments passed into the function, and the critical return address (the exact location in the
machine code where execution must resume after the function completes).

• Automatic Hardware Management: Memory allocation and deallocation on the stack are remarkably fast
because they are typically handled by directly manipulating a hardware register called the Stack Pointer. When
a function executes a return statement, its stack frame is instantly popped off the stack, and the memory is
immediately reclaimed.

• Growth Direction: In the vast majority of computer architectures (including x86 and ARM), the stack is
engineered to grow downward in memory, moving towards progressively lower memory addresses.

• The Danger of Stack Overflow: The stack has a fixed, predefined size limit imposed by the OS. If a program
attempts to make an excessively deep chain of nested function calls (such as uncontrolled, infinite recursion) or
tries to allocate massively large local variables (like a massive array inside a function), the stack will expand
beyond its allocated bounds. This triggers a catastrophic "stack overflow" error, causing the operating system to
immediately terminate the process to prevent memory corruption.

3.2.4 Visualizing the Memory Layout

The architectural interaction between the heap (growing upwards) and the stack (growing downwards) is a brilliant,
classic design pattern in operating systems. This opposing growth strategy maximizes the efficient utilization of the
vast, unallocated memory space that sits between them. They can dynamically grow towards each other until the
available virtual memory is exhausted.

The following comprehensive diagram illustrates a typical 32-bit process memory layout in a UNIX-like environment.
Pay special attention to the directional arrows indicating how the heap and stack expand.

3.2.5 Address Translation and the Role of the MMU

While the process interacts seamlessly and blissfully with its contiguous logical address space, the actual physical RAM
is a shared, fragmented resource utilized by dozens or hundreds of processes and the operating system kernel itself. The
critical hardware component that bridges this gap between the logical illusion and the physical reality is the Memory
Management Unit (MMU).
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Kernel Space
0xFFFFFFFF (Max Address)

0xC0000000

Stack
Local Variables, Function Frames

Grows Down ↓

Unallocated Memory

Heap
Dynamic Memory Allocation

Grows Up ↑

BSS Segment (Uninitialized Data)

Data Segment (Initialized Data)

Text Segment (Code)

0x00000000 (0)

User Space

Figure 3.2: Standard Memory Layout of a Process Address Space.

When a process executes a CPU instruction that attempts to reference a memory address (for example, attempting
to load a variable’s value from the Data segment into a CPU register), it issues a logical address. The MMU instantly
intercepts this logical address. It then consults highly optimized translation tables (most commonly known as page
tables, which are meticulously maintained by the operating system) to determine the exact corresponding physical
address in the RAM hardware.

If the required segment or page of memory is not currently residing in physical RAM (perhaps because it was
swapped out to disk to save space), a hardware exception called a "page fault" is triggered. The CPU instantly pauses
the process, traps into the operating system’s kernel mode, and the OS fetches the required data page from secondary
storage (the disk) and places it into an available frame in physical memory. The OS then updates the page tables and
resumes the suspended process. This entire complex mechanism forms the bedrock of modern Virtual Memory.

AI IMAGE PLACEHOLDER
An intricate architectural diagram illustrating a CPU sending a logical address to
an MMU hardware block, which uses a tree-like page table structure to translate it
into a physical address, pointing to a specific location in an array of RAM chips.

Figure 3.3: The critical role of the Memory Management Unit (MMU) in translating logical addresses to physical
addresses.

3.2.6 Threads and the Address Space

It is important to briefly touch upon how multithreading interacts with the process address space. A process can
contain multiple threads of execution. All threads within a single process share the identical process address space.
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This means they share the Text segment, Data segment, BSS segment, and the Heap. A global variable modified by
one thread is instantly visible to all other threads in the process.

However, because each thread represents an independent flow of execution with its own function calls and local
variables, each thread is allocated its own distinct Stack. If a process spawns five threads, the operating system
will carve out five separate stack segments within the process’s overall address space. This shared-memory-but-separate-
stack architecture makes thread communication extremely fast but introduces the complex need for synchronization
mechanisms (like mutexes) to prevent race conditions when multiple threads access shared heap or data segments
simultaneously.

3.2.7 Security Implications: ASLR

Understanding the process address space is not just for performance optimization; it is a critical component of modern
cybersecurity. Historically, malicious hackers would exploit software vulnerabilities (like buffer overflows) by injecting
malicious code into memory and then redirecting the program’s execution to the specific, predictable memory address
where they placed their code.

To combat this, modern operating systems employ a defense mechanism called Address Space Layout Random-
ization (ASLR). When ASLR is enabled, the operating system randomly shifts the starting memory addresses of the
Stack, Heap, Data segments, and linked libraries every single time the program is executed. Because the memory layout
is unpredictable, an attacker cannot reliably guess where their malicious payload is located, neutralizing a massive
category of memory-corruption exploits.

3.2.8 Summary

The elegant and robust separation of logical programming concepts from physical hardware limitations through the
process address space remains one of the most powerful and successful abstractions in all of computer science. It
provides stability, security, and scalability, allowing developers to write software without needing to micromanage the
intricate physical realities of the machine’s memory hardware.

3.3 Swapping
In a multiprogramming environment, it is common to have more processes demanding execution than the available
physical memory (Main Memory) can accommodate at any single instant. While the CPU scheduler attempts to keep
the CPU continuously busy by rapidly switching among processes, this requires that the processes ready for execution
reside in main memory. However, what happens when main memory is full, and another process needs to be loaded
from the disk, or a currently executing process is preempted to make way for a higher-priority task? The operating
system resolves this memory scarcity using a technique known as swapping.

Swapping is a fundamental memory management technique where a process, or a portion of it, can be temporarily
swapped out of main memory into a backing store (secondary storage) and later brought back into memory to continue
its execution. This mechanism creates an illusion of a much larger main memory, allowing the system to maintain a
higher degree of multiprogramming than would be physically possible otherwise.

3.3.1 The Swapping Mechanism

The standard swapping process involves moving entire processes between the main memory and a designated area
on the disk known as the backing store or swap space. The backing store is typically a fast disk or a dedicated
partition on a hard drive/SSD large enough to accommodate copies of all memory images for all users. It must also
provide direct access to these memory images.

The operating system maintains a ready queue consisting of all processes whose memory images are either residing
in main memory or are in the backing store and are ready to run. When the CPU scheduler (short-term scheduler)
decides to execute a process, it dispatches the CPU to the selected process. However, before the CPU can execute the
process, the dispatcher checks whether the target process is currently in main memory.

If the process is not in memory and there is insufficient free memory available to load it, the operating system
invokes the mid-term scheduler or a swapping routine. The system selects an active, currently resident process (often
one that is blocked or of lower priority) and swaps it out to the backing store. This operation frees up a contiguous
block of memory. Subsequently, the system swaps in the desired process from the backing store into the newly freed
space in main memory. Once the new process is loaded, the CPU registers are restored, and the execution begins or
resumes.
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Figure 3.4: Standard Swapping of Processes between Main Memory and Backing Store.

AI IMAGE PLACEHOLDER
A visual metaphor of swapping processes: actors on a brightly lit stage

(representing RAM) frequently swapping places with actors waiting in the dim
backstage area (representing the backing store).

Figure 3.5: Conceptual representation of swapping processes.

3.3.2 Roll Out, Roll In

A specific variant of the swapping mechanism is utilized in priority-based scheduling algorithms, often referred to as
roll out, roll in. In this scenario, when a high-priority process arrives in the ready queue and demands immediate
execution, the operating system may find that the main memory is fully occupied by lower-priority processes.

«««< HEAD To accommodate the urgent task, the memory manager forcefully suspends and “rolls out” a
lower-priority process to the backing store, irrespective of whether its time quantum has expired. The memory
freed by this eviction is then allocated to the high-priority process, which is “rolled in” and executed. Once the
high-priority process completes its execution or enters a prolonged waiting state (e.g., waiting for I/O), the operating
system “rolls in” the previously evicted lower-priority process, allowing it to resume its operation from the point of
interruption. This guarantees that critical tasks are not indefinitely delayed by memory constraints. ======= To
accommodate the urgent task, the memory manager forcefully suspends and ‘rolls out” a lower-priority process
to the backing store, irrespective of whether its time quantum has expired. The memory freed by
this eviction is then allocated to the high-priority process, which is rolled in” and executed.
Once the high-priority process completes its execution or enters a prolonged waiting state (e.g.,
waiting for I/O), the operating system ‘rolls in” the previously evicted lower-priority process, allowing it to
resume its operation from the point of interruption. This guarantees that critical tasks are not indefinitely delayed by
memory constraints. »»»> origin/paper-solver

3.3.3 Address Binding and Relocation

A critical aspect to consider during the swapping process is the nature of address binding. When a process is swapped
out to the backing store and subsequently swapped back into main memory, does it need to occupy the exact same
memory locations it held previously?

The answer depends on the address binding method employed by the system:

• Compile-time or Load-time Binding: If the system relies on absolute addresses determined during compilation
or at load time, the swapped-out process must be brought back into the exact same memory space it originally
occupied. If that space is currently allocated to another process, the swapped process must wait until the specific
memory block becomes available. This restriction significantly limits the flexibility of the memory manager.
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• Execution-time Binding: If the system uses execution-time (dynamic) binding, supported by specialized
hardware like a Memory Management Unit (MMU) equipped with base and limit registers, the process can be
loaded into any available memory space. The MMU dynamically translates the logical addresses to the new
physical addresses during execution. This flexibility is highly desirable and is standard in modern operating
systems implementing swapping.

3.3.4 Performance Characteristics and Overhead

While swapping extends the effective memory capacity, it is not without significant performance costs. The primary
bottleneck in swapping is the transfer time. Secondary storage devices, even modern Solid-State Drives (SSDs), are
orders of magnitude slower than physical RAM. The time it takes to write a process’s memory image to the disk and
read another one back is substantial.

Consider a process with a size of 100 Megabytes. If the backing store is a hard disk drive with a transfer rate of 50
Megabytes per second, swapping out this process will take 2 seconds. Swapping in another 100 MB process will take an
additional 2 seconds. Therefore, a single context switch that involves swapping both in and out would introduce a
massive 4-second delay, known as the swap time. This delay is pure overhead, during which the CPU is not executing
user code.

To ensure that the CPU utilization remains reasonably high, the CPU execution time for a process must be
significantly longer than the time required to swap it. If processes are constantly swapped in and out without spending
adequate time executing, the system suffers from a condition known as thrashing, where the computer spends more
time swapping data than processing it, leading to a severe degradation in overall system performance.

Time
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ecuting
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Mem)
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Swap Out P1
(Disk Write)

t2

Idle/OS

t3

Swap In P2
(Disk Read)

t4
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ecuting
(Main
Mem)

Total Context Switch Time with Swapping (t4 − t1)

Figure 3.6: Timeline illustrating the severe overhead introduced by swapping entire processes during a context switch.

3.3.5 Optimizing the Swapping Process

Given the high overhead, operating systems employ several strategies to minimize the time spent swapping:

1. Reducing Swap Size: The swap time is directly proportional to the amount of memory being transferred.
Rather than swapping out the entire memory space allocated to a process, the OS tracks the actual memory
utilized. If a process requested 100 MB but is currently only using 10 MB, the system only swaps the 10 MB.
This requires dynamic memory allocation tracking.

2. Pending I/O Considerations: A critical constraint in swapping is that a process with pending I/O operations
cannot be swapped out if the I/O buffers are within the process’s user space. If a process is waiting for data
to be read from a disk directly into its local buffer, swapping that process out would result in the I/O device
overwriting memory that now potentially belongs to a different, newly swapped-in process. To prevent this, the
OS can either:

• Never swap out a process with pending I/O.
• Perform all I/O operations exclusively into kernel space buffers. When the data is ready, it is then copied

from the kernel buffer to the process’s user space buffer once the process is resident in main memory. This
approach adds overhead due to the double copying of data but allows for safe swapping.

3.3.6 Swapping in Modern Systems

It is crucial to distinguish between traditional swapping, where entire processes are moved, and modern memory
management techniques. Traditional whole-process swapping as described above is rarely used in contemporary
mainstream operating systems (like Linux, Windows, and macOS) as the primary memory management strategy
because the transfer time overhead is simply too prohibitive.
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AI IMAGE PLACEHOLDER
An internal view of a computer motherboard showing physical RAM sticks

connected via a data bus to a high-speed NVMe Solid State Drive, illustrating the
physical hardware involved in the backing store.

Figure 3.7: Modern high-speed NVMe SSDs acting as efficient backing stores for system memory.

Instead, modern systems rely heavily on Demand Paging (often incorrectly referred to interchangeably as
“swapping”). In a paged system, memory is divided into fixed-size blocks called pages. Rather than swapping out an
entire process, the operating system monitors memory usage and swaps out individual pages of memory that have not
been actively used recently. This highly granular approach, known as page replacement or paging out, significantly
reduces I/O overhead while achieving the same goal of freeing up physical RAM for actively executing processes.

The term “swapping” in modern contexts typically refers to this page-level swapping. Standard swapping of entire
processes is usually reserved as a fallback mechanism. For instance, many UNIX and Linux systems typically operate
using paging. However, if the system experiences extreme memory pressure and the amount of free memory falls below
a critical threshold, the operating system might resort to full-process swapping to rapidly reclaim large contiguous
blocks of memory and prevent system collapse. Once the memory pressure subsides, the system reverts to standard
paging.

3.3.7 Swapping on Mobile Devices

Mobile operating systems, such as Apple’s iOS and Google’s Android, typically do not support standard swapping in
the way desktop systems do. The reasons are multifold:

• Storage Limitations: Early mobile devices had severely constrained storage capacities, making it impractical
to dedicate a large chunk of storage as a permanent backing store.

• Flash Memory Wear: Mobile devices predominantly use flash memory (eMMC or UFS). Flash memory has a
limited number of write cycles before it degrades. The constant, high-volume writing associated with swapping
would significantly reduce the lifespan of the device’s primary storage.

• Performance Variability: Mobile storage interfaces, especially older ones, often lacked the bandwidth required
to make swapping performant enough to maintain the fluid user experience expected on smartphones.

Instead of swapping to disk, mobile operating systems employ aggressive memory management policies. When
free memory is low, iOS may prompt applications to voluntarily release memory they no longer strictly need (such as
cached data or non-essential visual elements). If an application fails to comply or memory remains scarce, the OS
forcefully terminates background applications.

Android handles memory pressure similarly. It maintains a hierarchy of process importance and forcefully terminates
background or inactive applications based on this hierarchy to reclaim memory. More recent versions of Android utilize
a technique called zRAM, where inactive pages of memory are compressed and kept in a dedicated segment of RAM
rather than written to physical storage. This avoids flash memory wear and is faster than disk I/O, though it costs
CPU cycles to compress and decompress the data.

3.4 Contiguous Memory Allocation

3.4.1 Introduction to Contiguous Memory Allocation

Main memory is typically divided into two primary partitions: one for the resident operating system and one for user
processes. The operating system may be placed in either low memory or high memory, depending on the location of the
interrupt vector. Since the interrupt vector is often in low memory, programmers usually place the operating system in
low memory as well. Thus, user processes are allocated within the remaining contiguous block of memory.
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In contiguous memory allocation, each process is contained within a single, continuous section of memory. When a
process needs to execute, the memory manager must allocate a single block of free memory (often referred to as a
"hole") that is large enough to accommodate the entire process. This approach is conceptually simple and was widely
used in early operating systems. The fundamental requirement is that all instructions and data for a given process
must reside in a strictly sequential range of physical memory addresses.

AI IMAGE PLACEHOLDER
A visual analogy of contiguous memory allocation comparing it to assigning

continuous seats to a group of friends in a theater. The group cannot be split
across different rows.

Figure 3.8: Analogy of contiguous memory allocation using theater seating.

The primary challenge in contiguous memory allocation is determining how to divide the available memory to
satisfy the needs of various processes while minimizing wasted space. This memory division can be broadly categorized
into two approaches: fixed partitioning and dynamic (variable) partitioning.

3.4.2 Fixed (Static) Partitioning

Historically, one of the simplest methods for allocating memory was to divide the total memory into several fixed-sized
partitions. In this Fixed Partitioning or Static Partitioning scheme, each partition can contain exactly one process.
Thus, the degree of multiprogramming—the number of processes residing in memory at once—is strictly bounded by
the number of partitions.

When a partition is free, a process is selected from the input queue and loaded into the free partition. When the
process terminates, the partition becomes available for another process. The sizes of these partitions are configured at
system startup and remain static throughout the system’s operation. They can be of equal sizes or unequal sizes, but
their boundaries do not change dynamically.

While this technique is straightforward and requires minimal overhead to track available memory, it suffers from
a significant drawback known as Internal Fragmentation. Suppose the memory is divided into equal partitions
of 4 MB each. If a process requires only 1.5 MB of memory, it will still be allocated an entire 4 MB partition. The
remaining 2.5 MB of memory within that partition is wasted because the system cannot assign it to any other process.
This unused space, internal to a partition, is called internal fragmentation.

Partition 1 (OS)

Partition 2 (4MB)

Partition 3 (4MB)

Partition 4 (4MB)

Process A (1.5MB)

Wasted (2.5MB)

Process B (1MB)

Wasted (3MB)

Internal Fragmentation

Internal Fragmentation

Figure 3.9: Fixed Partitioning illustrating Internal Fragmentation.

Moreover, if a program requires more memory than the largest partition available, the programmer must design the
program using overlays—a complex technique where only a portion of the program is kept in memory at any given
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time, swapping modules in and out as needed. Due to the severe inefficiency caused by internal fragmentation and the
strict limit on the multiprogramming degree, modern operating systems no longer use fixed partitioning for general
user processes.

3.4.3 Variable (Dynamic) Partitioning

To overcome the limitations of fixed partitioning, operating systems evolved to use Variable Partitioning or Dynamic
Partitioning. In this scheme, the operating system keeps a table indicating which parts of memory are available and
which are occupied. Initially, all memory is available for user processes and is considered one large block of available
memory, often called a "hole".

When a process arrives and needs memory, the OS searches for a hole large enough to accommodate the process. If
it finds one, it allocates exactly as much memory as is needed, keeping the rest available to satisfy future requests.
This means that partition sizes are dynamic and are strictly dictated by the processes’ actual memory requirements at
runtime.

The operating system utilizes data structures, such as linked lists or bitmaps, to keep track of allocated and free
memory regions. When a process terminates, it releases its memory, returning it to the pool of free holes. The operating
system actively checks if the newly freed hole is adjacent to other existing free holes. If so, it merges them to form a
single, larger free partition. This coalescing process is essential to delay the onset of memory fragmentation.

While dynamic partitioning effectively eliminates internal fragmentation (since processes are given exactly what
they request), it introduces a new, equally troublesome problem: External Fragmentation.

As processes are continuously loaded and removed from memory, the free memory space is broken down into
smaller, scattered pieces. External fragmentation exists when the total memory space available is enough to satisfy a
request, but it is not contiguous. For instance, a process might request 5 MB of memory, and there might be 8 MB of
free memory in total, but it is split across four separate 2 MB holes. Because contiguous allocation requires a single
uninterrupted block, the process cannot be loaded.

AI IMAGE PLACEHOLDER
A diagram showing a puzzle or bookshelf where enough total empty space exists to

fit a new large book, but the space is split into small non-adjacent gaps,
representing external fragmentation.

Figure 3.10: Conceptual view of External Fragmentation.

3.4.4 Memory Allocation Algorithms

When a process arrives and requires a certain amount of contiguous memory, the operating system must decide which
of the available free holes to allocate to the process. This dynamic storage-allocation problem is addressed using various
algorithms designed to satisfy a request of size n from a list of free holes. The three most widely recognized strategies
are First Fit, Best Fit, and Worst Fit.

First Fit

The First Fit algorithm searches the list of holes and allocates the very first hole that is large enough to satisfy the
process’s request. Searching can start either at the beginning of the memory space or where the previous search ended
(a variation sometimes called Next Fit). The search stops immediately once a suitable hole is found.

Advantages: First Fit is generally the fastest allocation method, as it does not need to search the entire memory
space. It tends to cluster allocated memory at one end of the physical memory, leaving larger contiguous holes
undisturbed at the other end.

Disadvantages: It may result in significant external fragmentation, as it can arbitrarily split larger contiguous
blocks even when smaller, more appropriately sized blocks might be available further down the list. Over time, the
lower memory space becomes highly fragmented, forcing the OS to search deeper into memory.
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Best Fit

The Best Fit algorithm allocates the smallest hole that is large enough to satisfy the request. Unless the list of free holes
is explicitly ordered by size, this strategy must search the entire list to find the tightest possible fit. This algorithm
intentionally produces the smallest leftover hole.

Advantages: Best Fit intuitively aims to minimize wasted space by keeping the remaining unfilled portion of the
allocated hole as small as possible. This theoretically helps preserve larger contiguous free blocks for future processes
that have massive memory requirements.

Disadvantages: It is generally slower than First Fit because it demands an exhaustive search of the list.
Paradoxically, Best Fit often leads to worse overall fragmentation. By constantly leaving tiny, unusable slivers of
memory, it increases the severity of external fragmentation, filling the memory with useless gaps.

Worst Fit

The Worst Fit algorithm operates conversely to Best Fit: it deliberately allocates the largest available hole. Like Best
Fit, it must search the entire list unless the free blocks are pre-sorted by size. The core philosophy behind Worst Fit is
that the leftover hole after allocation will be large enough to be genuinely useful for another incoming process.

Advantages: It tends to avoid leaving the tiny, unusable fragments of memory that plague the Best Fit algorithm.
Disadvantages: It rapidly depletes the largest available contiguous blocks. Consequently, if a subsequent process

arrives with a large memory requirement, the system will likely fail to accommodate it, as the large blocks have been
aggressively broken down.

Alloc 15MB HoleAlloc10MB HoleAlloc 20MB Hole

Process Request: 12MB

First Fit (takes 15MB) Worst Fit (takes 20MB)Too small

Figure 3.11: Comparison of First Fit and Worst Fit Allocation Strategies. (Note: The 10MB hole is ignored. First Fit
selects the first suitable hole (15MB), while Worst Fit selects the largest available hole (20MB). If a 13MB hole existed
elsewhere, Best Fit would choose it.)

Extensive empirical studies and system simulations generally indicate that both First Fit and Best Fit consistently
outperform Worst Fit in terms of decreasing both processing time and optimizing storage utilization. Between First Fit
and Best Fit, First Fit usually proves to be the most pragmatic choice, offering faster execution times while maintaining
comparable overall storage utilization.

3.4.5 Fragmentation and Compaction

As emphasized throughout this section, contiguous memory allocation is continuously battling the effects of memory
fragmentation.

• Internal Fragmentation: The wasted space strictly internal to a fixed-size partition. It occurs when a partition
is larger than the requested memory, leaving the remainder of the partition inaccessible.

• External Fragmentation: The fragmentation of the total available memory space into isolated, scattered holes.
Total free memory may be sufficient for a request, but the requirement for contiguous memory cannot be met.

External fragmentation can become a massive drain on system resources. The 50-percent rule is a recognized sta-
tistical observation stating that, on average, given N allocated blocks, another 0.5N blocks will be lost to fragmentation.
That implies that one-third of memory may become entirely unusable due to external fragmentation.

The primary solution to mitigate external fragmentation is Compaction. The goal of compaction is to physically
shuffle the memory contents, moving active processes together to consolidate all fragmented free memory into one large,
contiguous block.

Compaction is not always universally possible. If memory relocation is static—meaning memory addresses are
hard-bound at assembly or load time—compaction cannot be performed. Compaction is exclusively possible if the
system utilizes dynamic relocation, where memory addresses are bound at execution time.

For compaction to be feasible, the system’s hardware must support dynamic relocation, typically achieved through
base and limit registers. When a process is moved during compaction, the operating system only needs to update
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Before Compaction

Free (1MB)

Process 1 (1.5MB)

Free (1.5MB)

Process 2 (2MB)

Free (1MB)

Compaction

After Compaction

Process 1 (1.5MB)

Process 2 (2MB)

Free (3.5MB Contiguous)

Figure 3.12: The Compaction Process. Fragmented free space is consolidated into a single large block.

the base register to point to the new physical starting address. The simplest compaction algorithm slides all active
processes toward one end of memory, creating one massive hole at the opposite end.

AI IMAGE PLACEHOLDER
A visual metaphor of a defragmentation tool operating on a grid, physically pushing
solid colored blocks together and leaving a large unified empty space on one side.

Figure 3.13: Visualizing the memory compaction process.

Despite resolving external fragmentation, compaction is an intensely expensive operation. It necessitates pausing
all executing processes, physically copying vast amounts of data across memory buses, and updating context structures.
Because of this high performance overhead and the inherent complexities of managing variable partitions dynamically,
modern operating systems overwhelmingly prefer non-contiguous memory allocation techniques, primarily Paging
and Segmentation. These revolutionary methods permit a process’s physical memory to be entirely non-contiguous,
fundamentally eliminating external fragmentation and permanently removing the need for costly memory compaction.

3.4.6 Summary

Contiguous memory allocation remains a foundational concept in operating systems, illustrating the historical progression
and foundational challenges of memory management. By understanding fixed and variable partitioning, along with the
first-fit, best-fit, and worst-fit allocation algorithms, students gain deep insight into the complex trade-offs between
algorithm speed, memory utilization, and the constant battle against internal and external fragmentation. While pure
contiguous memory allocation is largely obsolete in modern general-purpose computing due to the profound advantages
of paging, it undeniably laid the essential groundwork for the sophisticated memory management strategies deployed
today and remains highly relevant in specialized embedded systems with strict deterministic requirements.

3.5 Segmentation
Memory management techniques such as paging are driven primarily by the need to optimize the use of physical
memory and to decouple the logical address space from the physical address space. However, paging suffers from a
significant conceptual disconnect: it separates the user’s view of memory from the actual physical implementation.
In paging, a program is arbitrarily chopped into fixed-size pages without any regard for the logical structure of the
program. Functions, arrays, and data structures are split across page boundaries indiscriminately. To bridge the gap

Textbook for DI03016061 Milav Dabgar

https://milav.in


Segmentation 63

between how programmers perceive a program and how the operating system manages memory, segmentation was
introduced.

Segmentation is a memory-management scheme that explicitly supports the programmer’s or user’s view of memory.
Rather than treating memory as a linear array of uniformly sized pages, segmentation models memory as a collection
of variable-sized segments, each corresponding to a distinct logical entity within a program.

3.5.1 The User’s View of Memory

When a programmer writes a program, they do not think of it as a contiguous array of bytes. Instead, they envision a
collection of interacting components: the main program, various subroutines, functions, procedures, methods, objects,
local and global variables, common blocks, the call stack, and dynamically allocated heaps. Each of these components
has an inherently different size, purpose, and lifecycle.

In a segmented memory system, the logical address space is precisely a collection of these segments. Each segment
possesses a distinct name and a specific length. The length of a segment is determined by the size of the logical entity it
represents; for example, an array of 1000 integers will have a segment size exactly accommodating those 1000 integers,
whereas a short subroutine will have a correspondingly smaller segment size.

Because segments are logically independent, they do not need to be contiguous in physical memory, nor do they
need to be of equal size. From the programmer’s perspective, a logical address is intrinsically two-dimensional: it must
specify both the particular segment and the offset within that segment. When a programmer or compiler references an
element, they use an address like array[index] or function_name + offset.

AI IMAGE PLACEHOLDER
A visual representation comparing the programmer’s logical view of memory

(subroutines, stack, symbol table as discrete blocks) mapped onto the scattered,
variable-sized segments in physical memory.

Figure 3.14: The Programmer’s View of Segmented Memory

For simplicity in implementation, most systems do not use string names for segments. Instead, the operating system
or the compiler assigns a unique numerical identifier to each segment. Thus, a logical address in a segmented system is
represented as an ordered pair:

⟨segment-number, offset⟩

or simply ⟨s, d⟩, where s is the segment number and d is the displacement or offset within that segment.

3.5.2 Segmentation Architecture and Hardware

To execute a program, the two-dimensional logical addresses must be mapped to one-dimensional physical addresses in
main memory. This address translation is accomplished using a specialized data structure known as a segment table.

The segment table is an array of base-limit register pairs. Each entry in the segment table corresponds to a specific
segment in the logical address space and contains two crucial pieces of information:

• Segment Base: This specifies the starting physical address where the segment resides in main memory.

• Segment Limit: This specifies the total length (or size) of the segment.

When the CPU generates a logical address ⟨s, d⟩, the memory management unit (MMU) uses the segment number
s as an index into the segment table. The MMU then retrieves the segment limit and the segment base associated with
segment s.

Before performing the translation, the MMU must enforce memory protection. It does this by checking whether the
offset d is valid. Since the offset must lie within the bounds of the segment, the condition 0 ≤ d < limit must hold true.
If the offset d is greater than or equal to the segment limit, the hardware generates a trap to the operating system
(specifically, a segmentation fault or an addressing error), preventing the process from accessing memory outside its
designated segment.
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If the offset is valid, the physical address is calculated by simply adding the offset to the segment base:

Physical Address = Segment Base + Offset (d)

CPU

s d

Segment Offset

Segment Table

Limit Base

s limits bases

< Trap if d ≥ limit

Yes

No (Trap)

+

Physical Memory

Segment s

bases

bases + limits

Figure 3.15: Segmentation Hardware and Address Translation

The segment table is typically stored in main memory. To avoid the overhead of accessing main memory for every
segment table lookup, a dedicated set of hardware registers called the Segment Table Base Register (STBR) and the
Segment Table Length Register (STLR) are utilized. The STBR points to the segment table’s location in memory, while
the STLR indicates the number of segments used by a program. For a logical address ⟨s, d⟩ to be valid, s must be
strictly less than the STLR.

3.5.3 Protection and Sharing

A significant advantage of segmentation over paging is the ease with which it facilitates memory protection and sharing.
Because each segment represents a logically distinct entity (such as a subroutine, a data array, or a read-only constant
pool), it is entirely natural to assign different access rights to different segments.

The segment table can be extended to include protection bits for each entry. These bits define the permitted
operations on the segment: read, write, and execute permissions. For instance, an array containing critical configuration
data can be marked as read-only. Any attempt by a process to execute a write instruction on an address mapping to
this segment will be intercepted by the hardware, generating a protection violation trap. Similarly, a segment containing
executable code can be marked as execute-only, preventing accidental or malicious modification of the instructions. In
paging systems, this level of granular, logically meaningful protection is difficult to achieve because a single physical
page might inadvertently contain a mixture of data and code.

Segmentation also drastically simplifies the sharing of memory among different processes. Consider a scenario where
multiple users are running the same text editor simultaneously. Instead of loading duplicate copies of the text editor’s
code into memory for each user, the operating system can place the executable code in a single, shared segment.

Each user process maintains its own segment table. For the shared text editor code, the segment table entry in each
process will point to the identical physical base address. The data segments (representing each user’s unique text file
and variables), however, will point to distinct physical memory locations.

Shared segments require careful management. The shared code must be reentrant (pure code), meaning it cannot
modify itself during execution. Any data modified by the execution of the code must be stored in separate, unshared
data segments unique to each process.

3.5.4 Fragmentation in Segmentation

While segmentation excels in aligning with the logical structure of programs and providing robust protection and
sharing mechanisms, it encounters a major challenge regarding memory allocation: external fragmentation.

Because segments are of variable sizes, allocating physical memory to segments is inherently a dynamic storage-
allocation problem. When a process is loaded into memory, the operating system must find contiguous blocks of free
physical memory (holes) large enough to accommodate each of the process’s segments. Common algorithms like first-fit,
best-fit, or worst-fit are employed to select the appropriate hole.

Over time, as processes terminate and new processes are launched, physical memory becomes peppered with small,
non-contiguous holes of free space. A situation may arise where the total amount of free memory across the system is
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Process P1 Segment Table

0 (Code)Base: 1000

1 (Data)Base: 4000

2 (Stack)Base: 7000
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2 (Stack)Base: 8500

Physical Memory

Shared Editor Code
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P1 Data
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5500

P1 Stack
7000

P2 Stack
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Figure 3.16: Sharing a Code Segment Between Two Processes

sufficient to satisfy a new segment request, but no single contiguous block is large enough. This is the classic definition
of external fragmentation.

AI IMAGE PLACEHOLDER
A diagram depicting external fragmentation in a segmented memory system,

showing scattered free memory spaces interspersed with allocated variable-sized
segments.

Figure 3.17: External Fragmentation in Segmentation

Unlike paging, segmentation does not suffer from internal fragmentation. A segment is allocated exactly the amount
of memory it requires; there is no leftover, wasted space at the end of a segment block.

To combat external fragmentation, an operating system might employ compaction. Compaction involves shuffling
the active segments in physical memory to consolidate all free space into one large, contiguous block. However,
compaction is computationally expensive and requires significant overhead. It also necessitates that segments be
dynamically relocatable at runtime, which imposes additional burdens on the address translation hardware.

3.5.5 Segmentation vs. Paging

Paging and segmentation serve similar fundamental purposes but take drastically different approaches. Understanding
their trade-offs is crucial for grasping modern operating system design. Table 3.1 provides a summarized comparison of
the two memory management schemes.

3.5.6 Combining Paging and Segmentation

Given the respective strengths and weaknesses of paging and segmentation, modern operating systems frequently
combine both techniques to construct a hybrid system, commonly referred to as paged segmentation or segmented
paging.

In a paged segmented system, the logical address space is divided into segments, preserving the programmer’s logical
view, protection, and sharing capabilities. However, instead of allocating physical memory to segments as contiguous,
variable-sized blocks (which causes external fragmentation), each segment is further divided into fixed-size pages.
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Feature Paging Segmentation
Division Unit Memory is divided into fixed-size blocks

(pages).
Memory is divided into variable-sized log-
ical units (segments).

Programmer’s View Transparent to the programmer; hardware
and OS handle the division.

Aligns with the programmer’s view of in-
dependent, named logical units.

Address Structure ⟨page number, offset⟩ where offset size is
fixed.

⟨segment number, offset⟩ where offset can
vary up to the segment limit.

Fragmentation Suffers from internal fragmentation
but no external fragmentation.

Suffers from external fragmentation
but no internal fragmentation.

Hardware Support Uses Page Tables. Hardware manages
page faults and TLB.

Uses Segment Tables containing Base and
Limit registers.

Protection/Sharing Difficult and coarse-grained, as code and
data can share a page.

Natural and fine-grained; sharing pure
code segments is trivial.

Table 3.1: Comparison between Paging and Segmentation

When a segment is created, the system allocates a page table specifically for that segment. The segment table entry,
instead of containing the physical base address of the entire segment, points to the base address of the segment’s page
table. The offset d from the logical address ⟨s, d⟩ is then split into a page number p and a page offset d′.

This hybrid approach effectively eliminates external fragmentation by utilizing paging at the hardware level, while
retaining the conceptual elegance and security benefits of segmentation at the user level. Prominent architectures, such
as the Intel x86 family and the classic MULTICS operating system, have successfully employed variations of paged
segmentation to achieve highly efficient and secure memory management.

3.6 Paging

3.6.1 Introduction to Paging

In our exploration of memory management thus far, we have observed the limitations imposed by contiguous memory
allocation techniques. The most prominent among these limitations is external fragmentation, a scenario where free
memory space is scattered in small blocks, rendering it unable to satisfy a process’s memory request despite the total
available memory being sufficient. Compaction, a potential solution, is computationally expensive. This brings us to a
more robust and sophisticated memory management scheme: Paging.

Paging is a memory management technique that permits the physical address space of a process to be non-contiguous.
It avoids external fragmentation and the need for compaction entirely. This scheme also solves the considerable problem
of fitting memory chunks of varying sizes onto the backing store, which suffers from its own form of fragmentation.
Paging is implemented through cooperation between the operating system and the computer hardware.

3.6.2 Basic Method of Paging

The fundamental idea behind paging is to divide both physical memory and logical memory into blocks of the same
fixed size.

• Frames: The physical memory is broken down into fixed-sized blocks called frames.

• Pages: The logical memory (the address space generated by the CPU for a process) is divided into blocks of the
exact same size, called pages.

When a process needs to be executed, its pages are loaded into any available memory frames. The backing store
(typically a disk) is also divided into fixed-sized blocks that are of the same size as the memory frames.

To keep track of which page is loaded into which frame, the operating system maintains a data structure called a
Page Table for each process. The page table essentially acts as a map, translating logical pages to physical frames.

Let’s visualize this basic mapping.

3.6.3 Address Translation Architecture

How does the CPU actually fetch data when paging is in place? Every address generated by the CPU (the logical
address) is divided into two distinct parts:
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Figure 3.18: Paging Hardware: Mapping of Logical to Physical Memory

1. Page Number (p): This acts as an index into the page table. The page table contains the base address of each
page in physical memory.

2. Page Offset (d): This represents the displacement or offset within the specific page.

The size of the logical address space is determined by the CPU architecture (e.g., 32-bit or 64-bit). The page size
(which is identical to the frame size) is also dictated by the hardware, typically ranging from 4 KB to 1 GB. Since the
page size is always a power of 2, the division of the logical address into page number and offset is straightforward.

If the size of the logical address space is 2m, and a page size is 2n bytes, then the high-order m − n bits of a logical
address designate the page number, and the n low-order bits designate the page offset.

CPU

Logical Address

p d

Page
Table

Base Register

Physical Address

f d

Physical
Memory

Figure 3.19: Paging Address Translation Architecture

When a CPU generates a logical address, the memory management unit (MMU) extracts the page number p. It uses
p as an index into the page table to retrieve the corresponding frame number f . The frame number f is then combined
with the page offset d to form the physical address. Because the page offset d represents the displacement within the
page, it remains unchanged during the translation process and directly becomes the offset within the physical frame.
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AI IMAGE PLACEHOLDER
A conceptual illustration comparing a contiguous block of memory with a

fragmented physical memory where pages are scattered across different frames,
showing how the Page Table acts as a map resolving the fragmentation.

3.6.4 Hardware Support for Paging

The page table is a critical component of the paging system and is typically kept in main memory. To facilitate rapid
access, the operating system maintains a Page-Table Base Register (PTBR) that points to the page table of the
currently executing process. Changing page tables when a context switch occurs only requires changing the value of
this register, which is exceptionally fast.

However, storing the page table in main memory introduces a significant performance bottleneck. Consider a simple
memory access instruction:

1. The CPU first must access the page table in memory to translate the logical address to a physical address.

2. The CPU then accesses the physical memory at the translated address to fetch the actual data or instruction.

This means every logical memory access requires two physical memory accesses. This 100% overhead is generally
unacceptable in modern computing.

Translation Look-Aside Buffer (TLB)

To overcome this performance penalty, hardware designers implemented a specialized, small, and fast hardware cache
known as the Translation Look-Aside Buffer (TLB). The TLB is an associative, high-speed memory. Each entry
in the TLB consists of two parts: a key (the page number) and a value (the frame number).

When a logical address is generated by the CPU, its page number is presented to the TLB.

• TLB Hit: If the page number is found in the TLB, the corresponding frame number is immediately available.
This search is performed in parallel across all entries and is extremely fast. The translated physical address is
constructed, and memory is accessed.

• TLB Miss: If the page number is not present in the TLB, a TLB miss occurs. The CPU must then access the
page table in main memory to fetch the frame number. Once retrieved, the page number and frame number are
added to the TLB so that future references to that page will result in a TLB hit.

If the TLB is full, an existing entry must be replaced to make room for the new one. Replacement policies vary,
ranging from Least Recently Used (LRU) to random replacement.

CPU p d

TLB
(Translation
Look-aside

Buffer)

Page
Table

f d
Physical
Memory

Miss

Hit

Figure 3.20: Paging Hardware with Translation Look-aside Buffer (TLB)
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AI IMAGE PLACEHOLDER
A highly detailed, futuristic diagram showing the CPU querying the Translation

Look-Aside Buffer (TLB) at lightning speed, with a secondary slower path
extending to a larger main memory block representing a TLB Miss.

Effective Access Time (EAT)

The percentage of times that the page number of interest is found in the TLB is called the hit ratio. To evaluate the
performance impact of the TLB, we calculate the Effective Access Time (EAT).

Let α be the hit ratio, ε be the TLB search time, and m be the main memory access time.

• When a TLB hit occurs, the total access time is ε + m (TLB search + memory access).

• When a TLB miss occurs, the total access time is ε + 2m (TLB search + page table access + memory access).

Therefore, the EAT is calculated as:

EAT = (ε + m)α + (ε + 2m)(1 − α) (3.1)

For example, if the TLB search takes 20 nanoseconds, memory access takes 100 nanoseconds, and the hit ratio is
80% (0.8), the EAT would be:

EAT = (20 + 100) × 0.8 + (20 + 100 + 100) × 0.2
= (120) × 0.8 + (220) × 0.2
= 96 + 44
= 140 nanoseconds

In this scenario, we suffer a 40% slowdown compared to direct memory access (140ns vs 100ns) without a TLB. With a
99% hit ratio, the EAT becomes (120 × 0.99) + (220 × 0.01) = 118.8 + 2.2 = 121 nanoseconds, which represents only a
21% slowdown, illustrating the critical importance of high TLB hit ratios.

3.6.5 Protection and Sharing in Paging

Memory protection in a paged environment is accomplished by associating protection bits with each frame. These bits
are typically kept in the page table alongside the frame numbers.

One common bit is the valid-invalid bit. When this bit is set to "valid," it indicates that the associated page is
currently in the process’s logical address space, and thus is a legal page to access. When set to "invalid," the page
is not in the process’s logical address space. Attempting to access an invalid page generates a trap to the operating
system (a segmentation fault or page fault). Other protection bits can denote whether the page is read-only, read-write,
or execute-only.

An immense advantage of paging is the possibility of sharing common code. This is particularly crucial in multi-user
systems. If code is reentrant (also known as pure code), it can be shared. Reentrant code is non-self-modifying code:
it never changes during execution. Consequently, two or more processes can execute the same code simultaneously
without interfering with each other.

For instance, consider a system where forty users are executing the same text editor simultaneously. If the text
editor consists of 150 KB of code and 50 KB of data space, sharing the code significantly reduces memory requirements.
Instead of each process needing 200 KB (totaling 40 × 200 KB = 8000 KB), the system only needs one copy of the 150
KB code, plus forty copies of the 50 KB data space. The total memory required is 150 KB + (40 × 50 KB) = 2150 KB,
resulting in an enormous saving of physical memory.

To share code, the page tables for the different processes simply map their respective logical pages containing the
shared code to the same physical frames in memory. The data pages, which are modified by each process, are mapped
to separate, independent physical frames.
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3.6.6 Advantages and Disadvantages of Paging

Advantages:

• No External Fragmentation: Because any available frame can be used to satisfy a memory request, memory
is utilized completely up to the block size without leaving scattered, unusable holes.

• Simplified Memory Allocation: The operating system only needs to maintain a free-frame list to track
available physical memory blocks. Allocating memory simply involves taking frames from this list.

• Code Sharing: Paging inherently supports the sharing of reentrant code, saving considerable memory.

Disadvantages:

• Internal Fragmentation: While external fragmentation is eliminated, internal fragmentation remains a
possibility. If a process requires 72 KB of memory and the page size is 4 KB, it will be allocated 18 pages perfectly.
However, if it requires 73 KB, it must be allocated 19 pages (19 × 4 KB = 76 KB), resulting in 3 KB of wasted
memory (internal fragmentation) in the final frame. On average, internal fragmentation is expected to be half a
page per process.

• Memory Overhead for Page Tables: Page tables can consume a substantial amount of physical memory
themselves, especially for large address spaces (e.g., in a 32-bit system with 4 KB pages, a page table can be up
to 4 MB per process).

• Hardware Requirements: Effective paging necessitates specialized hardware, such as the MMU and a TLB, to
prevent severe performance degradation during address translation.

3.6.7 Structure of the Page Table

As logical address spaces have grown to 32 bits and 64 bits, straightforward page tables have become impractically
large. To address this, modern operating systems employ advanced page table structures:

• Hierarchical Paging: Also known as multi-level paging. The logical address space is broken up into multiple
page tables. A simple technique is a two-level page table, where the page table itself is also paged. This avoids
the need to keep the entire page table continuously in memory.

• Hashed Page Tables: The logical page number is hashed into a hash table. The hash table entry contains a
linked list of elements that hash to the same location. This is often used for address spaces larger than 32 bits.

• Inverted Page Tables: Instead of having a page table for each process, the system maintains a single table
that has one entry for each real physical frame of memory. Each entry consists of the virtual address of the
page stored in that frame, along with information about the process that owns that page. While this drastically
reduces the memory needed to store page tables, it increases the amount of time needed to search the table when
a page reference occurs.

3.6.8 Summary

Paging is an indispensable memory management technique utilized in almost all modern operating systems. By
decoupling the logical address space from the physical memory layout, it eliminates external fragmentation and
simplifies memory allocation. While it introduces the necessity for address translation overhead and the potential
for internal fragmentation, hardware optimizations like the TLB and sophisticated page table structures successfully
mitigate these challenges, rendering paging a robust and highly efficient solution.
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4.1 File Management
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4.2 File Concept

4.2.1 Introduction to the File Concept

In the modern computing landscape, data storage and retrieval are among the most fundamental tasks an operating
system performs. When we use computers, we constantly deal with files—whether we are writing a document, listening
to a song, watching a video, or running a program. But what exactly is a file from the perspective of an operating
system?

A file is a named collection of related information that is recorded on secondary storage (such as hard disk drives,
solid-state drives, optical disks, or magnetic tapes). From a user’s logical perspective, a file is the smallest allotment of
logical secondary storage; that is, data cannot be written to secondary storage unless it is within a file. The operating
system provides a uniform logical view of information storage, abstracting away the complex physical properties of the
storage devices.

AI IMAGE PLACEHOLDER
A conceptual illustration showing a diverse array of physical documents (text files,

images, music notes) flowing into a glowing digital file folder, representing the
abstraction of physical data into logical digital files.

Figure 4.1: Conceptual transformation of raw data into logical files.

Files represent both data and programs. Data files may be numeric, alphabetic, alphanumeric, or binary. Files
can be highly structured, such as a database file with records and fields, or completely unstructured, such as a simple
stream of bytes in a raw text file. The creator of the file or the application that uses it dictates the file’s internal
structure. The operating system, for the most part, treats a file simply as a sequence of bytes, leaving the interpretation
of those bytes to the application programs. This abstraction allows the operating system to remain general-purpose,
supporting any file type a user might create.

4.2.2 File Attributes

While a file essentially contains data, the operating system requires additional information about the file to manage it
efficiently. This metadata, known as file attributes, varies slightly depending on the operating system (e.g., Windows
vs. UNIX/Linux), but generally includes the following common attributes:
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• Name: The symbolic file name is the only information kept in a human-readable form. It is the label users
utilize to identify the file in command-line interfaces or graphical user interfaces.

• Identifier: This unique tag, usually a number, identifies the file within the file system. It is the non-human-
readable name for the file, often referred to as an inode number in UNIX-based systems. It serves as the primary
key for the operating system to locate the file’s metadata.

• Type: This attribute is necessary for systems that support different types of files. It helps the operating system
or applications understand how to treat the file’s contents, ensuring that a text editor doesn’t try to open an
executable binary file.

• Location: This is a pointer to a device and to the physical location of the file on that device. It tells the disk
controller exactly which cylinders, sectors, or blocks to access.

• Size: The current size of the file (in bytes, words, or blocks), and possibly the maximum allowed size, are included
in this attribute. Tracking size is crucial for storage management and quota enforcement.

• Protection: Access-control information determines who can do what to the file (e.g., read, write, execute). This
ensures data security and integrity in multi-user environments, preventing unauthorized users from modifying or
viewing sensitive data.

• Time, Date, and User Identification: This information typically tracks when the file was created, when it
was last modified, and when it was last accessed. It also records the identity of the file’s creator or current owner,
which is crucial for protection, security, data backup strategies, and usage monitoring.

The information about all files is kept in the directory structure, which also resides on secondary storage. Every
directory entry consists of the file’s name and its unique identifier, which in turn points to the other file attributes
stored in a data structure often called a File Control Block (FCB) or an inode.

File Control Block (FCB) / Inode

File Name
project_plan.pdf

Identifier
ID: 987654
File Type

PDF Application
File Size

2048 Bytes

Location Pointer
Disk Sector 45

Protection & Permissions
rwx r– r–

Timestamps
Created, Modified, Accessed

Owner Identification
User ID: 1001

File Name
project_plan.pdf

Identifier
ID: 987654
File Type

PDF Application
File Size

2048 Bytes

Location Pointer
Disk Sector 45

Protection & Permissions
rwx r– r–

Timestamps
Created, Modified, Accessed

Owner Identification
User ID: 1001

Figure 4.2: A typical File Control Block (FCB) storing file attributes.

4.2.3 File Operations

A file is an abstract data type. To define a file properly, we need to consider the operations that can be performed on
it. The operating system provides a comprehensive set of system calls to manipulate files. Programmers use these
system calls in their applications to interact with files. The most basic file operations include:

1. Creating a File

Two steps are necessary to create a file. First, space in the file system must be found for the file. This involves
interacting with the disk space allocation mechanisms of the operating system. Second, an entry for the new file must
be made in the directory. This entry includes the name of the file and its location in the file system, along with initial
attributes like creation time.
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2. Writing a File

To write to a file, the application makes a system call specifying both the name of the file and the information to
be written. The operating system searches the directory to find the file’s location. The system maintains a write
pointer that indicates the location in the file where the next write is to take place. The write pointer must be updated
whenever a write occurs, advancing it by the number of bytes written.

3. Reading a File

To read from a file, a system call is made specifying the file’s name and where (in memory) the next block of the
file should be put. Again, the directory is searched for the associated entry. The operating system maintains a read
pointer to the location in the file where the next read is to take place. Once the read has occurred, the read pointer is
updated.

Because a process is usually either reading from or writing to a file, the current operation location can be kept as a
per-process current-file-position pointer. Both the read and write operations use this same pointer, saving space
and reducing system complexity.

4. Repositioning within a File

The directory is searched for the appropriate entry, and the current-file-position pointer is repositioned to a given value.
This operation is often called seeking (e.g., the lseek() system call in UNIX). Repositioning within a file does not
involve any actual disk I/O. Instead, it alters the pointer so that subsequent reads or writes will occur at the newly
specified location.

5. Deleting a File

To delete a file, we search the directory for the named file. Once found, we release all file space, freeing the storage
blocks associated with it so they can be reused by other files. Finally, we invalidate the directory entry. Some operating
systems also provide a mechanism known as "secure deletion" where the physical blocks are overwritten with random
data or zeros to prevent unauthorized data recovery.

6. Truncating a File

Sometimes a user wants to erase the contents of a file but keep its attributes. Rather than forcing the user to delete the
file and then recreate it, the truncation function allows all attributes to remain unchanged—except for file length—but
lets the file be reset to zero length, releasing its allocated disk space.

These six basic operations comprise the minimal set of required file operations. Other common operations, such as
appending to a file or renaming an existing file, can be constructed from these primitive operations.

AI IMAGE PLACEHOLDER
An infographic style illustration depicting a factory assembly line where file
operations (Create, Write, Read, Delete) are represented as distinct robotic

stations working on a block of data traveling on a conveyor belt.

Figure 4.3: Visualization of standard file operations as an assembly line.

4.2.4 Open-File Table

Performing file operations frequently involves searching the directory for the file entry. To avoid this continuous
searching, the operating system requires that a file be actively opened before it is actively used.

The open() system call takes a file name and searches the directory, copying the directory entry into the open-file
table. This table resides in the main memory and contains information about all currently opened files. Future
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operations do not require directory searches; they simply use the index into this table. When the user is done with the
file, a close() operation removes the entry from the open-file table.

In multi-user systems, typically two levels of internal tables are used to manage open files efficiently:

• Per-process table: This table tracks all files opened by a specific process. It stores information regarding
the process’s use of the file, such as the current file pointer and the access rights (e.g., read-only or read-write)
granted to the process.

• System-wide table: This table contains process-independent information, such as the location of the file on
disk, access dates, file size, and the file-open count. The file-open count tracks how many processes currently
have the file open.

The per-process table points to the appropriate entry in the system-wide table. This dual-table structure ensures
that if multiple processes open the same file simultaneously, the system-wide information is stored only once, saving
memory, while each process maintains its independent file pointer. When a process closes a file, the per-process table
entry is removed, and the open count in the system-wide table is decremented. When the open count reaches zero, the
system-wide entry is removed.

4.2.5 File Types and Internal Formats

A common technique for implementing file types is to include the type as part of the file name. The name is divided
into two parts: a name and an extension, usually separated by a period. For example, resume.pdf or script.sh.

The file extension helps both the user and the operating system understand the file’s format and the application
needed to open it. Common extensions include:

• Executable files: .exe, .bin, .sh - Ready to run machine language or shell scripts.

• Source code: .c, .java, .py - Uncompiled instructions written in programming languages.

• Text files: .txt, .doc - Plain or formatted text readable by humans.

• Multimedia: .mp4, .jpg, .mp3 - Binary files structured to represent video, images, or audio.

However, not all operating systems enforce file extensions. Systems like UNIX and Linux often use a magic
number stored at the very beginning of the file to indicate the file’s true format. For example, all compiled Java
class files begin with the hexadecimal value CAFEBABE, and PDF files begin with %PDF. The operating system can read
this signature to determine the file type, preventing an executable from accidentally being opened as a plain text file,
regardless of whether the user renames the file with a .txt extension.

4.2.6 Internal File Structure and Fragmentation

The internal structure of a file is fundamentally determined by the operating system’s disk block allocation method.
Disk systems have a well-defined block size determined by the physical constraints of the storage medium. Therefore,
all disk I/O is performed in units of one physical block (e.g., 512 bytes, 1024 bytes, or 4096 bytes).

Logical records, which are defined by the user or application, are packed into these physical blocks. For example, if
each logical record is 100 bytes and the physical block size is 512 bytes, then five complete records can be stored in one
physical block (5 × 100 = 500 bytes). The remaining 12 bytes are unused, resulting in internal fragmentation.

Internal fragmentation is the wasted space within a block that cannot be utilized by other files because the operating
system allocates space in whole block units. If a file requires 513 bytes and the block size is 512 bytes, the operating
system must allocate two blocks (1024 bytes), resulting in 511 bytes of internal fragmentation in the second block.

The operating system must map the logical view of the file (a continuous, un-interrupted stream of bytes) onto the
physical reality of the disk (a series of discrete, potentially non-contiguous blocks). This complex mapping is entirely
hidden from the user, emphasizing the file’s role as a powerful abstraction of storage.

4.2.7 Summary

The file concept serves as the critical bridge between human-readable information and the rigid, block-based physical
storage mechanisms of a computer system. By bundling raw data with its associated attributes (such as name, type,
and permissions) and providing a standardized set of operations (create, read, write, reposition, delete, and truncate),
the operating system ensures that users and applications can easily and securely manage their information. The
introduction of mechanisms like the open-file table further optimizes access, proving that the file is not just a container
for data, but a highly engineered, central abstraction in modern operating systems.
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Logical File (Byte Stream)0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . N bytes

Physical Disk Blocks Block 1
(512 Bytes)

Block 2
(512 Bytes)

Block 3
(512 Bytes)

Block 1
(512 Bytes)

Block 2
(512 Bytes)

Block 3
(512 Bytes)

. . .

Rec 1 Rec 2 Rec 3

Logical records packed into blocks

Waste
(Frag.)

Figure 4.4: Mapping a continuous logical file to discrete physical disk blocks, illustrating potential internal fragmentation.

4.3 File Attributes and File Types
Files are a central element of modern operating systems, providing a mechanism to store data and programs permanently
on non-volatile storage devices like hard disk drives, solid-state drives, and flash memory. To the user, a file is a
contiguous logical address space. However, to the operating system, a file is a collection of physical blocks distributed
across the storage medium. Managing these files effectively requires a robust structure to keep track of various details
about each file. This is where file attributes and file types come into play.

4.3.1 File Attributes

Every file in a computer system is accompanied by metadata—data about the data. This metadata is collectively
known as the file’s attributes. File attributes provide the operating system, file management utilities, and users with
essential information required to manipulate, manage, and secure the file. While the exact set of attributes can vary
depending on the specific operating system and the file system architecture in use (such as NTFS, ext4, APFS, or
FAT32), a common core set of attributes is universally recognized.

• Name: The symbolic file name is the only information kept in human-readable form. It is the string of characters
that users interact with. Modern systems support long file names, often allowing up to 255 characters and
incorporating Unicode to support various languages and symbols.

• Identifier (or File Handle/Inode Number): This unique tag, usually a number, identifies the file within the
file system; it is the non-human-readable name for the file. The operating system uses this identifier to locate the
file efficiently without repeatedly parsing the string name.

• Type: This information is necessary for systems that support different types of files. It dictates which applications
can open the file and how the operating system should treat its contents.

• Location: This attribute acts as a pointer to a device and to the location of the file on that device. It tracks the
physical blocks or sectors where the actual data resides.

• Size: The current size of the file (in bytes, words, or blocks) is tracked, and possibly the maximum allowed size.
Some file systems also keep track of the allocated size on disk, which may differ from the actual logical size due
to block fragmentation.

• Protection: Access-control information determines who can do reading, writing, executing, and so on. Protection
attributes are critical for system security, preventing unauthorized access or modification. In UNIX-like systems,
this involves read, write, and execute permissions for the owner, group, and others.

• Time, Date, and User Identification: This information may be kept for creation, last modification, and last
use (access). These data can be useful for protection, security, and usage monitoring. Backup utilities heavily
rely on the "last modified" timestamp to determine if a file needs to be backed up.

The operating system stores these attributes in a directory structure or a dedicated metadata structure on the
storage device. For example, in UNIX-like systems, this information is stored in an “inode” (index node), while in
Windows NTFS, it is stored in the Master File Table (MFT).

To manage these attributes, operating systems typically utilize a data structure known as a File Control Block
(FCB). The FCB contains all the essential metadata required by the OS to manipulate the file.
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AI IMAGE PLACEHOLDER
A metaphorical illustration of a physical file folder with various tags and labels
attached to it, representing file attributes like name, size, padlock for protection,

and a clock for timestamps.

Figure 4.5: Visualizing File Attributes

File Control Block (FCB)

File Name: report.pdf

Unique Identifier: 1048576

File Type: PDF Document

Storage Location: Block 402

File Size: 2.4 MB

Protection: rwx r– r–

Timestamps: Created 12/05...

Storage Disk
(Blocks)

Points to physical blocks

Figure 4.6: Conceptual Structure of a File Control Block
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4.3.2 File Types

When designing a file system, one critical consideration is whether the operating system should recognize and support
different file types. If an operating system recognizes the type of a file, it can operate on the file more intelligently
and safely. For instance, if the OS knows that a file contains an executable program, it will allow the user to run it;
conversely, it will prevent a user from accidentally attempting to execute a plain text file or an image, which would
otherwise result in meaningless errors or system instability.

Different operating systems handle file typing in various ways. Let us explore the common methodologies and the
standard file types encountered in modern computing.

• Executable Files: These files contain machine language instructions that can be directly loaded into memory
and executed by the CPU. Examples include .exe or .com files in Windows, and binaries with the execute bit set
in Linux/UNIX. They represent the active, runnable components of the system.

• Object Files: These represent compiled machine language that has not yet been linked into an executable
program. These are intermediate files (.o or .obj) produced by compilers during the software development
process.

• Source Code Files: These contain human-readable instructions written in programming languages like C, C++,
Java, or Python (.c, .cpp, .java, .py). They must be compiled or interpreted to be executed.

• Batch or Script Files: Files containing a sequence of commands for the operating system’s command interpreter
or a specific scripting language environment. Examples include .bat (Windows Batch), .sh (Shell Script), or
PowerShell scripts (.ps1).

• Text Files: These files contain plain textual data without complex formatting. They typically use ASCII or
Unicode encoding. Examples include .txt files. They are widely used for configuration, logging, and simple data
storage.

• Word Processor/Document Files: Formatted text files that contain not just characters but also typesetting
information, font styles, embedded images, and layout instructions. Examples include .docx, .pdf, or .rtf.

• Multimedia Files: These include various formats for storing images (.jpg, .png), audio (.mp3, .wav), and
video (.mp4, .mkv). They require specific applications equipped with necessary codecs to interpret the encoded
binary data.

• Archive and Compressed Files: Files that bundle multiple other files and directories into a single file, often
utilizing data compression to reduce the overall storage space. Examples include .zip, .tar.gz, and .rar.

4.3.3 Implementing File Types

The operating system requires a dependable method to discern the type of a given file. Three primary techniques are
predominantly used:

File Extensions

This is the most visible and common technique, pioneered heavily by MS-DOS and continuously used in Microsoft
Windows. The file name is split into two parts separated by a period (dot). The part after the period is the extension,
which acts as a hint to the OS and the user about the file’s type. For example, in document.txt, the .txt extension
signifies a text file. The operating system maintains a registry or table mapping extensions to specific applications. When
a user double-clicks the file, the OS consults this mapping and launches the associated program. While user-friendly,
this system is inherently fragile. If a user maliciously or accidentally renames image.jpg to image.txt, the operating
system might mistakenly try to open it with a text editor, resulting in garbled characters.

Magic Numbers

UNIX-like systems (Linux, macOS) largely rely on “magic numbers” to identify file types. A magic number is a specific,
immutable sequence of bytes located at the very beginning of the file (the file header). This signature uniquely identifies
the file format regardless of its external name or extension. For example, all standard PDF files start with the ASCII
string %PDF- (hexadecimal: 25 50 44 46), and ZIP archives begin with PK (hexadecimal: 50 4B).

The file command in UNIX systems reads these magic numbers to accurately report the file type. This method
is significantly more robust than relying on extensions because it inspects the actual content of the file. Even if an
executable file has no extension or a misleading one, the operating system can still recognize it as an executable binary
by reading its magic number.
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AI IMAGE PLACEHOLDER
A split illustration. On the left side, a file is identified by its external label (file
extension). On the right side, an X-ray vision or magnifying glass reveals the

internal "magic numbers" (hex codes) identifying the file’s true nature.

Figure 4.7: File Extensions vs. Magic Numbers

File Extension Method

report.pdf

[Binary Data]

OS extracts
extension ".pdf"

report.pdf

[Binary Data]

OS extracts
extension ".pdf"

Map to PDF Viewer

Magic Number Method

report

%PDF-1.4...
[Binary Data]

OS reads header
0x25504446

report

%PDF-1.4...
[Binary Data]

OS reads header
0x25504446

Recognized as PDF

Figure 4.8: Comparison of File Type Identification Mechanisms
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Creator and Type Attributes

Apple’s classic Mac OS employed a different strategy. Each file had two hidden attributes stored in the file system
directory: a creator code and a type code. The creator code was a four-character sequence uniquely identifying the
specific application that created the file, while the type code specified the general format. When a user double-clicked
a file, the OS used the creator code to immediately launch the exact original application, ensuring high fidelity. If
the original application was missing, it used the type code to find alternative software capable of opening the format.
This eliminated the need for visible extensions while remaining extremely robust. Modern macOS has transitioned to
a hybrid approach, primarily utilizing file extensions (similar to Windows) and Uniform Type Identifiers (UTIs) to
manage file associations, while occasionally falling back on magic numbers.

4.3.4 Role of File Attributes in OS Operations

The operating system utilizes file attributes for a multitude of essential tasks behind the scenes.
Access Control and Security: The protection attributes are continuously evaluated by the operating system’s

security reference monitor. When a user or process attempts to read, modify, or execute a file, the OS compares the
user’s credentials against the file’s access control lists (ACLs) or standard permission bits. If the user does not possess
the requisite permissions, the system denies access, ensuring the integrity and confidentiality of the stored data.

File System Integrity and Quotas: The file size attribute is crucial for managing disk space. Operating systems
use it to enforce user disk quotas, ensuring no single user consumes all available storage resources. Furthermore, when
the file system allocates storage blocks for a file, it synchronously updates the size and location attributes. In the
event of an unexpected system crash, file system checking utilities (like fsck in Linux or chkdsk in Windows) verify
that the allocated physical blocks match the recorded file size attribute, repairing discrepancies to prevent severe data
corruption.

Backup and Archiving Automation: Incremental backup utilities depend heavily on the "last modified" or
"archive" attributes. When a file is modified, its timestamp is updated, and in Windows systems, the "Archive" bit is
explicitly set. A backup program scans the file system, rapidly identifying only the files whose modification time is
newer than the last backup or whose archive bit is set. This makes routine backups highly efficient, copying only what
has changed rather than the entire contents of the disk.

Search and Indexing: Modern operating systems include robust desktop search engines. These indexing services
constantly run in the background, reading file attributes like name, type, date, and even extended attributes (like
author tags, MP3 ID3 tags, or image dimensions) to build a fast-search database. When a user searches for “documents
modified last week,” the system rapidly queries this pre-built attribute database instead of slowly scanning the entire
hard drive byte by byte.

4.3.5 Extended File Attributes and System Calls

Beyond the standard attributes, many modern file systems support Extended File Attributes (EA). These are arbitrary
name-value pairs associated with a file, providing a mechanism to attach metadata that is not strictly required by the
operating system core but is highly useful for user-space applications.

For instance, an image editing software might save the specific color profile or camera EXIF data as an extended
attribute. A downloaded file might have an extended attribute applied by the web browser indicating its origin URL
(known as the “Mark of the Web” in Windows). This allows the operating system to display a security warning when
the user attempts to execute a program downloaded from the internet. Extended attributes empower applications to
store rich metadata natively without altering the actual binary contents of the file itself.

Operating systems provide specific programming interfaces, known as system calls, allowing software to retrieve
and modify these file attributes. In UNIX-like environments, the stat() system call is widely utilized to retrieve a
comprehensive data structure containing the file’s size, ownership, permissions, and precise timestamps. To modify
permissions programmatically, applications use the chmod() system call, and to change ownership, they use chown().

In the Windows API, functions like GetFileAttributes() and SetFileAttributes() are used to interact with
basic attributes (hidden, read-only, system), while more complex structures like security descriptors are handled by
specialized security APIs. These programmatic interfaces are the bedrock upon which graphical file managers (like
Windows Explorer or macOS Finder) are built, enabling end-users to right-click a file, view its properties dialog, and
seamlessly alter its attributes through a user-friendly graphical interface.

4.4 File Access Methods
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4.4.1 Introduction to File Access Methods

In an operating system, a file is fundamentally a collection of correlated information stored on secondary storage devices
such as Hard Disk Drives (HDDs), Solid State Drives (SSDs), or magnetic tapes. While the file system is responsible
for organizing these files on the storage medium, the manner in which the data within these files is read into memory
or written back to the disk is governed by what are known as file access methods.

When an application requests data from a file, it does not interact directly with the physical storage hardware.
Instead, it issues a logical request to the operating system, which then translates this request into physical storage
operations. The access method dictates the specific interface and logical mechanisms provided by the operating system
for retrieving and manipulating the data within a file. The choice of an appropriate access method is a critical decision
in system and application design, as it directly impacts the performance, storage efficiency, and complexity of data
retrieval. Different applications have divergent needs: a text editor reading a configuration file requires a different
access pattern than a large-scale relational database executing a complex query. Consequently, operating systems
typically support multiple file access methods to accommodate these varied requirements. The three most prevalent file
access methods are Sequential Access, Direct (or Relative) Access, and Indexed Access.

4.4.2 Sequential Access Method

The Sequential Access Method is the simplest, most intuitive, and historically the most common method of accessing
data in a file. As the name implies, information within a sequentially accessed file is processed in a strict, linear order,
one byte or record after another.

Concept and Mechanism

The underlying conceptual model for sequential access is derived from early magnetic tape storage systems, where
physical constraints necessitated reading data sequentially from the beginning of the tape to the end. In modern
operating systems, even though underlying disks support random access, sequential access is implemented logically by
maintaining a current file pointer or offset.

When a file is opened for sequential access, the pointer is initialized to the beginning of the file (offset zero). When
a read() operation is executed, the operating system fetches the data starting from the current pointer position, and
then automatically advances the pointer by the number of bytes read. Similarly, a write() operation appends data at
the current pointer position and advances the pointer.

Record 1 Record 2 Record 3 Record 4 Record 5 . . .

Start of File

Current File Pointer

Figure 4.9: Logical view of the Sequential Access Method where records are processed one after another.

The standard operations available in sequential access include:

• read_next(): Reads the next contiguous block of data and advances the file pointer.

• write_next(): Writes data to the end of the file (appending) and advances the pointer. Overwriting existing
data sequentially is also possible but less common without rewriting the entire subsequent file contents.

• rewind(): Resets the file pointer back to the beginning of the file, allowing the sequential reading process to
restart.

• skip(n): Advances the pointer by n records or bytes without reading the data, used to bypass unnecessary
information.

Advantages and Disadvantages

The primary advantage of sequential access is its simplicity. It is incredibly easy for operating systems to implement
and optimize. Because data is read in contiguous blocks, the operating system can employ aggressive read-ahead
caching strategies—fetching subsequent blocks of the file into memory before the application even requests them—which
dramatically improves throughput. This makes sequential access highly efficient for processing large volumes of data
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AI IMAGE PLACEHOLDER
A metaphorical illustration showing an old-fashioned reel-to-reel magnetic tape

processing data linearly, analogous to reading a novel page by page from start to
finish.

Figure 4.10: Visual metaphor for Sequential File Access.

where every record must be evaluated, such as text files, log files, source code files, and batch processing applications
(e.g., payroll processing).

However, sequential access is inherently inefficient for finding specific, isolated pieces of information. If a user needs
to read the 10,000th record in a file, the system must read and discard the first 9,999 records. There is no mechanism
to jump directly to an arbitrary location.

4.4.3 Direct (Relative) Access Method

To overcome the limitations of sequential access, the Direct Access Method (also called the Relative Access Method)
was developed. This method allows programs to read and write records rapidly in no particular order. Direct access
is the foundational access method for databases and interactive applications where immediate retrieval of specific
information is mandatory.

Concept and Mechanism

Direct access is based on the disk model of a file. Unlike magnetic tapes, disk drives (both HDDs and SSDs) are
random-access devices. The read/write heads of an HDD can physically move to any track and sector on the disk, and
SSD controllers can address any flash memory page directly, bypassing the need to read intervening data.

In the direct access method, the file is viewed logically as a numbered sequence of blocks or records. The operating
system provides an interface where the application specifies a relative block number (or relative record number) to
read or write. This block number is an index relative to the beginning of the file. For instance, an application can
instruct the OS to "read block 14," then "write block 53," and finally "read block 7."

Block 0 Block 1 Block 2 Block 3 Block 4 Block 5 Block 6

Application Request:read_record(n=4)

Direct Jump

Application Request:write_record(n=1)
Application Request:

read_record(n=4)

Direct Jump

Application Request:
write_record(n=1)

Direct Jump

Figure 4.11: Mechanism of Direct Access allowing arbitrary jumps to specific blocks using relative block numbers.

When the OS receives a request with a relative block number, it computes the absolute physical address on the disk.
Because the application uses relative numbers, it remains abstracted from the physical geometry of the disk. The OS
might use an allocation table or an inode structure to map the logical block number N to the physical disk sector S.

Operations typical to direct access include:

• read(n): Reads the data located at relative block number n.

• write(n): Writes data to the relative block number n.
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• seek(n) or position(n): Moves the internal file pointer to relative block n, allowing a subsequent sequential
read or write to operate from that specific point.

Advantages and Disadvantages

The paramount advantage of direct access is speed of retrieval for arbitrary data points. Applications can access any
record in the file with an O(1) time complexity operation relative to file length, making it indispensable for transaction
processing systems, flight reservation systems, and relational databases.

The disadvantage is that it requires the underlying storage medium to support random access. Furthermore,
managing data within a direct-access file can become complex. If an application deletes records, it leaves "holes" in
the file structure. The application or OS must implement mechanisms to track and reuse these free blocks to prevent
storage fragmentation and wasted space. Additionally, to use direct access effectively, the application must possess a
mechanism (like a hash function) to translate a logical key (e.g., an Employee ID) into the corresponding relative block
number where that employee’s record resides.

4.4.4 Indexed Access Method

While direct access is powerful, it inherently relies on knowing the exact relative block number of the desired data. In
real-world database applications, users rarely search for data by block number; instead, they search by meaningful
keys, such as a student roll number, an employee name, or a product barcode. To bridge this gap, the Indexed
Access Method is utilized.

Concept and Mechanism

The indexed access method is an extension of the direct access method. It resolves the problem of searching by keys by
introducing a separate auxiliary data structure called an index.

An index for a file is conceptually identical to the index found at the back of a textbook. The textbook index
contains a sorted list of keywords (the keys) alongside the page numbers (the pointers) where those keywords are
discussed. Similarly, a file index contains a sorted list of key values extracted from the records, paired with pointers
(relative block numbers) indicating the exact location of the corresponding record in the main data file.

When a program needs to retrieve a record based on a key value:

1. The operating system or database management system first queries the index.

2. Because the index is ordered, rapid search algorithms like binary search or specialized structures like B-Trees can
be employed to quickly locate the key value.

3. Once the key is found in the index, the associated pointer is extracted.

4. The system then uses this pointer to perform a direct access read on the main data file, fetching the exact block
containing the requested record.

Index File (Sorted)

Key: 101 Ptr: B3

Key: 102 Ptr: B1

Key: 105 Ptr: B4

Key: 109 Ptr: B2

Main Data File (Unsorted)

B1: Record (Key 102)

B2: Record (Key 109)

B3: Record (Key 101)

B4: Record (Key 105)

Figure 4.12: Architecture of the Indexed Access Method. The index file allows rapid key lookups, which point to the
actual data blocks in the main file.

For extremely large files, the index itself may grow too large to be kept entirely in the computer’s primary memory
(RAM). In such scenarios, a hierarchy of indices is created, leading to Multi-level Indexing. A primary, smaller index
resides in RAM, which points to secondary index blocks stored on disk, which in turn point to the actual data blocks.
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Indexed Sequential Access Method (ISAM)

A widely implemented variation of this concept is the Indexed Sequential Access Method (ISAM), originally
developed by IBM. In ISAM, the main data file is kept sorted based on a primary key. This allows the file to be
processed highly efficiently in a sequential manner (e.g., generating a sorted end-of-month report). Simultaneously, a
sparse index is maintained on the primary key, enabling rapid direct access to any specific record without breaking the
sequential structure. ISAM perfectly blends the strengths of both sequential and indexed methodologies.

AI IMAGE PLACEHOLDER
A visual representation showing a large library catalog cabinet (representing the

index) where a user finds a specific index card that points them directly to a book
on a massive shelf (the data file).

Figure 4.13: Visual metaphor for Indexed Access utilizing a catalog system.

Advantages and Disadvantages

The indexed access method provides the ultimate flexibility and speed for complex query environments. It supports
extremely rapid searches based on human-readable keys and allows for both direct access and sequential processing of
large datasets. Modern relational database management systems (RDBMS) rely almost exclusively on sophisticated
indexing structures like B+ Trees.

However, these benefits come at a cost. The index files consume additional storage space on the disk. Furthermore,
there is a significant performance overhead associated with maintaining the index. Every time a new record is inserted,
updated, or deleted in the main data file, the corresponding index must also be dynamically updated to reflect the
new state and maintain sorted order. If a file experiences a high volume of write operations, the overhead of index
maintenance can become a performance bottleneck.

4.4.5 Summary

In conclusion, the operating system provides different file access methods to serve varying application demands.
Sequential access is best suited for scenarios where data is processed in its entirety in a linear fashion, offering
simplicity and high throughput. Direct access caters to applications requiring immediate retrieval of specific blocks
without sequential scanning, making it ideal for block-based storage retrieval. Finally, the Indexed access method
overlays a sophisticated search structure on top of direct access, permitting ultra-fast data retrieval based on logical
key values, which is the cornerstone of modern database technology.

4.5 File Allocation Methods
The direct access nature of disks gives us the flexibility to implement files in a variety of ways. A critical design issue
in file systems is the method by which we allocate space to these files so that disk space is utilized effectively and files
can be accessed quickly. The core problem is how to map the logical blocks of a file onto the physical blocks of a disk.

When a file is created, it is necessary to allocate a certain amount of space on the disk to store its data. The
operating system uses several methods to manage this disk space. The three primary methods of allocating disk
space are contiguous, linked, and indexed allocation. Each of these approaches has its own set of advantages and
disadvantages, primarily revolving around the trade-offs between storage efficiency and access speed.
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AI IMAGE PLACEHOLDER
A conceptual illustration comparing different packing and storage methods, like

boxes organized neatly in a row versus scattered boxes connected by strings,
representing file allocation strategies.

4.5.1 Contiguous Allocation

The contiguous allocation method requires that each file occupy a set of contiguous blocks on the disk. Disk addresses
define a linear ordering on the disk. With this ordering, assuming that only one job is accessing the disk, accessing
block b + 1 after block b normally requires no head movement. When head movement is needed (from the last sector of
one cylinder to the first sector of the next cylinder), it is only one track. Thus, the number of disk seeks required for
accessing contiguously allocated files is minimal, as is seek time when a seek is finally needed.

Contiguous allocation of a file is defined by the disk address and length (in block units) of the first block. If the file
is n blocks long and starts at location b, then it occupies blocks b, b + 1, b + 2, . . . , b + n − 1. The directory entry for
each file indicates the address of the starting block and the length of the area allocated for this file.

Advantages of Contiguous Allocation

• Implementation Simplicity: It is very simple to implement. The directory only needs to keep track of the
starting block number and the length of the file.

• Excellent Read Performance: Both sequential and direct access can be supported by contiguous allocation.
For sequential access, the file system remembers the disk address of the last block referenced and, when necessary,
reads the next block. For direct access to block i of a file that starts at block b, we can immediately access block
b + i. It provides the fastest execution among all allocation methods because the entire file can be read in a single
continuous disk operation.

Disadvantages of Contiguous Allocation

• External Fragmentation: As files are allocated and deleted, the free disk space is broken into little pieces.
External fragmentation exists whenever free space is broken into chunks. It becomes a severe problem over time,
as there might be enough total free space to satisfy a request, but the space is not contiguous. Compaction can
be used to resolve this, but it is extremely time-consuming and requires taking the system offline or degrading
performance significantly.

• File Growth Difficulty: Finding space for a new file is difficult. The creator must know the size of the file in
advance. If a file needs to grow beyond its initially allocated space, it will fail unless there is contiguous free
space immediately following it. If not, the entire file must be copied to a new, larger contiguous space, which is
highly inefficient.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Directory
File Start Length

file_A 2 3
file_B 9 4

file_A file_B

Figure 4.14: Contiguous Allocation Mechanism
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4.5.2 Linked Allocation

Linked allocation resolves all problems associated with contiguous allocation. With linked allocation, each file is a
linked list of disk blocks; the disk blocks may be scattered anywhere on the disk. The directory contains a pointer to
the first and last blocks of the file. Each block contains a pointer to the next block.

When a new file is created, simply a new entry is made in the directory. With linked allocation, each directory
entry has a pointer to the first disk block of the file. This pointer is initialized to nil (the end-of-list pointer value) to
signify an empty file. A write to the file causes a free block to be found, and this new block is then written to, and is
linked to the end of the file. To read a file, we simply read blocks by following the pointers from block to block.

Advantages of Linked Allocation

• No External Fragmentation: Any free block on the disk can be used to satisfy a request. Consequently, there
is never any external fragmentation.

• Dynamic File Growth: The size of a file does not need to be declared when that file is created. A file can
continue to grow as long as there are free blocks on the disk. There is no need to compact disk space.

Disadvantages of Linked Allocation

• Inefficient Direct Access: The major disadvantage is that it can be used effectively only for sequential-access
files. To find the ith block of a file, we must start at the beginning of that file and follow the pointers until we get
to the ith block. Each access to a pointer requires a disk read, making direct access extremely slow.

• Space Overhead: Space is required for the pointers. If a pointer requires 4 bytes out of a 512-byte block, then
0.78% of the disk is being used for pointers rather than for information. The usual solution to this problem is to
collect blocks into multiples, called clusters, and to allocate clusters rather than blocks.

• Reliability Issues: What happens if a pointer is lost or damaged? A bug in the operating system software or a
disk hardware failure might result in picking up the wrong pointer, linking into the free-space list or into another
file.

AI IMAGE PLACEHOLDER
A visual representation of a scavenger hunt, where each clue points to the location

of the next clue, illustrating the concept of Linked Allocation.

Directory
File Start End

file_X 9 25

9

16

1

25 -1

Figure 4.15: Linked Allocation Method

File Allocation Table (FAT)

An important variation of the linked allocation method is the use of a File Allocation Table (FAT). This simple but
efficient method of disk space allocation was used by the MS-DOS operating system. A section of disk at the beginning
of each volume is set aside to contain the table. The table has one entry for each disk block and is indexed by block

Textbook for DI03016061 Milav Dabgar

https://milav.in


File Allocation Methods 87

number. The FAT is used in much the same way as a linked list. The directory entry contains the block number of the
first block of the file. The table entry indexed by that block number contains the block number of the next block in the
file. This chain continues until it reaches the last block, which has a special end-of-file value as the table entry.

4.5.3 Indexed Allocation

Linked allocation solves the external-fragmentation and size-declaration problems of contiguous allocation. However,
in the absence of a FAT, linked allocation cannot support efficient direct access, since the pointers to the blocks are
scattered with the blocks themselves all over the disk and must be retrieved in order. Indexed allocation solves this
problem by bringing all the pointers together into one location: the index block.

Each file has its own index block, which is an array of disk-block addresses. The ith entry in the index block points
to the ith block of the file. The directory contains the address of the index block. To find and read the ith block, we
use the pointer in the ith index-block entry.

When the file is created, all pointers in the index block are set to nil. When the ith block is first written, a block is
obtained from the free-space manager, and its address is put in the ith index-block entry.

Advantages of Indexed Allocation

• Direct Access Support: Indexed allocation supports direct access without suffering from external fragmentation,
because any free block on the disk can satisfy a request for more space.

• No Sequential Chase: Unlike linked allocation, there is no need to follow a chain of pointers across the entire
disk to find a specific block. The index block provides direct mapping.

Disadvantages of Indexed Allocation

• Pointer Overhead: Indexed allocation suffers from wasted space. The pointer overhead of the index block is
generally greater than the pointer overhead of linked allocation. Consider a common case in which we have a file
of only one or two blocks. With linked allocation, we lose the space of only one pointer per block. With indexed
allocation, an entire index block must be allocated, even if only one or two pointers will be non-nil.

• Index Block Size Limitation: The size of the index block limits the maximum size of the file. If an index
block is one disk block in size, it can hold only a finite number of pointers.

Directory
File Index Block

file_Y 19

Index Block (19)
9
16
1
10
25
-1

9

16

1
10

25

Figure 4.16: Indexed Allocation Method

AI IMAGE PLACEHOLDER
An illustration of a library card catalog or a book’s index page, directing readers
strictly to specific pages, representing the central index block in Indexed Allocation.
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Handling Large Files in Indexed Allocation

To deal with large files, several mechanisms exist to extend the capacity of indexed allocation:

1. Linked Scheme: An index block is normally one disk block. For large files, we may link together several index
blocks.

2. Multilevel Index: A variant of linked representation is to use a first-level index block to point to a set of
second-level index blocks, which in turn point to the file blocks. To access a block, the operating system uses the
first-level index to find a second-level index block and then uses that block to find the desired data block. This
approach could be continued to a third or fourth level, depending on the desired maximum file size.

3. Combined Scheme: Another alternative, used in the UNIX operating system, is to keep the first, say, 15
pointers of the index block in the file’s inode. The first 12 of these pointers point to direct blocks. The next
three pointers point to indirect blocks: single indirect, double indirect, and triple indirect blocks. This allows for
extremely large files while maintaining efficiency for smaller files.

4.5.4 Summary of Allocation Methods

Choosing the correct allocation method involves understanding the typical workload of the file system.

• Contiguous allocation is excellent for sequential access and small files where fragmentation is manageable, but
struggles with file growth.

• Linked allocation efficiently handles file growth and fragmentation but is poor for direct access.

• Indexed allocation offers a balance, supporting both sequential and direct access efficiently, but introduces space
overhead due to the required index blocks. Modern systems often use combinations or variations, such as the
combined scheme in UNIX or the FAT system in Windows, to optimize for their specific performance and
reliability targets.

4.5.5 File Sharing

In early computing environments, computer systems were primarily single-user systems. As operating systems evolved
to support multi-programming and time-sharing environments, the need to support multiple concurrent users on a
single physical machine became glaringly evident. When multiple users interact with the same computer system, it is
inevitable that they will need to access the same files. File sharing refers to the ability of an operating system to
allow multiple users, applications, or processes to access, read, execute, or modify the same file—either concurrently or
sequentially—while simultaneously ensuring data integrity, security, and controlled access.

In modern multi-user and network-oriented operating systems, file sharing is not merely a convenience but a
fundamental, foundational requirement. From shared system libraries and executable binaries to collaborative word
processing documents and enterprise databases, the mechanisms that govern how files are shared form a critical
component of the entire file management subsystem.

The Need for File Sharing

File sharing is essential for several core reasons within modern computing:

• Collaboration and Data Exchange: Users working on the same project need to view and update shared
documents, source code repositories, or centralized databases. Without file sharing, collaboration would require
copying files back and forth, leading to severe version control issues and data inconsistency.

• Resource Conservation and Storage Efficiency: Sharing common files, such as system utilities, application
programs, configuration scripts, and shared dynamically linked libraries (DLLs or shared objects), saves immense
amounts of disk space and main memory. Instead of keeping a separate, redundant copy of a C++ compiler for
every logged-in user, a single shared executable image can be loaded into memory and utilized by all.

• Inter-process Communication (IPC): Processes running on the same machine often need to communicate
and exchange data. A simple and historical method of IPC is writing to and reading from shared files or named
pipes.

• Centralized Administration and Management: Shared system-wide configuration files and global event
logs allow system administrators to manage, monitor, and configure the system centrally, rather than updating
individual configurations for every single user account.
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User A (Process 1)

User B (Process 2)

Shared File Storage

Read/Write

Read Only

I/O

Figure 4.17: Basic architecture of multiple user processes sharing a single centralized file.

Users and Groups

To implement meaningful file sharing and enforce security, the operating system must be able to securely distinguish
among different users. Most operating systems introduce the concept of a User Identifier (UID). When a user logs
in, the authentication system verifies their identity and assigns their unique UID to all processes spawned during their
session.

Furthermore, users can be organized into groups, each identified by a Group Identifier (GID). Groups
dramatically simplify the administration and management of shared access. For example, all members of a software
development team can be placed in a specific "developers" group. A project file can then be configured to allow write
access to anyone in that specific group, eliminating the tedious and error-prone need to explicitly list every team
member one by one.

In distributed file systems and enterprise domains, user and group identifiers must be consistently synchronized
across the entire network (often using directory services like LDAP or Active Directory) to ensure that permissions are
accurately enforced regardless of which physical workstation a user logs into.

AI IMAGE PLACEHOLDER
A conceptual 3D isometric illustration showing multiple diverse user avatars

connecting their glowing computer terminals to a central, luminous holographic
document folder. The glowing lines connecting them represent secure, collaborative

file sharing and group access in a modern operating system.

Access Rights and Permissions

When a file is shared, it is absolutely crucial to rigorously control what kind of access each user is permitted to have.
Without strict access controls, a user might accidentally overwrite, deliberately maliciously modify, or completely delete
another user’s private data or critical system files. The most common and fundamental file access rights include:

• Read (R): The ability to open the file and read its raw contents.

• Write (W): The ability to modify the existing contents of the file, or write new data, effectively changing the
file’s state.

• Execute (X): The ability to instruct the operating system to load the file into memory and run it as an
executable program or script.

• Append (A): The ability to add new data exclusively to the end of the file, without the permission to modify or
delete any existing prior data (highly useful for system logs).
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• Delete (D): The ability to completely remove the file from the directory structure, freeing its allocated storage
space.

• List (L): The ability to view the name and metadata attributes of a file (typically applicable to reading the
contents of directories).

In the standard UNIX and Linux operating systems, permissions are primarily categorized into Read (r), Write (w),
and Execute (x). These three permissions are separately assigned to three distinct tiers: the Owner of the file, the
Group associated with the file, and Others (the rest of the users on the system, often called "world" permissions).

Protection Mechanisms: Access Matrix, ACLs, and Capabilities

To manage these disparate access rights efficiently and securely, operating systems rely on formalized protection models.
The theoretical foundation for these models is the Access Control Matrix.

Access Control Matrix The access matrix is a conceptual two-dimensional grid where rows represent domains
(which usually map to users or executing processes) and columns represent objects (files, directories, or hardware
devices). Each intersecting cell in the matrix specifies the exact access rights that the given domain has over the given
object. While conceptually simple and robust, an access matrix in a real-world system is incredibly sparse, meaning
the vast majority of cells are empty because a typical user only accesses a tiny fraction of the millions of files on a
system. Storing a complete, uncompressed access matrix in memory is highly inefficient and impractical.

Therefore, operating systems physically implement the access matrix by decomposing it into more manageable
structures, primarily either by columns or by rows.

/etc/passwd project.docxscript.sh

User: Root

User: Alice

User: Bob

User: Charlie

Read, Write Read, WriteRead, Execute

Read Read, Write Execute

Read Read

Read

Figure 4.18: A conceptual Access Control Matrix illustrating various permissions across multiple users and files.

Access Control Lists (ACLs) By decomposing the access matrix vertically by columns, we derive Access Control
Lists. An ACL is a metadata structure directly attached to every file and directory. The list explicitly enumerates the
specific users or groups that have access to that file, alongside their granted privileges. When a process requests access
to a file, the operating system’s security monitor scans the file’s ACL to verify if the requesting user’s ID is present and
if they hold the necessary permission for the requested operation.

ACLs offer highly granular and fine-grained control, allowing owners to specify exact, unique permissions for any
number of distinct users, circumventing the limitations of the simple Owner/Group/Others model. Most modern robust
file systems, including NTFS (Windows), APFS (macOS), and ext4/ZFS/Btrfs (Linux/UNIX with ACL extensions),
fully support ACLs.

Capability Lists Conversely, decomposing the access matrix horizontally by rows yields Capability Lists. A
capability list is associated directly with a user or process (the domain). It behaves like a keyring containing a list of
digital "tickets" or "capabilities" for various objects. Each capability mathematically identifies an object and inherently
defines the operations allowed on it. If a user possesses a valid capability for a file, they are automatically granted
access without the system needing to check the file itself. Capability-based security systems are notoriously difficult to
revoke but are highly efficient, often being implemented in advanced distributed systems or highly secure microkernel
architectures where security isolation is paramount.

Simultaneous Access and File Locking

When multiple users share and interact with files, it is highly probable that two or more independent processes will
attempt to access and modify the exact same file simultaneously. While concurrent reading by multiple processes is
entirely safe and causes no issues, concurrent writing—or a mix of reading and writing—can lead to race conditions,
severe data corruption, and file inconsistency.
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To mitigate this, file systems provide a vital synchronization mechanism called File Locking. File locks act as
semaphores, safely arbitrating and serializing access to shared files.

AI IMAGE PLACEHOLDER
A metallic padlock morphing seamlessly into digital binary code hovering over a
glowing, translucent file folder icon. The image symbolizes the concept of secure
file locking and strict concurrency control in an operating system environment.

There are primarily two foundational types of file locks utilized by operating systems:

1. Shared Lock (Read Lock): Multiple disparate processes can concurrently hold a shared lock on a single file.
A shared lock indicates to the OS that the processes are only reading the file and not modifying its contents. As
long as at least one shared lock is active on a file, no process is allowed to acquire an exclusive lock to modify it.

2. Exclusive Lock (Write Lock): Only one single process can hold an exclusive lock on a file at any given
moment. If a process needs to write to or modify a file, it must successfully request an exclusive lock. If any
other locks (whether shared or exclusive) already exist on the file, the exclusive lock request is either instantly
denied or placed in a waiting queue until the file is completely unlocked by all other processes.

Furthermore, operating systems implement locking architectures in two distinct operational modes:

• Mandatory Locking: The operating system kernel strictly and unconditionally enforces the lock. If a process
successfully holds an exclusive lock on a file, any other process attempting to read or write to that file via standard
I/O system calls (like read() or write()) will be forcibly blocked or rejected by the kernel, regardless of whether
the intruding process checks for locks or not.

• Advisory Locking: The operating system provides the API and mechanism for locking, but it is entirely up
to the individual user-space applications to cooperatively and explicitly request, check for, and respect these
locks. If a rogue or poorly written application chooses to ignore the advisory locking protocol and directly issue a
write command to the file, the OS will allow the write to proceed, potentially causing corruption. UNIX and
Linux environments traditionally rely heavily on advisory locking, operating on the assumption that software
interacting with shared files is cooperatively written.

Scenario A: Shared (Read) Locks

Process 1 (Read) Process 2 (Read)

Shared File

Shared
Lock

Shared
Lock

Shared
Lock

Shared
Lock

Scenario B: Exclusive (Write) Lock

Process 3 (Write) Process 4 (Read)

Shared File

Exclusive
Lock

Exclusive
Lock

Acces
s Blocked

Figure 4.19: Visual comparison of Shared (Read) and Exclusive (Write) file locking mechanisms.

Sharing Semantics

When a file is being actively shared, cached, and modified by multiple concurrent processes, the file system must strictly
define the rules regarding exactly when modifications made by one user become visible to all other users. These defined
rules are known as sharing semantics. The most common approaches include:
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• UNIX Semantics: Any read operation on a file immediately sees the effects of the absolute most recent write
operation, regardless of which process performed the write. This implies a single, highly synchronized and
instantly updated file image. This is relatively straightforward to implement on a single local machine where
memory is shared, but it is extremely difficult, complex, and performance-intensive to maintain in a geographically
distributed network.

• Session Semantics: Modifications made to a file are only visible to the specific process that currently has
the file opened. Other processes that are currently reading the file continue to see the old, unmodified version.
Only when the modifying process closes the file (terminating its session) do the new changes get committed and
become visible to newly opened sessions from other users. This relaxed approach is highly common in distributed
file systems like the Andrew File System (AFS).

• Immutable Shared Files: Under this paradigm, once a file is created and declared shared, it completely cannot
be modified. Its contents are permanently fixed and read-only. If a user wishes to make changes, they cannot
overwrite the file; they must create a completely new file with the new content, often automatically incrementing
a version number. This elegant approach entirely eliminates concurrency and locking issues, greatly simplifying
caching and data sharing in highly distributed and cloud-based environments.

File Sharing in Distributed Systems

While local file sharing on a single machine relies on shared physical memory and a single central OS kernel for
synchronization, Distributed File Systems (DFS) extend the concept of file sharing across a network of entirely
separate, independent machines. Prominent examples include NFS (Network File System) in UNIX/Linux and
SMB/CIFS (Server Message Block) in Windows environments.

In a DFS, the inherent challenges of file sharing are exponentially magnified. The system must intelligently
manage variable network latency, handle potential and sudden network partitions or failures, and maintain strict cache
consistency across copies of files temporarily stored on disparate client machines. Security also becomes vastly more
complex; user authentication must be securely verified across an untrusted network, and data in transit may need to be
heavily encrypted to prevent man-in-the-middle eavesdropping. Because maintaining strict UNIX semantics across a
network requires excessive overhead (as every write must be instantly broadcasted to all clients), most distributed file
systems purposefully compromise by adopting session semantics or utilizing complex, time-bound lease-based locking
mechanisms. This allows them to maintain adequate user performance while still enabling seamless global file sharing.

Summary

Effective file sharing requires a delicate and complex balance between system accessibility and rigorous protection. The
operating system must provide airtight mechanisms to identify users, map those users to specific allowed access rights,
enforce these rights consistently without failure, and handle the deep complexities of concurrent file access and caching.
Whether implemented through rudimentary permission bits, highly sophisticated Access Control Lists, or distributed
session semantics, the underlying goal remains immutable: allowing rich human collaboration and efficient resource
reuse while fiercely maintaining the integrity, consistency, and confidentiality of the data stored within the file system.

4.6 File Protection
In any modern operating system, information stored within a computer system must be protected from physical damage
(reliability) and improper access (protection). While reliability is typically achieved through redundancy and regular
backups, protection ensures that only authorized users or processes can access, modify, or delete specific files. In a
multi-user environment, file protection becomes a critical responsibility of the operating system. Without a robust
protection mechanism, malicious or erroneous programs could easily corrupt system files, read confidential user data, or
compromise the entire computing environment.

The fundamental goal of file protection is to establish controlled access to the files and directories managed by the
file system. Protection mechanisms dictate what operations can be performed on a file and by whom. This section
delves into the types of access that can be granted, the prominent access control mechanisms employed by operating
systems, and practical examples of how file protection is implemented.

4.6.1 Types of Access

Protection mechanisms are fundamentally based on restricting the types of operations that can be performed on a file.
When a user or a process requests access to a file, the operating system’s file manager must verify if the requested
operation is permitted. The most common types of file access operations include:
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AI IMAGE PLACEHOLDER
A conceptual illustration showing a digital file folder enclosed in a futuristic,

glowing shield with a padlock, symbolizing robust file protection in an operating
system.

Figure 4.20: Conceptual representation of file protection mechanisms safeguarding digital assets.

• Read (r): The user or process is allowed to read the contents of the file. For a directory, read access allows
listing the files it contains.

• Write (w): The user or process is allowed to modify the contents of the file, which includes altering existing
data or truncating the file to zero length. For a directory, write access allows creating or deleting files within it.

• Execute (x): The user or process is allowed to load the file into memory and execute it as a program. This is
typically applicable only to binary executable files or shell scripts.

• Append (a): A specialized form of write access where new data can only be added to the end of the file. The
existing contents cannot be modified or overwritten. This is particularly useful for system log files.

• Delete (d): The user or process is permitted to delete the file from the file system, thereby freeing up the
associated storage space and removing its directory entry.

• List (l): The user or process is allowed to view the metadata of the file, such as its name, size, owner, and
creation date, usually associated with reading a directory.

By combining these primitive access types, an operating system can define sophisticated security policies tailored to
the needs of different users and applications.

4.6.2 Access Control Mechanisms

To implement file protection, the operating system must maintain a systematic record of permissions associating users
(or processes acting on their behalf) with files and permitted operations. The general model for this association is
based on the concept of an Access Control Matrix.

The Access Control Matrix

The Access Control Matrix is a conceptual model where rows represent domains (typically users or processes) and
columns represent objects (such as files, directories, or hardware devices). Each cell in this matrix, defined by a
domain-object pair, contains the set of access rights that the domain holds over the object.

While the access control matrix provides a clear theoretical framework, implementing it directly as a two-dimensional
array in memory is highly impractical. Most computer systems have thousands of files and hundreds of users, resulting
in an enormous matrix. Furthermore, since most users only have access to a small fraction of all files, this matrix would
be extremely sparse, wasting a significant amount of memory.

To overcome this inefficiency, operating systems typically implement the access control matrix using one of two
primary data structures: Access Control Lists (ACLs) or Capability Lists.

Access Control Lists (ACLs)

An Access Control List (ACL) approach represents the access control matrix by storing it column by column. For each
file or object, the operating system maintains a list of all users or groups who are permitted to access that file, along
with the specific access rights granted to each.

When a user attempts to open a file, the operating system checks the user’s identity against the ACL of the
requested file. If the user is found in the list and holds the necessary permissions for the requested operation, access is
granted. If the user is not explicitly listed, or lacks the required permissions, the access request is denied.
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Domain / Object File 1 File 2 File 3

User A Read, Write Read –

User B – Read, Write Execute

User C Read – Read, Execute

Figure 4.21: A conceptual representation of an Access Control Matrix. Rows represent users (domains), columns
represent files (objects), and cells dictate the permitted operations.

ACLs are highly flexible and provide fine-grained control over file access. An administrator can easily add or
revoke access for individual users without affecting others. However, ACLs can become quite long and cumbersome to
manage if not implemented efficiently. Searching through a lengthy ACL during every file access request can introduce
performance overhead. To mitigate this, many systems use a simplified version of ACLs, such as the standard UNIX
permission scheme, which groups users into categories.

File 1

User A: Read, Write

User C: Read

File 2

User A: Read

User B: Read, Write

File 3

User B: Execute

User C: R, Execute

Figure 4.22: Access Control Lists (ACLs) associated directly with individual files. This is equivalent to storing the
access control matrix column by column.

Capability Lists

In contrast to ACLs, a Capability List approach represents the access control matrix by storing it row by row. Each
user or process is associated with a list of “capabilities.” A capability is essentially a secure pointer to a file along with
the associated access rights.

Think of a capability as a ticket or a physical key. If a user possesses the key to a file, they are granted access
according to the permissions encoded within that key. The operating system does not need to check the file’s metadata;
the mere possession of a valid capability is sufficient proof of authorization.

Capabilities must be strictly protected by the operating system to prevent users from forging them or escalating
their privileges. They are typically maintained in a secure memory area accessible only by the operating system kernel.
While capability lists make operations like listing all accessible files for a given user very fast, answering a question like
“who has access to File X?” is computationally expensive, as it requires searching through the capability lists of every
user in the system.

User A

File 1: Read, Write

File 2: Read

User B

File 2: Read, Write

File 3: Execute

User C

File 1: Read

File 3: Read, Exec

Figure 4.23: Capability Lists associated directly with individual users or domains. This is equivalent to storing the
access control matrix row by row.

Textbook for DI03016061 Milav Dabgar

https://milav.in


File Protection 95

4.6.3 Other Protection Mechanisms

While access control lists and capabilities form the core of most file protection schemes, other mechanisms are also
employed to enhance security.

Passwords

One simple approach to file protection is associating a password with each file. To access the file, the user must provide
the correct password. This method is often seen in compressed archives (like ZIP or RAR files) or individual document
files (like password-protected PDFs or spreadsheets). However, managing passwords for thousands of individual files
is entirely unscalable for an operating system. If users employ the same password for all files, a single compromise
exposes everything. If they use different passwords, remembering them becomes an impossible burden. Therefore,
file-level passwords are generally reserved for specific, isolated use cases rather than serving as the primary OS-level
protection mechanism.

Cryptography and File Encryption

When files are stored on physical media, the operating system’s access controls only protect the data as long as the OS
is actively mediating access. If an attacker physically steals a hard drive or bypasses the OS (e.g., by booting from a
live USB), they can read the raw data sectors, bypassing ACLs entirely.

To defend against this threat, operating systems employ cryptography. File encryption ensures that the data is
stored in an unreadable format (ciphertext). Even if an unauthorized entity gains raw access to the storage medium,
they cannot decipher the contents without the corresponding cryptographic key. Modern operating systems offer
full-disk encryption (like BitLocker on Windows or FileVault on macOS) or file-level encryption (like eCryptfs on
Linux), providing a robust layer of protection independent of the standard access control matrices.

AI IMAGE PLACEHOLDER
A visual depiction showing a plain text document passing through a cryptographic

key algorithm, transforming into an unreadable, scrambled ciphertext file.

Figure 4.24: The process of file encryption, securing data at rest from unauthorized physical access.

4.6.4 Case Study: UNIX File Permissions

To understand how these concepts are applied in practice, it is highly beneficial to examine the traditional UNIX file
protection scheme. The UNIX system utilizes a condensed and highly efficient form of Access Control Lists.

Instead of maintaining an arbitrarily long list of all users for every file, UNIX categorizes all users with respect to a
file into three distinct classes:

1. Owner (User): The user who created the file or was explicitly assigned ownership.

2. Group: A predefined set of users who share similar access requirements. The file is associated with a specific
group.

3. Others (Universe): All other users on the system who are neither the owner nor members of the file’s group.

For each of these three classes, the system assigns a 3-bit code representing three fundamental permissions: Read
(r), Write (w), and Execute (x). This results in a concise 9-bit permission string for every file and directory.

• Read (r) has a numerical value of 4.

• Write (w) has a numerical value of 2.

• Execute (x) has a numerical value of 1.
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These values can be summed to represent combinations of permissions. For instance, a permission value of 7
(4+2+1) grants read, write, and execute access. A value of 5 (4+1) grants read and execute access but denies write
access. A value of 0 denies all access.

When executing the ls -l command in a UNIX or Linux terminal, these permissions are displayed as a string of
characters. For example, a file displaying -rwxr-xr– is interpreted as follows:

• The first character - indicates it is a regular file (a d would indicate a directory).

• The next three characters rwx (Owner permissions) mean the owner can read, write, and execute the file
(Numerical value: 7).

• The middle three characters r-x (Group permissions) mean group members can read and execute, but cannot
modify the file (Numerical value: 5).

• The final three characters r– (Others permissions) mean all other users can only read the file (Numerical value:
4).

This UNIX protection model, while less granular than a full ACL system, has proven to be incredibly resilient,
efficient, and sufficiently flexible for the vast majority of computing environments over the last several decades. Modern
UNIX-like systems, including Linux and macOS, support full ACLs for advanced scenarios, but the traditional 9-bit
permission model remains the foundational layer of file protection.
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CHAPTER 5

Linux commands and shell programming

=======

5.1 Linux commands and shell programming

»»»> origin/paper-solver

5.2 Installation of Linux Operating System
The installation of a Linux operating system is a fundamental skill for any computer science student, IT professional,
or tech enthusiast. Unlike proprietary operating systems that often come pre-installed on hardware, Linux provides
users with the freedom to choose their preferred distribution (such as Ubuntu, Fedora, Debian, or Arch Linux) and
install it on almost any machine. Understanding the installation process not only gives you a working environment
for software development and system administration but also provides deep insights into how an operating system
interacts with the underlying hardware, manages storage through partitioning, and initializes via bootloaders.

In this section, we will walk through the conceptual and practical steps involved in installing a modern Linux
distribution. While specific graphical installers (like Ubuntu’s Ubiquity or Fedora’s Anaconda) may vary in their user
interface, the underlying principles remain remarkably consistent across different Linux families.

5.2.1 Pre-requisites and Preparation

Before diving into the installation, proper preparation is crucial to ensure a smooth and successful setup. The
preparatory phase involves checking hardware compatibility, acquiring the installation media, and configuring the
system’s firmware.

Hardware Requirements

Linux is renowned for its efficiency and ability to run on older hardware. However, the exact requirements depend
entirely on the chosen distribution and desktop environment. A lightweight distribution like Lubuntu might require
merely 1 GB of RAM and an older dual-core processor, whereas a feature-rich environment like GNOME on Ubuntu or
Fedora typically demands at least 4 GB of RAM, a modern multi-core processor, and 25 GB of free disk space. It is
always recommended to consult the official documentation of your chosen distribution for the most accurate hardware
guidelines.

Acquiring the ISO Image

The first step in the actual installation process is downloading the operating system image, commonly distributed as an
ISO file. An ISO image is an archive file that contains an identical copy of data found on an optical disc. You can
download the ISO directly from the official website of the Linux distribution.

Creating Bootable Media

Once the ISO is downloaded, it must be written to a bootable medium, typically a USB flash drive. This cannot
be done by simply copying the file to the drive. Specialized software such as Rufus (on Windows), BalenaEtcher
(cross-platform), or the dd command (on Linux) is used to unpack the ISO and make the USB drive bootable.
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AI IMAGE PLACEHOLDER
Descriptive AI Image showing a computer screen downloading a Linux ISO file

from an official distribution website.

Figure 5.1: Downloading a Linux ISO image

Firmware Configuration: BIOS/UEFI

Modern computers use UEFI (Unified Extensible Firmware Interface) instead of the older BIOS (Basic Input/Output
System). To boot from the newly created USB drive, you may need to enter the UEFI/BIOS settings during startup
(usually by pressing keys like F2, F12, DEL, or ESC) and change the boot order so that the USB drive has the highest
priority. Additionally, you may need to disable "Secure Boot" temporarily, as some Linux distributions do not have
digitally signed bootloaders that are recognized by the firmware by default.

5.2.2 Booting into the Live Environment

Most modern Linux distributions offer a "Live Environment." When you boot from the USB drive, instead of immediately
starting an installer, the system loads a fully functional version of the Linux operating system directly into the computer’s
Random Access Memory (RAM).

This Live CD/USB concept is revolutionary because it allows you to test the hardware compatibility (Wi-Fi,
graphics, sound) and experience the user interface without making any permanent changes to your hard drive. If
everything works as expected, you can launch the installer directly from the desktop of this live environment.

5.2.3 Disk Partitioning Concepts

Disk partitioning is often considered the most daunting part of a Linux installation. Partitioning is the process of
dividing a physical hard drive into separate, independent logical sections. Linux requires specific partitions to function
optimally.

Partition Tables: MBR vs. GPT

Before a disk can be partitioned, it must have a partition table. The two standard formats are:

• MBR (Master Boot Record): The older standard, which supports a maximum of four primary partitions and
disk sizes up to 2 TB.

• GPT (GUID Partition Table): The modern standard, essential for UEFI systems. It supports essentially
unlimited partitions and massive disk sizes.

Standard Linux Partitions

A typical Linux installation requires a structured approach to partitioning. While modern installers offer an "Erase
disk and install Linux" option that handles partitioning automatically, understanding manual partitioning is essential
for dual-boot setups or advanced configurations.

1. Root Partition (/): This is the core of the Linux file system. It holds the operating system files, installed
applications, and system libraries. A minimum of 20-30 GB is recommended.

2. Swap Partition/File: Swap space acts as virtual memory. When the physical RAM is full, the kernel moves
inactive pages of memory to the swap space to free up RAM. Historically, a separate swap partition was standard
(often sized equal to the system RAM), but modern distributions frequently use a swap file located on the root
partition instead for better flexibility.
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3. Home Partition (/home): This partition stores user data, personal files, and user-specific configuration files.
Keeping /home on a separate partition is highly advantageous; if you need to reinstall the OS, you can format the
root partition while leaving your personal data completely untouched.

4. EFI System Partition (ESP): For UEFI systems, a small partition (usually around 500 MB) formatted as
FAT32 is required. It stores the EFI bootloaders and applications used by the firmware.

Below is a diagram illustrating a standard disk partition layout for a UEFI-based Linux system.

EFI Partition
(ESP)

/boot/efi
FAT32

∼500 MB

Root Partition
(/)

ext4 / btrfs
∼30-50 GB

Swap
linux-swap

4-8 GB

Home Partition
(/home)

ext4 / btrfs
Remaining Space

Bootloader files OS and Software Virtual Memory User Data & Configs

Figure 5.2: Typical disk partitioning scheme for a Linux installation on a UEFI system

5.2.4 The Installation Process

Once the partitioning strategy is decided, the installer will guide you through several configuration steps. These steps
personalize the operating system to your location and requirements.

Localization Settings

The installer begins by asking for your preferred language, which will be used throughout the installation process
and set as the default language for the system. Following this, you must select your geographic location or timezone.
This ensures that the system clock displays the correct local time and handles daylight saving transitions accurately.
Finally, you must choose your keyboard layout. Testing the layout within the installer is crucial to ensure that special
characters and symbols map correctly to your physical keyboard.

AI IMAGE PLACEHOLDER
Descriptive AI Image showing a Linux installation GUI screen where the user is

selecting their timezone on a world map.

Figure 5.3: Selecting the timezone during Linux installation

User Account Creation

Unlike older versions of Windows, Linux strongly enforces the concept of user privileges from the very beginning. You
will be prompted to create a standard user account.

• Full Name and Username: The username should typically be lowercase and without spaces. It serves as your
primary identifier on the system.

• Computer Name (Hostname): This is the name your computer will broadcast on a local network.

• Password: A strong password is required. In modern distributions like Ubuntu, this user is automatically added
to the sudo group, granting them the ability to perform administrative tasks (like installing software or modifying
system files) by providing their password.
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Some installers may also ask if you want to set a separate password for the root (superuser) account. If left unset,
the root account is disabled for direct login, and administrative tasks are handled exclusively via the sudo command,
which is generally considered a safer practice.

Software Selection

Depending on the distribution, you may be presented with choices regarding the software to install.

• Minimal vs. Normal Installation: A minimal installation provides only a web browser and basic utilities,
ideal for users who want to build their system from the ground up. A normal installation includes office suites,
media players, and games.

• Third-Party Software: You will often see a checkbox asking whether to install third-party software for graphics
and Wi-Fi hardware, as well as additional media formats. Checking this box is highly recommended, as it installs
proprietary drivers (like NVIDIA graphics drivers or specific Broadcom Wi-Fi drivers) and multimedia codecs
(like MP3 or H.264 decoders) that are not open-source but are necessary for a seamless user experience.

5.2.5 Bootloader Installation (GRUB)

As the installer copies files and configures the system, the final critical step is the installation of the bootloader. The
Grand Unified Bootloader (GRUB) is the standard bootloader for most Linux distributions.

When the computer turns on, the firmware (BIOS/UEFI) hands control over to GRUB. GRUB then presents a
menu allowing you to choose which operating system or kernel to load. If you are installing Linux alongside Windows
(dual-booting), the OS-prober utility within GRUB will detect the Windows installation and add it to the GRUB menu.

The bootloader must be installed to the correct location. On older MBR systems, this is the Master Boot Record
of the primary hard drive (e.g., /dev/sda). On modern UEFI systems, the GRUB EFI executable is placed within
the EFI System Partition. A failure in this step means the computer will not know how to start the newly installed
operating system.

5.2.6 Post-Installation Setup

After the installation completes, the system will prompt you to restart and remove the installation medium (the USB
drive). Upon rebooting, you will be greeted by the GRUB menu, followed by the login screen of your new Linux system.

The first boot involves a few post-installation tasks:

1. System Update: The first and most important step is to update the system. While the ISO contained recent
software at the time of its release, numerous security patches and software updates will have been published since.
You can typically do this via a graphical "Software Updater" tool or through the terminal using commands like
sudo apt update && sudo apt upgrade (on Debian/Ubuntu-based systems).

2. Driver Configuration: Check the "Additional Drivers" or "Hardware Configuration" utility to ensure that any
necessary proprietary drivers (especially for graphics cards) are actively in use.

3. Customization: Linux offers unparalleled customization. You can change desktop themes, icon packs, terminal
emulators, and panel layouts to suit your exact workflow preferences.

5.2.7 Summary

Installing Linux is a straightforward process that demystifies how operating systems are structured. By understanding
hardware compatibility, mastering the concepts of disk partitioning (Root, Swap, Home), navigating the installation
prompts, and understanding the role of the bootloader, users can comfortably deploy Linux environments. This
foundational knowledge paves the way for deeper exploration into system administration, shell scripting, and software
development within the Linux ecosystem.

5.3 Linux Process Commands

5.3.1 Introduction to Processes in Linux

In the Linux operating system, a process is essentially an instance of an executing program. Every time you run a
command, launch an application, or start a system service, the Linux kernel creates a new process to handle that
specific task. Understanding how to manage these processes is a crucial skill for any system administrator, developer,
or advanced Linux user.

Textbook for DI03016061 Milav Dabgar

https://milav.in


Linux Process Commands 102

AI IMAGE PLACEHOLDER
A conceptual illustration of multiple computer processes running concurrently
within a Linux operating system, shown as glowing gears or energetic nodes

managed by a central kernel brain.

Figure 5.4: Conceptual visualization of Linux processes managed by the kernel.

Each process is assigned a unique identifier known as the Process ID or PID. The kernel uses this PID to track
the process’s state, allocate resources like CPU time and memory, and manage its execution lifecycle. Furthermore,
processes are organized in a hierarchical tree structure. When a process starts another process, the creator is referred
to as the Parent Process, and the newly created process is the Child Process. The child inherits certain attributes
from its parent and is assigned its own PID, while also keeping track of its parent’s ID, known as the PPID (Parent
Process ID). The very first process started by the Linux kernel during booting is usually the init or systemd process,
which typically holds PID 1 and serves as the ultimate ancestor for all other processes in the system.

systemd(PID: 1)

sshd(PID: 450) bash(PID: 512)

bash(PID: 980) ps(PID: 1024)

top(PID: 1045)

systemd
(PID: 1)

sshd
(PID: 450)

bash
(PID: 512)

bash
(PID: 980)

ps
(PID: 1024)

top
(PID: 1045)

fork() + exec()

Figure 5.5: A simplified process hierarchy tree in a Linux system.

The lifecycle of a process generally involves creation via a fork() system call, execution using an exec() system
call, and termination. During its lifetime, a process can be in various states: running, sleeping (waiting for an event or
resource), stopped (suspended), or zombie (terminated but parent hasn’t read its exit status). Linux provides a robust
suite of command-line tools to interact with, monitor, and control these processes effectively.

5.3.2 Viewing Processes: The ps Command

The ps (Process Status) command is the most fundamental utility for viewing currently running processes. Unlike
dynamic monitors, ps captures a static snapshot of the active processes at the exact moment the command is executed.

By default, running ps without any arguments will only display processes running in the current terminal session
that belong to the current user. This is often too limited for system-wide administration. To get a comprehensive view,
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we use various options (flags). The ps command supports different styles of options, including UNIX (single dash, e.g.,
-e), BSD (no dash, e.g., aux), and GNU long options (double dash, e.g., –everyone).

Commonly Used ps Combinations:

• ps aux: This is a BSD-style command and arguably the most popular way to view processes.

– a: Displays processes for all users.
– u: Displays the process’s user/owner and provides detailed information like CPU and memory usage.
– x: Displays processes that are not attached to any terminal (such as background daemons).

• ps -ef: This is a standard UNIX-style command that achieves a similar result.

– -e: Selects all processes.
– -f: Does a full-format listing, showing UID, PID, PPID, start time, and the exact command line used to

start the process.

When you execute ps aux, the output columns include USER (owner of the process), PID (Process ID), %CPU (CPU
usage percentage), %MEM (Physical memory usage percentage), VSZ (Virtual memory size), RSS (Resident Set Size -
non-swapped physical memory), TTY (Controlling terminal), STAT (Process state code, e.g., ’S’ for sleeping, ’R’ for
running), START (Start time), TIME (Cumulative CPU time), and COMMAND (The command that initiated the process).

5.3.3 Dynamic Monitoring: top and htop

While ps gives a static snapshot, system administrators frequently need to monitor system performance in real-time.
The top command provides a dynamic, real-time view of a running system.

AI IMAGE PLACEHOLDER
A stylized digital dashboard representing the ’top’ or ’htop’ command interface,

displaying colorful CPU bars, memory usage gauges, and a list of active processes
scrolling in real-time.

Figure 5.6: Visualization of a real-time process monitoring dashboard.

When you launch top, the top half of the interface displays system summary information: uptime, load average
(over 1, 5, and 15 minutes), total number of tasks, CPU utilization broken down by user and system processes, and
memory/swap usage. The bottom half displays a constantly updating list of processes, sorted by default by CPU usage,
bringing the most resource-intensive tasks to the top of the list.

The top interface is interactive. While it is running, you can press several keys to change its behavior:

• M: Sorts the task list by memory usage.

• P: Sorts the task list by CPU usage (default).

• u: Prompts for a username and filters the display to show only that user’s processes.

• k: Prompts for a PID to kill and the signal to send.

• q: Quits the top application.

An enhanced alternative to top is htop. While not always installed by default on all Linux distributions, htop is
highly recommended. It offers a more user-friendly, visually appealing interface with color-coded CPU and memory bars.
It allows vertical and horizontal scrolling to view all processes and full command lines. Furthermore, htop supports
mouse interaction and makes killing or renicing processes much more intuitive using function keys (e.g., F9 to kill).
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5.3.4 Controlling Processes: kill and killall

Sometimes a process becomes unresponsive, consumes excessive resources, or simply needs to be stopped. Linux
provides the kill command to terminate processes. Despite its aggressive name, the kill command actually works by
sending a specific signal to a process.

Signals are a form of inter-process communication used to notify a process that a specific event has occurred. If
no signal is explicitly specified, the kill command sends the SIGTERM (Signal 15 - Termination signal) by default.
SIGTERM is a polite request for the process to terminate. It allows the process to clean up its resources, save open files,
and exit gracefully.

The syntax is straightforward: kill <PID>.
For example, kill 1234 sends the SIGTERM signal to the process with PID 1234.
However, sometimes a process is entirely frozen and ignores the SIGTERM signal. In such extreme cases, you can

forcefully terminate the process using the SIGKILL signal (Signal 9). This signal cannot be caught, ignored, or blocked
by the process. The kernel immediately terminates the process without giving it a chance to clean up.

To send a SIGKILL, you use the -9 option: kill -9 <PID>. Use this command with caution, as it can lead to data
corruption if the process was in the middle of writing to a file.

If you know the name of the process but not its PID, or if there are multiple instances of a process you want to
terminate, the killall command is incredibly useful. Instead of PIDs, killall accepts the name of the process. For
instance, killall firefox will terminate all running instances of the Firefox browser. Like kill, it sends SIGTERM by
default but can be modified to send other signals, such as killall -9 nginx.

5.3.5 Job Control: Foreground and Background Processing

Linux is a multitasking operating system, allowing you to run multiple commands simultaneously from a single shell.
By default, when you execute a command in the terminal, it runs in the foreground. The shell waits for the command
to complete before returning the prompt to you. This is problematic for long-running tasks, as it ties up the terminal.

To solve this, you can run processes in the background. A background process runs independently, allowing you to
continue using the terminal for other commands. To start a process in the background, simply append an ampersand
(&) to the end of the command line.

For example: tar -czvf backup.tar.gz /home/user &
When you do this, the shell immediately returns a job number (in brackets) and the PID of the background process,

and then presents the prompt.

Terminal (Bash)

Foreground Job

Background Job (&)

blocks term
inal

runs concurrently

Ctrl+Z (Suspend)

bg (Resume in BG)

Figure 5.7: Job control mechanisms allowing users to switch tasks between foreground and background execution.

Job control allows you to manage these background and foreground tasks flexibly:

• Ctrl+Z: If a command is already running in the foreground and taking too long, pressing Ctrl+Z will temporarily
suspend (stop) it and return you to the prompt.

• bg: Once a job is suspended, typing bg will resume its execution in the background. If you have multiple jobs,
you can specify the job number, like bg %1.

• jobs: This command lists all active background and suspended jobs in the current shell session, showing their
job number, state (Running, Stopped), and the command itself.

• fg: To bring a background or suspended job back to the foreground, use the fg command. For example, fg %2
brings job number 2 to the foreground.
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5.3.6 Process Priorities: nice and renice

In a system with many active processes, the kernel’s scheduler decides which process gets CPU time and for how long.
While the scheduler is highly efficient, system administrators can influence these decisions using process priorities,
commonly referred to as niceness values.

A "niceness" value determines how "nice" a process is to other processes vying for the CPU. The niceness scale
ranges from -20 (least nice, highest priority) to 19 (nicest, lowest priority). A process with a lower niceness value
demands more CPU attention, while a process with a higher value readily yields the CPU to others. By default,
processes start with a niceness value of 0.

The nice command is used to launch a new process with a specific niceness value. For example, if you are running
a heavy data compression task that you don’t want to interfere with your interactive desktop applications, you can
start it with a high niceness value:

nice -n 15 tar -czvf huge_archive.tar.gz /data
This command starts the tar process with a niceness of 15, ensuring it only uses CPU cycles when other, more

critical tasks are idle. Note that while any user can increase the niceness (lower the priority) of their own processes, only
the superuser (root) can decrease the niceness (raise the priority) below 0, preventing standard users from monopolizing
the system.

If a process is already running and you need to alter its priority, you use the renice command. This is particularly
useful when you observe via top that a specific process is consuming too much CPU.

To change the priority of an existing process, you specify the new niceness value and the PID. For instance:
renice +10 4567
This command changes the niceness of the process with PID 4567 to +10, effectively lowering its priority and freeing

up CPU resources for other tasks. Mastering nice and renice provides granular control over system performance and
responsiveness under heavy load.

5.3.7 Summary

Understanding Linux process management is a cornerstone of system administration. From viewing process snapshots
with ps and dynamic monitoring with top, to controlling execution states using signals (kill), job control (bg, fg), and
priority tuning (nice, renice), these commands provide a comprehensive toolkit for maintaining system stability and
optimizing resource allocation. Mastery of these commands ensures that a user can effectively troubleshoot bottlenecks,
manage rogue applications, and maintain a smooth computing environment.

5.4 Linux calendar, date and sleep command
In the dynamic environment of Linux and shell programming, precise time management, scheduling, and date
manipulation are fundamental necessities. System administrators, developers, and everyday users frequently need to
schedule recurring tasks, generate logs with accurate timestamps, pause script execution until a condition is met, or
simply reference a calendar. The Linux operating system comes equipped with several powerful, built-in command-line
utilities specifically designed to handle these scenarios efficiently. In this detailed section, we will explore three essential
commands: cal (calendar), date, and sleep. We will examine their syntax, common options, advanced formatting
capabilities, and practical applications within interactive terminal sessions and shell scripts.

5.4.1 The cal Command: Displaying the Calendar

The cal command is a classic Unix utility that provides a simple, formatted text-based calendar in the terminal. While
it might seem rudimentary compared to modern graphical calendar applications, its speed and accessibility make it an
invaluable tool for quick date referencing directly from the command line.

Basic Syntax and Common Options

By default, executing the cal command without any arguments displays the calendar for the current month, with the
current day highlighted. The basic syntax allows for specifying the month and year:

cal [options] [month] [year]

To harness the full utility of the cal command, several options can be applied:

• Specific Year (cal [year]): Displays the calendar for all twelve months of the specified year. For example,
cal 2024 outputs the entire calendar for 2024.
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• Specific Month and Year (cal [month] [year]): Displays the calendar for a exact month. For instance,
cal 8 2024 displays August 2024. The month can be specified numerically (1-12) or by its name (e.g., cal aug
2024).

• Three-Month View (-3): This highly practical option displays the previous, current, and next month
side-by-side. It is especially useful when planning events that bridge two months.

• Current Year View (-y): Equivalent to typing cal followed by the current year, it outputs the full calendar
for the current year.

• Julian Calendar (-j): Displays Julian days. Instead of numbering days from 1 to 31 within a month, it
numbers days continuously from 1 to 365 (or 366 in a leap year) across the entire year. This format is heavily
used in astronomy, meteorology, and military applications for simple day calculations.

• Monday First (-m): By default, cal sets Sunday as the first day of the week. The -m flag alters the output to
make Monday the first column, which aligns with international standards (ISO 8601).

AI IMAGE PLACEHOLDER
A stylized, high-contrast representation of a terminal screen. The screen is split
into two panels: one showing a standard monthly calendar grid, and the other

showing a Julian calendar grid, highlighting the structural differences provided by
the -j option.

Figure 5.8: Visualizing different output modes of the cal command.

Alternative: The ncal Command

It is worth noting that many Linux distributions also include the ncal command. ncal provides a vertical layout (days
of the week on the left, dates moving horizontally) and offers additional features, such as displaying the date of Easter
(ncal -e) or week numbers (ncal -w). However, cal remains the POSIX standard and is universally available.

5.4.2 The date Command: Time and Date Management

The date command is profoundly more versatile and complex than cal. It serves three primary functions: displaying
the current system time, formatting dates for output or scripting, and setting the system clock. Its formatting
capabilities make it an indispensable asset for developers creating timestamped files, rotating log files, or measuring
script performance.

Displaying and Formatting the Date

Typing date without arguments yields the current date and time in the default system locale format, typically looking
like: Thu Oct 26 14:32:10 UTC 2023.

To customize the output, you append a plus sign (+) followed by format specifiers. The syntax is:

date +"%format_specifiers"

The date command supports a vast array of format specifiers. Here are some of the most essential ones used in
scripting:

• %Y: Full four-digit year (e.g., 2023).

• %y: Two-digit year (e.g., 23).

• %m: Two-digit month (01 to 12).
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• %B / %b: Full month name (January) or abbreviated (Jan).

• %d: Two-digit day of the month (01 to 31).

• %H / %I: Hour in 24-hour format (00 to 23) or 12-hour format (01 to 12).

• %M: Two-digit minute (00 to 59).

• %S: Two-digit second (00 to 60).

• %s: Unix Epoch time (seconds elapsed since January 1, 1970). Extremely useful for calculating time differences.

date +"%Y-%m-%d_%H:%M:%S" 2023-10-26_14:32:10
Apply Formatting Resulting Output

Generates a timestamp string,
ideal for creating unique
file names and logging.

Figure 5.9: Data flow and formatting process of the date command.

Advanced Usage: Date Calculations

GNU date includes a powerful -d (or –date) option, which allows you to display dates other than the current moment.
This is incredibly useful for calculating past or future dates without complex scripting math.
$ date -d "yesterday" +"%Y-%m-%d"
$ date -d "next Friday"
$ date -d "3 months 2 days ago"

This feature is heavily utilized in shell scripts to archive logs older than a specific date or to calculate deadlines.

Setting the Date and Time

While mostly used for retrieval, the root user can leverage date to alter the system clock using the -s (set) flag.
# date -s "2023-10-26 15:00:00"

However, modern Linux systems typically rely on NTP (Network Time Protocol) daemons like chronyd or
systemd-timesyncd to automatically synchronize time with global servers. Manually setting the clock with date -s
is usually reserved for isolated systems or specific testing environments, as sudden time jumps can disrupt cron jobs,
invalidate SSL certificates, and confuse database systems.

5.4.3 The sleep Command: Pausing Execution

Unlike cal and date, which immediately output data to the standard output, the sleep command serves to deliberately
suspend the execution of a process or shell script for a strictly defined duration. It acts as an unconditional pause
mechanism.

Syntax and Duration Units

The syntax of the sleep command is elegant and direct:
sleep NUMBER[SUFFIX]

The NUMBER denotes the amount of time to pause. The optional SUFFIX dictates the unit of that time. If omitted, the
system assumes the number represents seconds.

The supported suffixes are:
• s: Seconds (default behavior)

• m: Minutes

• h: Hours

• d: Days
Modern implementations of GNU sleep also accept floating-point numbers, allowing for sub-second precision (e.g.,

sleep 0.5 for a half-second pause). You can also chain multiple arguments together to define complex durations, such
as sleep 1h 30m, which pauses execution for 90 minutes.
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AI IMAGE PLACEHOLDER
A diagram representing a timeline of shell script execution. Blocks representing
commands are separated by an hourglass or a clock icon labeled ’sleep’, visually
illustrating how the script is suspended before proceeding to the next command

block.

Figure 5.10: Visual concept of suspending script execution using the sleep command.

Practical Applications in Shell Scripting

The sleep command is a cornerstone of bash scripting, enabling developers to introduce necessary delays. Common
scenarios include:

1. Resource Initialization Delays: When a script starts a background daemon (like a web server or database)
and subsequently attempts to interact with it, the daemon requires time to initialize fully. A sleep command
provides a simple buffer to ensure the service is ready to accept connections.

2. Implementing Polling Mechanisms: Often, scripts need to monitor the status of a background job or wait for
a specific file to appear. Instead of a tight loop that consumes 100% of the CPU checking the condition millions
of times a second, a sleep command is placed within a while loop. This creates a "polling loop" that checks the
condition, sleeps for a few seconds, and checks again, minimizing CPU overhead.

3. Rate Limiting and Throttling: When writing scripts that interact with web APIs or scrape data, sending
requests too rapidly can result in the server blocking your IP address. Utilizing sleep between curl or wget
commands naturally throttles the script’s request rate.

4. User Experience Enhancement: In interactive scripts, pausing briefly after displaying important output gives
the user time to read the message before the screen clears or moves to the next prompt.

Start Service

sleep 5 (Wait 5s)

Service Ready? Proceed with Task

Abort Script

Yes

No

Figure 5.11: Flowchart illustrating the use of sleep to wait for service initialization.

Interrupting a sleep Command

When a sleep command is running in the foreground of a terminal, it can be abruptly terminated by the user pressing
Ctrl+C (sending a SIGINT signal). In shell scripts, if a sleep command is sent to the background (using &), its process
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ID can be targeted with the kill command if the pause needs to be canceled prematurely.

5.4.4 Combining Commands: A Scripting Example

The true power of these commands is revealed when they are combined. Consider a backup script that needs to create
a compressed archive, name it with the current date, and then pause before transferring it to a remote server to ensure
local disk write operations have concluded.

#!/bin/bash
# A simple backup script demonstrating date and sleep

# 1. Generate a timestamp using the date command
CURRENT_DATE=$(date +"%Y-%m-%d_%H-%M-%S")
BACKUP_DIR="/archive"
FILE_NAME="backup_$CURRENT_DATE.tar.gz"

echo "Starting backup process..."
echo "Creating archive: $FILE_NAME"

# 2. Simulate creating a backup (using a simple tar command)
tar -czf "$BACKUP_DIR/$FILE_NAME" /var/www/html/ 2>/dev/null

# 3. Use sleep to pause for 10 seconds, allowing system I/O to settle
echo "Archive created. Waiting 10 seconds before initiating transfer..."
sleep 10

# 4. Proceed with next steps (e.g., transferring the file)
echo "Proceeding with transfer to remote server..."
# scp "$BACKUP_DIR/$FILE_NAME" user@remote:/backups/

echo "Backup complete."

In this script, the date command dynamically generates a unique, formatted string used for the filename, preventing
files from being overwritten. The sleep command acts as a buffer, demonstrating a practical approach to pacing
automated tasks.

5.4.5 Conclusion

Mastering the cal, date, and sleep commands equips users with the essential tools required to interact with time
on a Linux system. From quickly checking a date to engineering complex, time-aware automation scripts, these
utilities are foundational elements of the Linux command-line experience. The cal command provides human-readable
calendars, date acts as a powerful engine for timestamping and time calculation, and sleep brings necessary pacing
and synchronization to automated workflows.

5.5 Linux Directory and File Commands
The Linux operating system is built upon a hierarchical file system, where everything is ultimately treated as a
file, including hardware devices and directories. Mastering the command-line interface (CLI) for managing files and
directories is an essential skill for any system administrator, developer, or Linux power user. In this section, we will
delve into the fundamental commands used to navigate the file system, create and manipulate directories, and manage
files efficiently.

5.5.1 Understanding the File System Hierarchy

Before exploring the commands, it is crucial to understand that Linux uses a single, unified directory tree. The absolute
starting point of this tree is the root directory, represented by a forward slash (/). All other directories and files branch
off from this root, creating a structure that resembles an inverted tree.

The concept of a “current working directory” is also vital. When you open a terminal session, you are placed in
a specific directory (usually your home directory, e.g., /home/username). Any command you execute will default to
acting upon the files and directories within this current working directory unless you specify another path.

Paths can be defined in two primary ways:
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/ (root)

bin etc home

user1 user2

var

Figure 5.12: A simplified representation of the Linux File System Hierarchy.

• Absolute Path: Specifies the exact location of a file or directory starting from the root directory (/). An
example is /var/log/syslog.

• Relative Path: Specifies the location of a file or directory relative to your current working directory. If you are
in /home/user, pointing to documents/report.txt is a relative path.

5.5.2 Directory Management Commands

Navigating and structuring directories forms the foundation of command-line operations. Let’s look at the primary
commands for directory management.

The pwd Command

The pwd (Print Working Directory) command is a simple yet indispensable tool. It outputs the absolute path of the
directory you are currently working in. Whenever you lose track of your location within the file system hierarchy, pwd
acts as your compass.

Syntax:

$ pwd

Example Output:

/home/student/documents

The ls Command

To see the contents of a directory, you use the ls (List) command. By default, it lists the files and directories in your
current working directory in alphabetical order.

Syntax:

$ ls [options] [directory_path]

The true power of ls comes from its numerous options:

• ls -l: Long listing format. This displays detailed information including permissions, number of links, owner,
group, file size, and timestamp of last modification.

• ls -a: List all files, including hidden files (those whose names begin with a dot, such as .bashrc).

• ls -h: Human-readable sizes (e.g., displaying 1K, 234M, 2G instead of just bytes). Often combined with -l as ls
-lh.

• ls -R: Recursively list subdirectories, showing the contents of directories inside the current directory, and so on
down the tree.

The cd Command

The cd (Change Directory) command is used to move around the file system. It changes your current working directory
to the path specified.

Syntax:

$ cd [path_to_directory]
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AI IMAGE PLACEHOLDER
A terminal window demonstrating the output of the ls -la command with

color-coded directories and file permissions clearly visible.

Figure 5.13: Detailed directory listing using ls -la.

There are several handy shortcuts with cd:

• cd ..: Moves you up one level to the parent directory. (The double dot .. always refers to the directory above
the current one).

• cd .: Refers to the current directory itself. While cd . does nothing noticeable, the single dot . is crucial when
executing scripts in the current folder (e.g., ./script.sh).

• cd ˜: Moves you directly to your home directory (the tilde ˜ represents the home directory). Alternatively, just
typing cd without any arguments does the same.

• cd -: Takes you back to the previous directory you were in before the last cd command.

The mkdir and rmdir Commands

To create a new directory, use the mkdir (Make Directory) command.
Syntax:

$ mkdir [directory_name]

A very useful option is -p (parents), which allows you to create an entire directory path at once, creating parent
directories as needed without throwing an error if they already exist. For example, mkdir -p project/src/java
creates the project directory, then src inside it, and java inside that, all in one seamless operation.

To remove an empty directory, use rmdir (Remove Directory). If the directory contains files or other directories,
rmdir will fail and display an error.

Syntax:

$ rmdir [directory_name]

5.5.3 File Management Commands

Once you have established your directory structure, you will need to create, copy, move, and delete files. These tasks
form the core of daily administrative duties.

The touch Command

The touch command serves a dual purpose. Its most common use by beginners is to quickly create a blank, empty file.
However, its primary technical function is to update the access and modification timestamps of an existing file. If the
file specified does not exist, touch creates it as a zero-byte file.

Syntax:

$ touch filename.txt

The cp Command

The cp (Copy) command duplicates files or directories from a source location to a destination location.
Syntax:

$ cp [options] source destination
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Key options:

• -i (interactive): Prompts for confirmation before overwriting an existing file at the destination.

• -r or -R (recursive): Essential when copying directories. It copies the directory and all of its contents, including
subdirectories and files within them.

• -v (verbose): Explains what is being done, displaying each file as it is copied.

source.txt dest.txt
cp

src_dir dest_dir
cp -r

Figure 5.14: Visualizing the cp and cp -r operations for files and directories.

The mv Command

The mv (Move) command is used for two purposes: moving files or directories from one location to another, and
renaming files or directories. Unlike cp, the original file does not remain at the source location after a successful move.

Syntax for moving:

$ mv [options] source destination_directory

Syntax for renaming:

$ mv old_filename new_filename

If you move a file into the same directory but give it a different name, it effectively functions as a rename operation.
Like cp, mv supports the -i interactive option to prevent accidental overwrites if a file with the destination name
already exists.

The rm Command

«««< HEAD The rm (Remove) command deletes files and directories. Caution is highly advised when using rm, as
files deleted this way are generally unrecoverable; they bypass the graphical “Recycle Bin” or “Trash.” =======
The rm (Remove) command deletes files and directories. Caution is highly advised when using rm, as files deleted
this way are generally unrecoverable; they bypass the graphical ‘Recycle Bin” or ‘Trash.” »»»> origin/paper-solver

Syntax:

$ rm [options] filename

To remove directories and their contents securely, the -r (recursive) option must be used. Be extremely careful
with rm -rf (recursive, force), which deletes directories without prompting for confirmation, even if they are heavily
populated or contain read-only files. Running rm -rf / is a notorious command that can destroy the entire file system
if executed with root privileges.

Example of recursive deletion:

$ rm -r old_project_folder

5.5.4 Wildcards (Globbing) in File Commands

When working with file management commands like ls, cp, mv, and rm, it is often inefficient to specify multiple files
one by one. Linux provides special characters called wildcards (also known as globbing patterns) that allow you to
specify multiple files that match a particular pattern.

• The Asterisk (*): Represents zero or more characters. For example, ls *.txt will list all files ending in .txt.
The command rm doc* will remove any file starting with “doc” regardless of what follows.
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• The Question Mark (?): Represents exactly one single character. For instance, ls file?.txt will match
file1.txt and fileA.txt, but it will not match file10.txt because “10” consists of two characters.

• Square Brackets ([]): Represents a range or a specific set of single characters. For example, cp file[1-3].txt
/dest will copy file1.txt, file2.txt, and file3.txt. Similarly, ls [abc]*.jpg will list all JPEG files that
begin with an ’a’, ’b’, or ’c’.

Understanding wildcards acts as a multiplier for your efficiency on the command line. However, they must be used
carefully, especially in conjunction with destructive commands like rm.

5.5.5 File Viewing and Inspection Commands

Creating and moving files is only half the battle; reading their contents and checking their properties is equally
important. Linux provides multiple utilities for reading files, optimized for different file sizes and specific use cases.

The cat Command

The cat (Concatenate) command reads data from files and outputs their contents directly to the terminal’s standard
output. It is best suited for viewing small files, as large files will quickly scroll past the screen buffer, making the
beginning of the file unreadable.

Syntax:

$ cat filename.txt

As the name implies, cat can also join multiple files together. For example, cat file1.txt file2.txt >
combined.txt reads both files and redirects the output into a new file called combined.txt.

Pagers: more and less

For files too large to fit on a single screen, pagers are the appropriate tools. They pause the output of a command or
text file and allow you to read it page by page.

The older pager is more. It displays text one screen at a time. You press the Spacebar to advance to the next screen,
the Enter key to advance line by line, and ’q’ to quit. However, more generally does not allow backward navigation.

The modern standard is less (“less is more”). It provides advanced functionality, most notably the ability to scroll
both backward and forward through a file using the arrow keys or Page Up/Page Down. It also allows searching for
text within the file by typing / followed by a search term, pressing ’n’ to find the next occurrence.

Syntax:

$ less large_log_file.log

AI IMAGE PLACEHOLDER
A split-screen illustration showing the difference between a fast-scrolling cat

command output and a controlled, paginated less command output interface,
highlighting the navigation bar at the bottom.

Figure 5.15: Comparing standard output dumping versus paginated viewing.

The head and tail Commands

Sometimes you only need to see the beginning or the end of a file. This is especially true for configuration files (where
you might want to see the initial comments/setup instructions) or log files (where you want to see the most recent error
entries).

The head command prints the first 10 lines of a file by default. You can change this number using the -n option.
Syntax:
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$ head -n 5 config.ini

Conversely, the tail command prints the last 10 lines of a file. A critically important feature for system
administrators is tail -f (follow). This option keeps the file open and continuously outputs new lines as they are
added to the file in real-time, which is essential for monitoring live server logs.

Syntax:

$ tail -f /var/log/syslog

The file and stat Commands

In Linux, file extensions (like .txt or .exe) are largely optional and don’t dictate how the OS treats the file. The
system relies on file signatures (magic numbers) contained within the file headers to determine what a file actually is.
The file command examines the contents of a file and reports its guessed type.

Syntax:

$ file unknown_document

If you need exhaustive details about a file’s metadata beyond what ls -l provides, use the stat (Status) command.
It provides low-level information about file size, block allocation, inode number, ownership, and precise timestamps for
access, modification, and status change.

Syntax:

$ stat important_file.conf

5.5.6 Summary

Mastering these essential directory and file commands provides the user with total control over the Linux environment.
By combining commands like cd, ls, cp, mv, and cat, tasks that would take significant time using a graphical user
interface can be accomplished with just a few keystrokes. Understanding the file system hierarchy, pathing, and when
to use a simple text viewer like cat versus a powerful pager like less, or how to safely manage file deletion with rm,
marks the transition from a novice Linux user to a proficient command-line operator.

5.6 Linux User Commands
Linux is fundamentally designed as a multi-user, multi-tasking operating system. This architecture implies that multiple
users can log into a single system simultaneously, execute programs, and manage files without interfering with one
another. To maintain security and order in such an environment, Linux employs a robust user management system.
Understanding how to manage users—creating them, modifying their permissions, and safely removing them—is a
critical skill for any Linux system administrator or power user. This section explores the essential Linux user commands
that facilitate these administrative tasks.

5.6.1 The Multi-User Concept and the Root User

In Linux, every process runs under the context of a specific user, and every file is owned by a user. This ownership
dictates what actions can be performed and by whom. At the top of the user hierarchy is the root user, also known as
the superuser. The root user has absolute control over the system, possessing the ability to modify any file, start or
stop any service, and manage all other users. Regular users, on the other hand, operate within restricted environments,
typically confined to their home directories and explicitly granted permissions.

5.6.2 Essential Configuration Files

Before diving into the commands themselves, it is crucial to understand the underlying configuration files that store
user and group information. When you execute user management commands, you are essentially modifying these files.

• /etc/passwd: This file contains essential information for each user account, including the username, user ID
(UID), group ID (GID), a brief description (often the user’s full name), the path to the home directory, and the
default login shell.

• /etc/shadow: For security reasons, passwords are not stored in plaintext. The /etc/shadow file stores the
encrypted password hashes along with password expiration information. This file is accessible only by the root
user.

• /etc/group: This file defines the groups on the system and lists the users belonging to each group.
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AI IMAGE PLACEHOLDER
An illustration of a Linux server with multiple users connecting from different
terminals, highlighting the central role of the root user managing the system.

Figure 5.16: Multi-user architecture in Linux.
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Figure 5.17: Relationship between critical user management files.

5.6.3 Adding Users: useradd

The primary command for creating a new user account in Linux is useradd. This command updates the system files
and optionally creates a home directory for the new user.

The basic syntax is:

sudo useradd [options] username

By default, simply running useradd username might not create a home directory or assign a default shell, depending
on the system’s configuration. Therefore, administrators typically use specific options to ensure the user environment is
set up correctly:

• -m: Creates the user’s home directory (e.g., /home/username).

• -s: Specifies the user’s default login shell.

• -g: Defines the primary group for the user.

• -G: Adds the user to supplementary (secondary) groups.

• -c: Adds a comment, usually the user’s full name.

«««< HEAD Example: To create a user named ‘alice‘ with a home directory, the Bash shell, and added to
the ‘developers‘ supplementary group, you would execute: ======= Example: To create a user named alice
with a home directory, the Bash shell, and added to the developers supplementary group, you would execute: »»»>
origin/paper-solver

sudo useradd -m -s /bin/bash -G developers -c "Alice Smith" alice

Note: Some Debian-based distributions provide an interactive script called adduser, which provides a more user-
friendly, wizard-like interface for creating users compared to the lower-level useradd command.

5.6.4 Password Management: passwd

Creating a user with useradd does not assign a password to the account. By default, the account is locked until a
password is set. The passwd command is used to assign or change a user’s password.

The basic syntax is:
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sudo passwd username

When executed by the root user, this command prompts for a new password without requiring the old one. Regular
users can also use the passwd command (without sudo and without specifying a username) to change their own
passwords. In this case, the system will prompt them for their current password before allowing a change.

The passwd command also offers options for managing password expiration policies:
• -l: Locks the user account (prepends a ’!’ to the password hash).

• -u: Unlocks the user account.

• -e: Forces the user to change their password upon their next login.

5.6.5 Modifying Existing Users: usermod

Once a user is created, you may need to modify their account settings. The usermod command is designed for this
purpose. It allows you to change the user’s login name, home directory, expiration date, and group memberships.

The basic syntax is similar to useradd:
sudo usermod [options] username

Commonly used options include:
• -l: Changes the user’s login name.

• -d: Changes the user’s home directory. If used with -m, it moves the contents of the old home directory to the
new one.

• -aG: Appends the user to supplementary groups without removing them from their current groups. Caution:
Forgetting the -a (append) flag and only using -G will remove the user from all groups not explicitly listed in the
command.

«««< HEAD Example: To change the login name of user ‘bob‘ to ‘robert‘ and move his home directory accordingly:
======= Example: To change the login name of user bob to robert and move his home directory accordingly:
»»»> origin/paper-solver
sudo usermod -l robert -d /home/robert -m bob

AI IMAGE PLACEHOLDER
A conceptual diagram showing a system administrator modifying user properties,

illustrating attributes like UID, GID, and Home Directory being updated.

Figure 5.18: Modifying user attributes with usermod.

5.6.6 Deleting Users: userdel

When a user no longer requires access to the system, their account should be removed to maintain security. The
userdel command accomplishes this.

The basic syntax is:
sudo userdel username

By default, userdel only removes the user account from the system files (/etc/passwd, /etc/shadow, etc.). It
does not remove the user’s home directory or their mail spool. This is a safety measure to prevent accidental data loss.

If you want to completely remove the user and all their files, you must use the -r (remove) option:
sudo userdel -r username

Administrators must be careful when using the -r option, as data deleted in this manner is generally unrecoverable
without backups.

Textbook for DI03016061 Milav Dabgar

https://milav.in


Linux User Commands 117

5.6.7 Switching Users and Privilege Escalation: su and sudo

In standard Linux administration practice, it is highly discouraged to log in directly as the root user. Instead,
administrators log in as a standard user and escalate their privileges only when necessary. The su and sudo commands
facilitate this.

The su Command

The su (substitute user) command allows you to switch your current session to another user. If no user is specified, it
defaults to switching to the root user.

su - username

The hyphen (-) is a crucial but often overlooked option. It simulates a full login sequence for the target user,
loading their environment variables and changing the current directory to their home directory. To switch to root, you
simply type su - and provide the root password.

The sudo Command

The sudo (superuser do) command allows a permitted user to execute a command as the superuser or another user, as
specified by the security policy configured in the /etc/sudoers file.

sudo command

Unlike su, which requires you to know the target user’s password (often root’s password), sudo requires you to
enter your own password. This creates an audit trail, as the system logs every command executed via sudo, providing
accountability. Furthermore, the /etc/sudoers file allows for granular control, permitting specific users to run only
specific commands as root, rather than granting blanket administrative access.

Standard
User

su
Requires root pass

sudo
Requires user pass

Root
Privileges

Standard
User

su
Requires root pass

sudo
Requires user pass

Figure 5.19: Comparing su and sudo for privilege escalation.

5.6.8 Querying User Information

System administrators frequently need to query information about current users, their permissions, and who is currently
logged into the system. Several commands provide this functionality:

• whoami: Prints the effective username of the current user. It is a quick way to verify who you are operating as,
especially after switching users.

• id: Displays the real and effective user and group IDs. Running id username provides detailed information
about a specific user’s UID and GID memberships.

• groups: Prints the names of the groups a user is a member of. By default, it shows the groups for the current
user.

• who: Displays a list of users who are currently logged into the system, along with the terminal they are using and
the time they logged in.

• w: Similar to who, but provides a more detailed summary. It shows who is logged in, what they are currently
doing (the active process), and system load averages.
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5.6.9 Summary

Mastering Linux user commands is fundamental to system administration and maintaining a secure computing
environment. By understanding how to manipulate configuration files via commands like useradd, usermod, and
userdel, administrators can precisely control access to the system. Furthermore, effectively utilizing tools like passwd
for security enforcement and understanding the distinct roles of su and sudo ensures that administrative tasks can be
performed securely, maintaining the integrity of the multi-user architecture that defines Linux.

5.7 Linux Networking Commands
Linux is a robust and powerful operating system designed with networking at its core. Whether you are managing a
single desktop, administrating a local network, or maintaining enterprise-level servers, a comprehensive understanding
of Linux networking commands is essential. These command-line tools allow you to configure network interfaces,
troubleshoot connectivity, perform name resolution, monitor active connections, and transfer files securely across
networks. In this section, we will explore the most critical networking commands available in Linux, categorize them by
their primary functions, and demonstrate their practical applications.

5.7.1 Checking Network Connectivity: ping and traceroute

The most fundamental task in network troubleshooting is verifying whether a remote host is reachable across the
network.

The ping Command

The ping command is the quintessential tool for testing network connectivity. It operates by sending Internet Control
Message Protocol (ICMP) Echo Request packets to a target host and waiting for an ICMP Echo Reply. By analyzing
the responses, you can determine packet loss, round-trip time (latency), and the general health of the connection.

Basic Usage:

$ ping google.com

By default, on Linux, ping will continue to send packets indefinitely until interrupted with Ctrl+C. You can limit the
number of packets sent using the -c (count) option:

$ ping -c 4 192.168.1.1

This command is the first step in diagnosing any network issue. If a host replies to a ping, it confirms that the network
path to the host is functional and that the host’s networking stack is active.

The traceroute Command

While ping tells you if a host is reachable, traceroute reveals the exact path that packets take to reach that destination.
It displays every "hop" (router or gateway) along the route and the time it takes to reach each one. This is invaluable
for identifying exactly where a connection is dropping or experiencing severe latency.

Basic Usage:

$ traceroute example.com

traceroute works by manipulating the Time To Live (TTL) value of IP packets. The TTL is incremented for each
batch of packets sent, causing successive routers along the path to return an ICMP "Time Exceeded" message, thereby
revealing their IP addresses to the source.

5.7.2 Network Interface Configuration: ifconfig and ip

Configuring network interfaces is a routine administrative task. This involves assigning IP addresses, enabling or
disabling hardware interfaces, and managing routing tables.

The Legacy ifconfig Command

Historically, the ifconfig (interface configuration) command was the standard tool used across Unix-like systems.
It displays current network interface parameters and allows administrators to assign IP addresses, enable or disable
interfaces, and manage the ARP cache.

Displaying all interfaces:
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AI IMAGE PLACEHOLDER
A visual representation of data packets hopping across various network routers in a

global network, tracing a path from a source computer to a remote destination
server.

Figure 5.20: Conceptual map of packet routing across a network.

$ ifconfig -a

This command outputs details such as the MAC address, assigned IPv4 and IPv6 addresses, subnet mask, and packet
transmission statistics for interfaces like eth0 (Ethernet) or wlan0 (Wi-Fi). Although widely recognized, ifconfig is
considered deprecated in modern Linux distributions.

The Modern ip Command Suite

The ip command provides a unified interface for managing routing, devices, policy routing, and tunnels. It is preferred
over ifconfig because it supports modern networking features and is actively maintained within the iproute2 package.

Displaying IP addresses:

$ ip addr show

Bringing an interface up or down:

$ sudo ip link set dev eth0 up
$ sudo ip link set dev eth0 down

Displaying the routing table:

$ ip route show

The output of ip route show will indicate the default gateway, which is the router that the Linux machine uses to
forward packets to external networks like the Internet.

Linux System Interface (eth0)IP: 192.168.1.10Router / GatewayIP: 192.168.1.1Interface (eth0)
IP: 192.168.1.10

Router / Gateway
IP: 192.168.1.1 Internet

LAN WAN

Figure 5.21: Network interface connecting a Linux system to the Internet via a local gateway.

5.7.3 Domain Name System (DNS) Querying: nslookup, host, and dig

Humans use domain names (like google.com) to browse the internet, but computers communicate using numerical IP
addresses. DNS servers are responsible for translating these domain names into IP addresses. Linux provides several
commands to query DNS records and verify name resolution.

The nslookup Command

nslookup (name server lookup) is an interactive tool used to query DNS servers to obtain domain name or IP address
mapping.

Basic Forward Lookup:

$ nslookup ubuntu.com
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The host Command

The host command is a simpler, more concise utility for performing DNS lookups. It provides cleaner, easier-to-read
output compared to nslookup.

Usage:

$ host ubuntu.com

The dig Command

dig (Domain Information Groper) is the most powerful and comprehensive DNS querying tool available in Linux.
Network administrators heavily prefer dig because it provides detailed output, including the specific DNS records (A,
MX, TXT, CNAME), TTL values, and the query execution time.

Querying specific record types (e.g., Mail Exchange records):

$ dig mx google.com

Returning only the IP address for easy scripting:

$ dig +short a example.com

5.7.4 Network Statistics and Connections: netstat and ss

Monitoring open ports and active connections is a critical component of security auditing and performance optimization.
Knowing what services are listening for incoming traffic helps administrators secure their servers.

The netstat Command

netstat (network statistics) displays incoming and outgoing network connections, routing tables, and interface statistics.
Displaying all listening ports:

$ netstat -tuln

In this command, the flags -t and -u stand for TCP and UDP protocols, -l limits the output to listening sockets, and
-n displays numerical addresses instead of trying to resolve hostnames, which drastically speeds up the command’s
execution.

The ss Command

Just as ip replaced ifconfig, the ss (socket statistics) command is the modern replacement for netstat. It operates
faster because it queries the kernel directly and is capable of displaying more detailed state information about active
connections.

Listing established TCP connections:

$ ss -t -a

AI IMAGE PLACEHOLDER
A network administrator looking at a high-tech dashboard displaying active
TCP/UDP network connections, open listening ports, and bandwidth usage

statistics.

Figure 5.22: Monitoring network connections and port statistics.
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5.7.5 Remote Connections and File Transfer: ssh, scp, wget, and curl

Linux provides secure and efficient methods for remote administration, data transfer, and web interactions directly
from the terminal.

The ssh Command

Secure Shell (ssh) is a cryptographic network protocol used to operate network services securely over an unsecured
network. It provides a secure channel over an unsecured network by utilizing strong encryption. It is the absolute
standard method used by administrators to log into remote Linux servers.

Connecting to a remote server:

$ ssh username@192.168.1.100

The scp Command

Secure Copy (scp) allows files and directories to be securely copied to, from, or between different hosts over an SSH
connection. It ensures that the file data and any associated passwords are encrypted during transit.

Copying a local file to a remote server’s home directory:

$ scp local_document.txt username@192.168.1.100:~/

SSH Client(Local Machine) SSH Server(Remote Host)Port 22SSH Client
(Local Machine)

SSH Server
(Remote Host)

Port 22

1. Authentication Request

2. Encrypted Session Established

Encrypted SSH Tunnel

Figure 5.23: Illustration of an SSH connection establishing an encrypted tunnel between a client and a remote server.

The wget Command

wget is a non-interactive network downloader. It supports HTTP, HTTPS, and FTP protocols. Because it operates
non-interactively, it can run in the background, making it ideal for automated shell scripts and downloading large files
over unstable connections.

Downloading a file from the internet:

$ wget https://example.com/software-package.tar.gz

The curl Command

curl (Client URL) is an incredibly versatile tool for transferring data to or from a server using a massive array of
supported protocols. Unlike wget, which is primarily optimized for downloading files, curl is frequently used for
interacting with RESTful APIs, sending POST requests, and testing HTTP response headers.

Fetching a webpage’s HTTP headers:

$ curl -I https://google.com

Interacting with a REST API by sending JSON data:

$ curl -X POST -H "Content-Type: application/json" \
-d ’{"key":"value"}’ https://api.example.com/data

This advanced usage demonstrates why curl is a vital tool for modern web developers and systems engineers for
debugging web services.
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5.7.6 Analyzing Network Traffic: tcpdump

For deep network analysis and complex troubleshooting, administrators need the ability to inspect the actual raw
packets traveling across a network interface. The tcpdump command is a powerful, industry-standard command-line
packet analyzer.

Due to the sensitive nature of packet sniffing, executing tcpdump typically requires root (superuser) privileges. It
allows the user to intercept and display TCP/IP and other packets being transmitted or received over a network to
which the computer is attached.

Capturing packets on a specific interface:

$ sudo tcpdump -i eth0

Filtering traffic to capture only HTTP packets (port 80):

$ sudo tcpdump -i eth0 port 80

The text output generated by tcpdump in a busy network can be overwhelming. Therefore, network engineers
often save the captured packet data to a file using the -w option. This .pcap file can later be opened and analyzed
graphically using tools like Wireshark. This granular level of inspection is essential for detecting network intrusions,
analyzing performance bottlenecks, and verifying that applications are securely communicating over the network.

5.7.7 The arp Command

The Address Resolution Protocol (ARP) is responsible for mapping IP addresses to physical MAC addresses on a local
network segment. The arp command allows administrators to view and manipulate the system’s ARP cache. This can
be particularly useful when troubleshooting IP address conflicts or diagnosing MAC spoofing attacks on a local area
network.

Displaying the current ARP table:

$ arp -a

This outputs the known IP addresses on the local subnet alongside their corresponding hardware (MAC) addresses,
confirming that local devices are correctly identifying each other at the data link layer.

5.7.8 A Practical Troubleshooting Scenario

To understand how these tools work together in a real-world environment, consider a common scenario where a
user complains that a company’s web server is unreachable. An administrator would follow a structured diagnostic
methodology using these commands:

1. Verify local connectivity: The administrator first runs ping 8.8.8.8 to ensure the local machine has a
working internet connection.

2. Check DNS resolution: Next, they use dig example.com to verify that the target domain name is correctly
resolving to a valid IP address. If this fails, the issue lies with the DNS configuration or external DNS servers.

3. Trace the network route: If DNS resolution is successful, running traceroute example.com helps identify if
the connection is failing at a specific router or gateway situated between the local machine and the destination
server.

4. Verify remote port responsiveness: The administrator might then run curl -I http://example.com to
see if the remote web server responds to standard HTTP requests.

5. Establish remote access: If the web server is unresponsive to web traffic, the administrator uses ssh
admin@example.com to securely log into the server remotely.

6. Check local listening services: Once logged into the server’s terminal, running ss -tuln confirms whether
the web server daemon (such as Apache or Nginx) is actively running and listening on port 80 or 443.

7. Analyze raw traffic: Finally, if the service is running but packets seem to be dropping, running sudo tcpdump
-i eth0 port 80 can reveal if incoming HTTP requests are actually reaching the server’s network interface and
whether they are being unexpectedly dropped by a firewall configuration.

This structured approach highlights how each individual networking command serves a specific, vital diagnostic
purpose. By combining them, system administrators form a complete troubleshooting methodology, ensuring robust
and reliable network operations.
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5.8 Shell Scripts
A shell script is a text file containing a sequence of commands for a UNIX-based operating system. Instead of typing
commands one by one interactively at the command prompt, which can be tedious, you can store these commands in a
file and execute them as a single script. Shell scripting is a powerful tool for automating repetitive tasks, performing
system administration, handling file manipulation, and integrating various command-line utilities into a cohesive
workflow. It fundamentally acts as the glue that ties together standalone UNIX tools.

A typical shell script begins with a special line known as the shebang (#!), followed by the absolute path to the
shell interpreter that should execute the script. For example, the line #!/bin/bash specifies that the script should
be executed using the Bourne Again Shell (Bash). This line informs the operating system which interpreter to load
before running the subsequent lines of code. After writing a script, it is necessary to make the file executable using the
chmod +x filename command before running it. Without execution permissions, the system will prevent the script
from running.

AI IMAGE PLACEHOLDER
An illustration of a developer writing a shell script in a code editor, with a terminal
window running the script to automate a system task, showing data flowing from a

text file into multiple system processes.

Figure 5.24: Shell Scripting conceptually automates terminal interactions and orchestrates complex processes.

5.8.1 Basic Operators

Shell scripts support various operators to perform arithmetic calculations, logical evaluations, relational comparisons,
string manipulations, and file testing operations. In Bash, variables are weakly typed and are usually treated as strings.
Therefore, special syntax and external commands like expr or the double parentheses $(( )) are used for mathematical
operations, and square brackets [ ] or the test command are used for logical and relational evaluations.

Understanding how to use these operators is crucial because they form the foundation of logic within any script.
They allow the script to evaluate data, compare inputs, and make decisions based on the current state of the system or
the data being processed.

Arithmetic Operators

Arithmetic operators are used to perform basic mathematical calculations. Bash supports the following common
arithmetic operators. When using the expr command, spaces are required between operators and operands.

«««< HEADAddition (+): Adds two operands together. For instance, expr $a + $b evaluates to the sum of a
and b. Subtraction (-): Subtracts the second operand from the first. For example, expr $a - $b evaluates
the difference. ======= Addition (+): Adds two operands together. For instance, expr a+b evaluates to
the sum of a and b. Subtraction (-): Subtracts the second operand from the first. For example, expr a−b
evaluates the difference. »»»> origin/paper-solver Multiplication (\*): Multiplies two operands. When using
expr, the asterisk character must be escaped with a backslash (\) because an unescaped asterisk is treated as a
wildcard character by the shell. Division (/): Divides the first operand by the second. In bash, this performs
integer division, meaning any remainder is truncated. Modulus (%): Returns the remainder of an integer
division operation. This is useful for determining if a number is even or odd. Assignment (=): Assigns the
right-hand value to the left-hand variable (e.g., a=$b).

Example of Arithmetic Operations:

•••••••• #!/bin/bash
a=15
b=4
<<<<<<< HEAD
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sum=‘expr $a + $b‘
product=‘expr $a \* $b‘
remainder=‘expr $a % $b‘
=======
sum=\texttt{expr \$a + \$b}
product=\texttt{expr \$a \* \$b}
remainder=\texttt{expr \$a \% \$b}
>>>>>>> origin/paper-solver

echo "Sum is: $sum"
echo "Product is: $product"
echo "Remainder is: $remainder"

Relational Operators

Relational operators are used to compare two numeric values. They do not work for string values unless the strings
contain valid numeric digits. These operators evaluate the relationship and return a boolean true or false status.

«««< HEAD-eq (Equal): Checks if the value of two operands is exactly equal. (e.g., [ $a -eq $b ]) =======
-eq (Equal): Checks if the value of two operands is exactly equal. (e.g., [ a − eqb ]) »»»> origin/paper-solver
-ne (Not Equal): Checks if the value of two operands is not equal. -gt (Greater Than): Checks if the value
of the left operand is strictly greater than the right operand. -lt (Less Than): Checks if the value of the left
operand is strictly less than the right operand. -ge (Greater Than or Equal): Checks if the value of the left
operand is greater than or equal to the right operand. -le (Less Than or Equal): Checks if the value of the left
operand is less than or equal to the right operand.

Boolean Operators

Boolean operators are used to combine logical conditions or to negate a single condition.
•••••••• Logical Negation (!): Inverts a true condition to false and a false condition to true.

• Logical OR (-o): If at least one of the evaluated operands is true, the entire condition becomes true.

• Logical AND (-a): The condition evaluates to true only if both operands are true.

String Operators

String operators are vital for comparing textual data and checking the status of string variables.
«««< HEAD= (String Equality): Checks if the value of two strings is identical. (e.g., [ $str1 = $str2 ])
======= = (String Equality): Checks if the value of two strings is identical. (e.g., [ str1 =str2 ]) »»»>
origin/paper-solver != (String Inequality): Checks if the value of two strings is different. -z (Zero Length):
Checks if the given string operand has a length of zero. If the length is zero, it returns true. -n (Non-Zero
Length): Checks if the given string operand has a length greater than zero. str (String Exists): Simply
checking the string variable without any flags (e.g., [ $str ]) checks if the string is not empty.

File Test Operators

File test operators allow administrators to verify file properties directly within a script, useful for file manipulation
tasks, backup scripts, and system checks.

••••••• -b file: Checks if the file is a block special file.

• -c file: Checks if the file is a character special file.

• -d file: Checks if the file exists and is a directory.

• -f file: Checks if the file exists and is an ordinary file.

• -r file: Checks if the file exists and whether the current user has read permissions for it.

• -w file: Checks if the file exists and whether the current user has write permissions.

• -x file: Checks if the file exists and whether the current user has execute permissions.

• -s file: Checks if the file exists and has a file size strictly greater than zero bytes.

• -e file: A general test that checks if the file exists, regardless of its type or size.
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5.8.2 Control and Loop Statements

A script that executes sequentially from top to bottom is highly limited in capability. To build adaptable scripts,
developers rely on control structures and loop statements. These constructs add logic and flow control to a shell script,
enabling the execution of different commands based on dynamic conditions and the repetition of tasks without manual
intervention.

Control Statements (Decision Making)

Decision-making structures allow a script to evaluate conditions at runtime and execute a specific block of code only if
the predefined criteria are met.

1. The if...fi Statement This is the fundamental decision-making statement. It evaluates a single condition.
If the condition is true, the block of commands situated between the then and fi keywords is executed.

if [ expression ]
then

# Statement(s) to be executed if expression is true
echo "Condition is true."

fi

2. The if...else...fi Statement This structure introduces an alternative path. If the evaluated expression is
true, the then block runs. However, if the expression evaluates to false, the else block runs instead.

if [ expression ]
then

# Statement(s) to be executed if expression is true
echo "Success path."

else
# Statement(s) to be executed if expression is false
echo "Alternative path."

fi

Start

Evaluate
Expression

Execute
then block

Execute
else block

End of fi

TrueFalse

Figure 5.25: Flowchart of an if...else...fi control structure in shell scripting.

3. The if...elif...else...fi Statement Also known as the if-elif ladder, this construct allows multiple
conditions to be tested sequentially. The script evaluates each expression in order. It executes the block associated
with the very first true condition it encounters.

if [ expression_1 ]
then

echo "Condition 1 is true"
elif [ expression_2 ]
then

echo "Condition 2 is true"
else

echo "No conditions matched"
fi
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4. The case...esac Statement The case statement provides a highly readable alternative to nested if-elif
ladders, particularly when comparing a variable against multiple exact string patterns. Each pattern block must be
terminated with a double semicolon (;;).

case "$variable" in
pattern1)

# Statement(s) to execute if pattern1 matches
;;

pattern2)
# Statement(s) to execute if pattern2 matches
;;

*)
# Default statement(s) if no patterns match
;;

esac

Loop Statements

Loops are essential constructs used to execute a block of commands repeatedly either as long as a condition remains
true or until a predefined sequence of items is processed.

1. The while Loop The while loop tests a specified condition at the beginning of each iteration. As long as
the condition evaluates to true, the loop body executes. When the condition becomes false, the loop terminates. It is
commonly used for running a process until a limit is reached.

counter=1
while [ $counter -le 5 ]
do

echo "Iteration number: $counter"
<<<<<<< HEAD

counter=‘expr $counter + 1‘
=======

counter=\texttt{expr \$counter + 1}
>>>>>>> origin/paper-solver
done

2. The for Loop The for loop iterates over a given list of items. It loops through the items sequentially, assigning
each item to a variable, and executing the loop body once for each item. It is effective for processing a list of files or
parsing arrays.

for file in /var/log/*.log
do

echo "Processing log file: $file"
# Commands to process $file

done

AI IMAGE PLACEHOLDER
A conceptual graphic showing a conveyor belt moving items into a processing unit,

symbolizing a for loop sequentially processing elements from a list.

Figure 5.26: Visual representation of loop execution iterating over a list of items.

3. The until Loop The until loop executes the loop body repeatedly until the evaluated condition becomes
true. Put simply, the block of commands is executed as long as the condition is false. Once the condition evaluates to
true, the loop stops.
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counter=1
until [ $counter -gt 5 ]
do

echo "Running until counter > 5. Current: $counter"
counter=$((counter+1))

done

Loop Control: break and continue

Shell scripts provide two powerful keywords for loop control:

• The break statement: This statement terminates the entire execution of a loop prematurely. Once encountered,
the loop immediately stops iterating, and control passes directly to the first statement following the done keyword.
break can also accept an integer argument to break out of multiple nested loops.

• The continue statement: Unlike break, continue does not completely terminate the loop. Instead, it causes
the current iteration to end immediately. Any remaining commands within the loop body are skipped. The loop
then evaluates its condition again and proceeds with the next scheduled iteration.

By mastering the combination of basic operators, decision-making control statements, and iterative loop structures,
administrators and developers can leverage shell scripting as a robust framework for systems automation.
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