Seat No./Enrollment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA IN ENGINEERING — SEMESTER 4 — EXAMINATION -

SUMMER 2026
Subject Code: D104000101 Date: 13/05/2026
Subject Name: CYBER SECURITY AWARENESS & CYBER LAWS
Time: 10:30 AM TO 01:00 PM Total Marks: 70

Instructions :

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary

3. Figures to the right indicate full marks.

4. Use of simple calculators and non-programmable scientific
calculators are permitted.

5. English version is authentic.

Q.1 (a) Define the World Wide Web (WWW) and write its advantages 03
U (1) World Wide Web (WWW) ol cutu1l 41U Aol Aotl SLRAEL AW 03
(b) Explain the CIA triad with a suitable diagram. 04
(W) CIA triad 2092 (5[ WA AHeA Al 0¥
(c) Define cyber security and explain the current challenges of cyber security in 07
modern digital systems.
(5) Cyber security ofl calluaul WU A wYy(als (S(@ect R M cyber 09
security oll Al Hlol USSR AUl
¥Ydql
OR
(c) Define a cyber threat and explain any three cyber threats with examples. 07
(5) Cyber threat ofl cAVAL WU W SLESURL MG cyber threats A GELEWL 09
A AL
0.2 (a) Explain the need of cyber security in daily life. 03
USLR  (¥l) Daily life Hi cyber security o{l %332l AL 03

(b) Distinguish between safe and unsafe URLs with example. 04
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Explain safe online shopping and safe digital payment practices in detail.
Safe online shopping U safe digital payment practices ofl ugldl
(QotauR Anem Al

WYdql
OR

Explain the key principles of cyber ethics.
Cyber ethics ol 4yl Raidl AHs1C.

User creates the password “123456789” for all accounts. Analyze the risks
and suggest improvements for a strong password.

User (Ll A8LGo2 HIS 123456789 WS olotld 8. Aotl luHHlo]
(AL 5 U Hofcd WS M2 YIRL YU

Explain methods to detect and avoid malicious email links and attachments.

Malicious email links < attachments o\ detect 1 avoid $2clloll
U (AR -t

Describe three needs for antivirus software.

WodlallA A s2 AR 2L 23R 2ulAl AH A

Explain standalone antivirus software in detail.

Standalone antivirus A $2 AR (Aol UM

Use a diagram to explain the working of a packet-filtering firewall and list
its advantages and disadvantages.

Ulg(Aoll BUAL 531a Packet-filtering firewalloll stalug(d AMestal U
Aol Alell Aal Al Avll.

WYq|
OR

Explain the importance of Data Recovery.

32l Rsat3lo] Uscel UMl

Explain a proxy firewall in detail with a suitable diagram.

Proxy firewall 201921 u5(A WA (Aol AHA.
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Apply the concept of Multi-Factor Authentication (MFA) to explain App-
based and OTP-based authentication.

Multi-Factor Authentication (MFA) il Rgiclell U0l 53l App-based
U OTP-based authentication (Aol cllR UMl

State the objectives of the IT Act, 2000.
IT A2, 2000 oll Ga2Al eUl.

Describe the roles of a Data Fiduciary and a Data Processor.

Data Fiduciary WA Data Processor all roles QQR‘D..

Discuss Intellectual Property Rights (IPR) in the digital space, along with
plagiarism and copyright issues.

Digital space Hl Intellectual Property Rights (IPR) EREBEREE
plagiarism 2l copyright dol@d gawﬂ RILAE

¥{ql
OR

Define electronic records with any two examples.

BAs2AS 281 $o{l caAlvAL VU WA SIEURL A GELSQL VUL,

Explain Digital Signatures and Digital Certificates.
Digital Signatures o\ Digital Certificates A%l al.

Explain the data breach reporting mechanism and penalties under the DPDP
Act.

DPDP @21 $601 321 ¢idL (Data Breach)oll %1l sciloll uls2ul wua
€5 AMastall.

Explain purpose of firewall in details.

Firewall oll Al (Aoldall? A1t

Explain the roles and responsibilities of CERT-In.
CERT-In all roles ol responsibilities ALl

Apply your knowledge of phishing to identify at least four common red
flags in phishing emails and suggest three preventive measures.
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Explain limitations of antivirus software.
Describe the roles and responsibilities of NCIIPC in cyber security.
Cyber security Hl NCIIPC ol roles lal responsibilities cj ClQiO‘l 53,

Apply your knowledge of Al-based frauds to explain how a deepfake video
can mislead people and suggest measures to prevent such misuse.

AT AR A BARMNISL (5l5) Bidlof dAHIZ sllol ALY 53 UM A 3
Slugs (A3 sl 3cll A ARMAT 131 23 B e vl ARetuRNela
Ascll Hgatl Guill YA,
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