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L Introduction to Cyber Space
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Welcome everyone to our first lecture on Cyber Security Awareness & Cyber Laws. Today, we're
laying the foundation for the entire course by exploring what we mean by 'Cyberspace’. We'll

o Welcome to Cyber Security Awareness & Cyber Laws! look at the fundamental building blocks: Computers, the Internet, and the World Wide Web.
@ Unit 1: Introduction to Cybersecurity

@ Lecture 1: Introduction to Cyber Space
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Today's agenda covers the basic elements that make up the digital world. We will define com-
puters, the internet, and the WWW, discuss their uses and advantages, clarify the common

What is a Computer? (Definition, Uses, Advantages)
confusion between the Internet and the Web, and finally define Cyberspace.

The Internet: Connecting the World

The World Wide Web (WWW): Information at our Fingertips
Internet vs. World Wide Web

Defining Cyberspace
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|—Computers: The Foundation

Let's start with computers, the basic hardware nodes of cyberspace. A computer processes data
into meaningful information. They are ubiquitous—used in hospitals, schools, businesses, and
homes. The key advantages are their incredible speed, accuracy, and the ability to automate
@ Uses: Education, Healthcare, Business, Entertainment, Research. complex processes, which forms the physical basis of cyberspace.

@ Advantages:

Speed and Accuracy
Automation of repetitive tasks
Huge storage capacity
Enhances communication

@ Definition: An electronic device that manipulates information or data, with the ability to
store, retrieve, and process it.
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L_The Internet: The Global Network
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While computers are the nodes, the Internet is the infrastructure that connects them. Think of

o Definiti.on: A vast, glot'JaI network connecting millions of computers and devices it as the physical roads and highways of the digital world. It uses standard protocols like TCP/IP
worldwide via standardized protocols (TCP/IP). to ensure any device can talk to any other device. The internet is what allows emails to be sent,
@ Uses: Email, File sharing, Online gaming, loT devices, VolP. files to be shared, and smart devices to function.

@ Advantages:
o Global connectivity and communication
o Resource sharing (hardware and software)
o Platform for digital services and commerce

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 12 /415



The World Wide Web (WWW)

Cyber Security Awareness & Cyber Laws (D104000101)
L—Lecture 1: Introduction to Cyber Space

The World Wide Web (WWW)
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Created by Tim Berners-Lee, the World Wide Web is a service that runs on top of the Internet.

e F)efin.it'ion: An information system‘where documents and other web resources are If the Internet is the road system, the Web is the collection of shops and houses along those
identified by URLs and accessed via the Internet. roads. It uses HTTP to transmit web pages written in HTML. It's the primary way most users
@ Uses: Web browsing, E-commerce, Social Media, Online Learning. interact with cyberspace today.

@ Advantages:
e Easy access to a vast repository of information
o Multimedia support (text, images, video)
o User-friendly interface to navigate the Internet
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o
& L :
g Internet vs. World Wide Web
N
o The Internet: It is crucial to understand that these terms are not synonymous. The Internet is the hardware
- . . and networking infrastructure. The Web is just one of the many services that run on the Internet.
o The underlying physical infrastructure (Hardware/Networking). & i J . i y, i
You can have the Internet without the Web (like sending an email or using a smart thermometer),

o Includes Email, FTP, SSH, and the Web.
e Connects computers together.

@ The Web (WWW):
o A service built on top of the Internet (Software/Information).
o Uses HTTP to share information.
o Connects people to information.

but you cannot have the Web without the Internet.
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|—Defining Cyberspace

Now we bring it all together. Cyberspace is the virtual environment created by interconnected

@ Definition: The notional environment in which communication over computer networks computers and the internet. The term was coined by William Gibson in science fiction, but today
occurs. it is a very real domain. Governments consider it the fifth domain of warfare and a critical area
@ A virtual domain composed of interconnected IT infrastructures. of national infrastructure. It has no physical borders and is constantly changing.

@ Characteristics:

o Borderless and intangible
e Constantly evolving
o An essential domain for modern life (akin to land, sea, air, and space)

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 15 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L—Lecture 1: Introduction to Cyber Space

Lecture Summary

2026-07-27

L Lecture Summary

To summarize, we started with individual computers, linked them up to form the Internet, built
the World Wide Web on top of that to share information, and collectively, this entire ecosystem

Computers: Process data and offer speed and accuracy.
forms what we call Cyberspace.

The Internet: The global physical network connecting devices.

The WWW: The information system accessed via the Internet.

Cyberspace: The resulting virtual environment where digital communication and
interaction occur.
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Let's take a few minutes for questions. Also, I'd like you to think about how much you rely
on cyberspace daily—from banking to social interaction. What are the implications if this

e Any questions regarding today’s topics? environment is not secure? This sets the stage for our study of Cyber Security.

@ Discussion: How much of your daily life relies on Cyberspace?

@ Think about what happens when this infrastructure is compromised.
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L Need & Importance of Cyber Security in daily life
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Welcome everyone to lecture 2. In our last class, we defined cybersecurity. Today, we're going
to make it personal. Why should YOU care about cybersecurity in your daily life? Let's dive in.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 1: Introduction to Cybersecurity
@ Lecture 2: Need & Importance of Cyber Security in daily life
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o
cé: I—Agenda for Today
o ) _ _ Here is our agenda for today. We will start by looking at how much of our lives are online, then
The Digital Footprint: Our Lives Online explore specific areas like personal info, finances, and communication. We'll end with the impact
Protecting Personal Information (PII) of attacks and some basic hygiene.

Financial Security in a Cashless Society
Safe Communications & Social Media

The Impact of Cyber Attacks on Individuals

Basic Daily Cyber Hygiene
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L_The Digital Footprint: Our Lives Online

Think about your day so far. Did you check your phone? Buy coffee with an app? Post on
social media? Every single one of these actions creates a digital footprint. Because we are
constantly connected, our attack surface—the number of ways a hacker can target us—has
e Constant Connectivity: We are "always on,” generating data 24/7. expanded massively compared to 10 years ago.

o Pervasiveness of Technology: Smartphones, smart homes (loT), wearables, cloud
storage.

e The Digital Footprint: Every online action leaves a trace (searches, purchases, social
media posts, location data).

o Why it matters: Your digital footprint is a goldmine for attackers. More connectivity
equals a larger attack surface.
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o
§ L—Protecting Personal Information (PII)
Pll is anything that can uniquely identify you. If a criminal gets your Aadhar or PAN number,
e What is PII? Personally Identifiable Information (Aadhar number, PAN, DOB, address, they can impersonate you. This isn't just about losing money; it's about someone else using
phone number). your name to commit fraud. Cybersecurity measures are what stand between your identity and
e The Risk: Identity theft, impersonation, targeted phishing attacks. the criminals.

@ Real-world scenario: A hacker uses your stolen Pll to open a credit card in your name or
access your medical records.

o Importance: Cybersecurity ensures your identity remains yours.
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L Financial Security in a Cashless Society

2026-07-27

India has seen a massive boom in digital payments like UPI. While convenient, it also means
scammers are focusing their efforts here. You might receive a text asking you to scan a QR
code to 'receive’ money, which actually deducts it. Cybersecurity awareness helps you spot these
scams and protect your bank account.

The Shift: Rise of UPI, mobile banking, digital wallets, and e-commerce.
The Threats: Financial fraud, banking trojans, fake shopping apps, UPI payment scams.

The Impact: Direct financial loss, ruined credit scores, stress and anxiety.

Importance: Cybersecurity practices protect your hard-earned money and financial
stability.
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L_Safe Communications & Social Media

2026-07-27

We love sharing on social media, but oversharing is dangerous. If you post your pet's name,

@ Social Media Oversharing: Posting vacation plans, location tags, family details. and that's your password reset question, a hacker just gained access. Furthermore, securing our

e The Danger: Social engineering. Attackers use your public info to craft believable private chats ensures that our personal conversations stay personal and don't end up being used
phishing emails or guess your security questions. for blackmail.

o Communication Threats: Interception of private messages, cyberstalking, harassment.

o Importance: Securing our communications protects our privacy, physical safety, and

personal relationships.
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L The Impact of Cyber Attacks on Individuals
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Many people think, 'I'm not a big company, why would anyone hack me?’ Hackers use automated
tools to cast a wide net. Being hacked is a nightmare. It's not just the money; it's the time

Cyber attacks aren't just for big corporations. Individuals are targeted daily.
spent fixing it and the stressful feeling of being violated. Cybersecurity is about maintaining

Financial Loss: Stolen funds, cost of recovery. >
. ) . ) ) ) peace of mind.
Time & Effort: Hours spent freezing accounts, changing passwords, dealing with police.

Psychological Toll: Stress, violation of privacy, loss of trust in digital platforms.

Reputational Damage: If your email is hacked and used to spam your contacts.
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L_Basic Daily Cyber Hygiene (A Preview)

2026-07-27

We've talked about the importance, but what can you do? It starts with basic hygiene, just like
brushing your teeth. Passwords, 2FA, updates, and a healthy dose of skepticism. We will dive

Strong, Unique Passwords: Use a password manager.
deep into these practical steps in the upcoming lectures.

Two-Factor Authentication (2FA): Always enable it for email and banking.
Software Updates: Keep your phone and apps updated to patch vulnerabilities.
Skepticism: Think before you click on links in emails or SMS (Phishing).

We will cover these in much more detail in future lectures!
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L Lecture Summary

To summarize, cybersecurity is no longer just an IT issue; it's a life skill. It protects your identity,
Technology is deeply integrated into our daily lives, increasing our attack surface. your money, your privacy, and your peace of mind. Next time you go online, remember the value
Cybersecurity is vital for protecting Pll and preventing identity theft. of the data you are handling.
It safeguards our finances in an increasingly cashless society.

It protects our privacy and personal communications.

The impact of cyber attacks on individuals can be financially and emotionally devastating.
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L_Cyber Ethics

2026-07-27

Welcome back, class. Today, in our third lecture, we are going to dive into a very important,
yet often overlooked, aspect of cybersecurity: Cyber Ethics. We will define what it means to be

o Welcome to Cyber Security Awareness & Cyber Laws ethical online and discuss the core principles that should guide our behavior in cyberspace.

@ Unit 1: Introduction to Cybersecurity
@ Lecture 3: Cyber Ethics
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Here is our roadmap for today's session. We'll start by defining Cyber Ethics, discuss why it is

Introduction to Cyber Ethics crucial, explore its key principles, look at examples of unethical behavior, and conclude with a

Why Cyber Ethics Matters

The Key Principles of Cyber Ethics
Unethical Behavior in Cyberspace
Summary and Q&A

summary.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 28 /415



What are Cyber Ethics?

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 3: Cyber Ethics

What are Cyber Ethics?

LWhat are Cyber Ethics?
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Let's define Cyber Ethics. Just as we have ethical rules governing our behavior in the physical
world—like not stealing or not harming others—we need similar rules for the digital world. Cyber

@ Cyber Ethics: The philosophic study of ethics pertaining to computers, networks, and o i ) ) )
Ethics is the moral code that guides our behavior on the internet and with technology.

the internet.

@ |t encompasses user behavior, what computers are programmed to do, and how this
affects individuals and society.

@ Simply put: The rules of responsible and moral behavior on the internet.
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L-Why Cyber Ethics Matters

Why should we care about cyber ethics? Because our digital actions have real-world conse-
quences. Unethical behavior can lead to privacy violations, theft of intellectual property, spread

Privacy: Protecting personal and sensitive information.
of misinformation, and even physical or emotional harm to others. Ethical behavior fosters a

Property: Respecting intellectual property (IP) and digital ownership. o i
) ) ] : i safe and trusting digital environment.
Access: Ensuring equitable and fair access to information.

Accuracy: Promoting truthful and reliable information.

Safety: Preventing harm, harassment, and abuse online.
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© L .. .
g Key Principles of Cyber Ethics
N
° !\/Ialn)(/j organizations and scholars have defined core principles. A common framework Let's look at some key principles. The Computer Ethics Institute famously created the 'Ten Com-
Includes: mandments of Computer Ethics’. These principles are derived from that and similar frameworks.
o 1. Do No Harm: Avoid using technology to harm others (e.g., cyberbullying, malware). 'Do No Harm’ means no bullying, no hacking. Respecting privacy is paramount. Respecting
@ 2. Respect Privacy: Do not snoop or illegally access others' files or data. property means no piracy or plagiarism. Honesty means no phishing or digital fraud. And re-
@ 3. Respect Property (Intellectual & Digital): Do not steal or use software/content sponsibility means considering the broader impact of your digital footprint.
without paying or giving credit.
@ 4. Honesty and Integrity: Do not use technology to bear false witness or deceive.
@ 5. Responsibility: Think about the social consequences of the technology you create or

use.
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I—Examples of Unethical Cyber Behavior

To understand ethics better, let's look at what is considered unethical. Piracy is a major is-
sue—using software you didn’t pay for is stealing. Plagiarism is taking credit for others’ work.
Cyberbullying is a serious offense that can have devastating psychological effects. And, of course,
unauthorized hacking is both unethical and illegal.

Software Piracy: lllegally copying or distributing copyrighted software.
Plagiarism: Using someone else’s digital content without proper attribution.
Cyberbullying/Harassment: Using digital platforms to intimidate or harm others.

Hacking/Unauthorized Access: Breaking into systems without permission.

Spreading Disinformation: Knowingly creating or sharing false information online.
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o

©

cg\l L Ethical vs. Legal

It's important to distinguish between what is ethical and what is legal. Ethics are moral guidelines,

e Ethics: What you should do (moral principles). while laws are enforced rules. Sometimes they overlap, and sometimes they don't. For example,
e Law: What you must do (enforced by the state). being rude online might be unethical but not illegal. But in the realm of cybersecurity, if you
o Not all unethical behavior is illegal (e.g., lying to a friend online). are acting unethically—like stealing data—you are almost certainly breaking the law as well.
@ Not all illegal behavior is necessarily considered unethical by everyone (e.g.,

whistleblowing, depending on perspective).

@ However, in cybersecurity, ethical behavior usually aligns with legal requirements.
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L Lecture Summary

To summarize, Cyber Ethics is about applying moral principles to our digital lives. We must
) . _ _ _ remember to do no harm, respect the privacy and property of others, and act with honesty.
Cyber Ethics defines responsible and moral behavior on the internet. The internet is a shared space, and our ethical behavior is what keeps it safe and functional for

Key principles include doing no harm, respecting privacy, respecting property, and honesty. everyone.

Unethical behavior (piracy, cyberbullying, hacking) has significant negative impacts.

Ethical behavior is essential for a safe and trustworthy digital world.
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L_Digital Citizenship
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Welcome everyone to Lecture 4. Today we are transitioning from the technical aspects of the
internet and security to the human aspect. We will be discussing Digital Citizenship, which is

o Welcome to Cyber Security Awareness & Cyber Laws! crucial for anyone navigating the digital world safely and responsibly.

@ Unit 1: Introduction to Cybersecurity

o Lecture 4: Digital Citizenship
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o
§ I—Agenda for Today
N
o o _ o Here is our roadmap for today's session. We'll start by defining what a digital citizen is, explore
e 1. What is Digital Citizenship? (Definition) why this concept is so important in modern society, and then break down the key components
@ 2. Why is Digital Citizenship Important? that make up good digital citizenship.
@ 3. The Key Components of Digital Citizenship
@ 4. Focus on Digital Etiquette and Literacy
@ 5. Digital Rights and Responsibilities
@ 6. Summary and Q&A
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2026-07-27

@ Definition: Let's start with a definition. Just as we have citizens of a country who have rights and responsi-
bilities, we have digital citizens in the virtual world. Digital citizenship isn't just about knowing
how to use technology; it's about using it appropriately, ethically, and safely. If you use the
internet, social media, or even just email, you are a digital citizen.

@ Digital Citizenship refers to the responsible, ethical, and safe use of technology and the
internet.

@ It encompasses the norms of appropriate behavior with regard to technology use.
@ Who is a Digital Citizen?

@ Anyone who uses information technology (IT) in order to engage in society, politics, and
government.

o If you are online, you are a digital citizen.
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Why is Digital Citizenship Important? 5 LLecture 4: Digital Citizenship
o
© L s .. :
g Why is Digital Citizenship Important?
N
@ Our Lives are Increasingly Digital: Why should we care? Because our lives are deeply intertwined with the digital world. The line
o Communication, education, work, and entertainment happen online. between online and offline is blurring. What you do online can affect your job prospects, your
o Impact on Real Life: relationships, and your mental health. Furthermore, from a cybersecurity perspective, human
e Online actions have real-world consequences (e.g., cyberbullying, reputation damage). behavior is often the weakest link. By being good digital citizens, we protect ourselves and our
o Creating a Safe Environment: organizations.

e Good digital citizenship fosters a safer, more respectful online community for everyone.

o Cybersecurity Foundation:

e Human error is a major cause of security breaches; educated digital citizens are the first line
of defense.
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o
_ _ o o _ ) ) § I—Key Components of Digital Citizenship
@ Ribble's Nine Elements of Digital Citizenship often group into three categories: D
o 1. Reép.ect (Yourself & Others): Dr. Mike Ribble introduced nine elements of digital citizenship, which are often grouped into
° D!g!tal Etiquette (Netiquette) three easy-to-remember themes: Respect, Educate, and Protect. Today we will focus on some
o Digital Access .\ . . . . .
o Digital Law of the most critical ones for cybersecurity and everyday life: Etiquette, Literacy, Rights, and
Security.
e 2. Educate (Yourself & Others): ety

o Digital Literacy
o Digital Communication
o Digital Commerce

e 3. Protect (Yourself & Others):
e Digital Rights and Responsibilities
o Digital Security (Self-protection)
o Digital Health and Wellness
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L_Key Component: Digital Etiquette (Netiquette)

Digital etiquette, or 'netiquette’, is essentially online manners. It's very easy to say things behind

@ What is it? , ) ) _

The el . dards of q g o ) behavi i a screen that you wouldn't say to someone's face. We need to remember there's a human being
° e electronic standards of conduct or procedure; recognizing appropriate behavior online. on the other side of the screen. Respecting privacy and maintaining a polite tone are critical
° Key Principles: components of a healthy online environment.

o Golden Rule: Treat others as you would like to be treated online.

e Tone matters: Without body language, text can be misinterpreted. Avoid ALL CAPS
(shouting).

o Respect Privacy: Do not share others’ personal information or photos without permission.

o Constructive Debate: Disagree respectfully without resorting to personal attacks (flaming).
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S Key Component: Digital Literacy
o What is it? Digital literacy is more than just knowing how to use a smartphone or computer. It's about

) ) . understanding how the technology works and critically evaluating the information you find online.

© The proc.ess of teaching and learning about technology and the use of technology. In an era of deepfakes and misinformation, the ability to discern truth from falsehood is a vital
o Core Skills: digital literacy skill.

o Critical Thinking: Evaluating the credibility of online information (identifying fake
news/misinformation).

e Tool Mastery: Knowing how to use various digital platforms effectively and securely.

o Adaptability: Learning new technologies as they emerge.

o Content Creation: Responsibly creating and sharing digital content.
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cg\l Digital Rights and Responsibilities

o Digital Rights: Just like in a democratic society, with rights come responsibilities. You have the right to free

o Freedom of speech online. speech online, but you have a responsibility not to use that speech to harass or threaten others.
e Right to privacy. You have a right to privacy, but you have a responsibility to respect the intellectual property of
e Right to access information. others by not pirating software or plagiarizing content.

o Digital Responsibilities:
o Respecting the rights of others.
e Reporting abuse, cyberbullying, or illegal activities.
o Citing sources and respecting intellectual property (avoiding plagiarism/piracy).
e Protecting your own data and devices.
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To summarize, digital citizenship is about being a responsible member of the online community.
o . o _ _ By practicing good netiquette, staying digitally literate, and upholding our digital responsibilities,
Digital Citizenship is the responsible, ethical, and safe use of technology. we contribute to a safer and more positive internet.
It is crucial because our digital lives heavily impact our real-world lives and overall security.
Key components include Digital Etiquette (respectful behavior), Digital Literacy (critical
evaluation of tech/info), and balancing Digital Rights with Responsibilities.
Being a good digital citizen makes the internet a safer, better place for everyone.
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I—Cyber Threats
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Welcome students to lecture 5. Today we will dive into the fascinating and critical topic of Cyber
Threats, exploring the various ways our digital systems can be attacked.

@ Course: Cyber Security Awareness & Cyber Laws
@ Unit 1: Introduction to Cybersecurity
@ Lecture 5: Cyber Threats
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_ Our agenda today covers the definition of a cyber threat followed by an in-depth look at the
What is a Cyber Threat? most common categories of threats, including malware, social engineering, network attacks, and
Malware (Malicious Software) insider threats.

Phishing & Social Engineering
Network-Based Attacks (DoS, DDoS, MitM)
Insider Threats

Summary and Q&A

o ok~ w =
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'N\. Lecture 5: Cyber Threats
o
© L .
g What is a Cyber Threat?
N
_ _ It's crucial to understand the terminology. A threat is the 'what' or 'who' that can cause harm.
o Definition: Any potential malicious act that seeks to damage data, steal data, or disrupt It exploits a vulnerability to cause a risk. We face threats from various actors, ranging from
digital life in general. amateur hackers to organized cybercriminal groups.

@ Threat vs. Vulnerability vs. Risk:

o Vulnerability: A weakness in a system.
o Threat: The potential to exploit that weakness.
e Risk: The potential for loss or damage when a threat exploits a vulnerability.

@ Threat Actors: Hackers, Cybercriminals, Nation-states, Insider threats.
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Malware is one of the most common threats. Notice the difference: viruses need human action

@ Software intentionally designed to cause disruption to a computer, server, client, or . . . . . .
(like opening an infected file), while worms can spread on their own over a network. Ransomware

computer network. ) .
is currently a massive global problem.

@ Common Types:

Virus: Attaches to a clean file and spreads when executed.

Worm: Self-replicates and spreads across networks without human interaction.
Trojan: Disguises itself as legitimate software to trick users into installing it.
Ransomware: Encrypts victim's data and demands payment for the decryption key.
Spyware: Secretly observes the computer user’s activities without permission.
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cg\l Phishing & Social Engineering

. ] . _ _ _ ) o ] Social engineering targets the human element, often considered the weakest link in security.

@ Social Engineering: Manipulating people so they give up confidential information. Phishing emails often create a sense of urgency or fear to trick the user into clicking a malicious
@ Phishing: Fraudulent attempt to obtain sensitive information by disguising as a link or opening an infected attachment.

trustworthy entity in an electronic communication.

@ Types of Phishing:
o Spear Phishing: Targeted at a specific individual or organization.
e Whaling: Targeted at high-profile targets like CEOs or CFOs.
o Vishing & Smishing: Voice phishing (phone calls) and SMS phishing (text messages).
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Network-Based Attacks
Network attacks can bring down entire websites or services. A DDoS attack uses a 'botnet'—a

® Attacks designed to compromise the availability or integrity of network resources. network of infected computers—to send massive amounts of traffic. Man-in-the-Middle attacks

o DoS (Denial of Service): Overwhelming a system with traffic to make it unavailable to often happen on unsecured public Wi-Fi networks.

intended users.
o DDoS (Distributed DoS): A DoS attack originating from multiple compromised systems

(botnet).
e MitM (Man-in-the-Middle): The attacker secretly relays and possibly alters the
communications between two parties who believe they are directly communicating with each

other.
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. . . f Lo L Not all threats come from the outside. Sometimes the danger is already inside the network.
® A security risk that originates from within the targeted organization. Negligent insiders are actually the cause of a huge percentage of data breaches, which highlights

o Types of Insider Threats: the need for continuous security awareness training.
e Malicious Insider: An employee or contractor who intentionally abuses their access for harm
or personal gain.
o Negligent/Careless Insider: An employee who makes an error that inadvertently causes a
security breach (e.g., losing a laptop, falling for phishing).
o Compromised Insider: An employee whose credentials have been stolen by an external
attacker.
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_ o ) o To summarize, the threat landscape is vast and varied. We must protect against both technical
Cyber threats are potential malicious acts targeting digital systems. exploits (like malware) and human manipulation (like phishing).

Malware includes viruses, worms, Trojans, and ransomware.
Social engineering exploits human psychology rather than technical flaws.
Network attacks like DDoS disrupt service availability.

Insider threats can be intentional or accidental.

Understanding these threats is the first step in defending against them.
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I—Understanding Phishing Attacks
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Welcome students to lecture 6. Today we are diving into one of the most common and pervasive
cyber threats: Phishing.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 1: Introduction to Cybersecurity
@ Lecture 6: Understanding Phishing Attacks
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Here is the agenda for today's session. We'll start with the definition, look at how the attack is
What is Phishing? executed, explore different variations like spear phishing and smishing, learn how to spot these

Mechanics of a Phishing Attack attempts, and discuss prevention strategies.

Common Types of Phishing
Spotting the Red Flags

Prevention and Mitigation Strategies
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L_What is Phishing?

Phishing is essentially digital deception. The attacker wears a mask—pretending to be your

Phishing is a type of social engineering attack bank, your boss, or a service provider—to trick you into taking an action that compromises your

. . . security.
Attackers masquerade as a trusted entity to deceive victims. Y

The goal is usually to steal sensitive data (login credentials, credit card numbers) or
install malware.

Often delivered via email, but can also use SMS or voice calls.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 54 /415



Mechanics of a Phishing Attack

Cyber Security Awareness & Cyber Laws (D104000101)

Mechanics of a Phishing Attack

N~

,N\. L Lecture 6: Understanding Phishing Attacks

o

§ L—Mechanics of a Phishing Attack

N

A phishing attack typically follows this lifecycle. The attacker sets up the infrastructure (like
_ a fake login page), crafts the bait (an urgent email), hooks the victim, and finally catches the
1. The Setup: Attacker crafts a deceptive message. sensitive information or access they wanted.

2. The Bait: The message is sent to the target with an urgent or enticing premise.

3. The Hook: Victim clicks a malicious link or opens an attachment.

4. The Catch: Victim enters credentials on a fake site or malware is downloaded.
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I—Types of Phishing

Not all phishing is the same. While generic phishing casts a wide net, spear phishing is highly
L. ) o o targeted. Whaling goes after the 'big fish’ like executives. We also see phishing move beyond
o Spear Phishing: Targeted attacks against a specific individual or organization. email with Vishing (voice) and Smishing (SMS).

e Whaling: Highly targeted attacks against high-profile individuals (e.g., CEOs, CFOs).
e Vishing (Voice Phishing): Phishing conducted over phone calls.
@ Smishing (SMS Phishing): Phishing conducted via text messages.
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How do we protect ourselves? By looking for red flags. Phishers often create a sense of urgency
Urgent or threatening language (e.g., 'Account suspended’). to make you act without thinking. Always check the sender address carefully, and hover over
links to see where they really go.

Generic greetings (e.g., 'Dear Customer’).
Suspicious sender email addresses or mismatched domains.

Unexpected attachments or requests for sensitive information.

Hover over links to reveal the actual URL before clicking.
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g Prevention & Mitigation Strategies
N
Prevention requires both technological controls and human awareness. MFA is crucial because
Use Multi-Factor Authentication (MFA). even if credentials are stolen, the attacker cannot easily use them. Technical controls like email

. - filtering stop many attacks before they reach the inbox.
Regular security awareness training for employees.

Implement email filtering and anti-phishing solutions (SPF, DKIM, DMARC).

Establish clear reporting procedures for suspicious emails.

Verify unusual requests through an alternative communication channel.
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L Lecture Summary

To wrap up, phishing remains one of the most effective and dangerous attack vectors because it

o _ _ _ _ targets human vulnerability. Stay vigilant, verify sources, and use multi-factor authentication.
Phishing is a deceptive attack aimed at stealing data or deploying malware.

It comes in various forms: generic, spear phishing, whaling, vishing, and smishing.

Identifying red flags like urgency and suspicious links is key.

Prevention relies on MFA, training, and technical email controls.
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Welcome class! Today we are diving into one of the most fundamental topics in cybersecurity:
Malware. Specifically, we'll look at the classic trio of threats: Viruses, Worms, and Trojans.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 1: Introduction to Cybersecurity
@ Lecture 7: Malware: Viruses, Worms, and Trojans
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Here is our roadmap for the next 50 minutes. We'll start with a general definition of malware,
then break down viruses, worms, and trojans individually, look at some examples, and finally
Understanding Computer Viruses compare them to understand their distinct characteristics.

Introduction to Malware

Understanding Computer Worms
Understanding Trojan Horses
Comparative Analysis

Summary & Q&A

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 61 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 7: Malware: Viruses, Worms, and Trojans

What is Malware?

L-What is Malware?

2026-07-27

Let's start with the basics. Malware is a portmanteau of 'malicious software’. It's important
to understand that malware isn’t a specific type of attack, but rather an umbrella term for any

Malware stands for 'Malicious Software'. _ : e _ _ :
code written with malicious intent. Whether it's meant to steal your passwords or just display

Any software intentionally designed to cause damage, disrupt networks, steal data, or gain
unauthorized access.

annoying pop-ups, it's malware.

It acts against the requirements of the system’s user.

Umbrella term encompassing viruses, worms, trojans, ransomware, spyware, and more.
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I—Computer Viruses: The Contagious Code

Think of a biological virus; it needs a host cell to reproduce. A computer virus is exactly the

@ Definition: A type of malware that, when executed, replicates itself by modifying other same. It attaches itself to a legitimate program or document. If you never open that infected

computer programs and inserting its own code. document or run that program, the virus remains dormant. It relies on human interaction, like
clicking a bad link or opening an infected email attachment, to spread.

Key Characteristic: Requires a host program or file to run.

Human Action Required: Typically relies on a user to execute the infected file or program.

Impact: Can corrupt data, log keystrokes, drain system resources, and render systems
inoperable.
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- Examples of Viruses

Let's look at some types. Macro viruses were huge in the late 90s and early 2000s, infecting
File Infectors: Attach to executable files (e.g., .exe, .com). Office documents. The Melissa virus is a famous example. Boot sector viruses were nasty
because they loaded before the operating system, making them hard to remove. Polymorphic
viruses are more modern and sophisticated, constantly changing their appearance to sneak past
antivirus scanners.

@ Macro Viruses: Written in the same macro language used for software programs (e.g.,
Microsoft Word or Excel). Examples: Melissa virus.

Boot Sector Viruses: Infect the Master Boot Record (MBR) of hard disks.

Polymorphic Viruses: Change their code signature to evade detection by antivirus
software.
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I—Computer Worms: The Independent Travelers

Now, let's talk about worms. Unlike viruses, worms are independent. They do not need a host
file, and they do not need a user to click on anything. Once a worm is on a network, it scans for
spread to other computers. v . . L L
o _ vulnerabilities in other connected machines and automatically copies itself over. Their primary
o Key Characteristic: Does NOT require a host program. damage is often just the sheer volume of network traffic they generate as they spread.

@ No Human Action Needed: Spreads autonomously over networks by exploiting security
vulnerabilities.

@ Definition: A standalone malware computer program that replicates itself in order to

@ Impact: Often consumes bandwidth and overloads web servers, leading to Denial of
Service (DoS).
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§ L Famous Examples of Worms
N
] . . . - . Worms have caused some of the most widespread digital damage in history. ILOVEYOU spread
° ILOVEYOU (2000): Spread via email, c.ausmg billions in da.mage. globally. through email address books. SQL Slammer was terrifyingly fast, infecting most of its victims
o .SQL.SIammer (2003): Caused a global internet slowdown, infecting thousands of servers within 10 minutes. Stuxnet showed that worms could bridge the gap into the physical world,
In minutes. targeting centrifuges. And WannaCry demonstrated how a worm could be combined with ran-
@ Stuxnet (2010): A highly sophisticated worm designed to target specific industrial control somware for devastating effect.

systems (Iran’s nuclear program).

@ WannaCry (2017): A ransomware worm that exploited a Windows SMB vulnerability,
affecting hundreds of thousands of computers worldwide.
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I—Trojan Horses: The Master of Disguise

The Trojan Horse gets its name from Greek mythology. You think you're downloading a free
game, a helpful utility, or a cracked software program. It might even work as advertised! But

@ Definition: Malware disguised as legitimate, benign, or useful software to trick users into
downloading and executing it hidden inside is a malicious payload. Crucially, Trojans do not spread on their own. They rely
. i entirely on social engineering to trick the user into installing them.
@ Origin: Named after the wooden horse used by the Greeks to infiltrate Troy. U 2 s g
o Key Characteristic: Does NOT self-replicate (unlike viruses and worms).
@ Impact: Creates backdoors, steals sensitive data, or downloads additional malware.
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L—Common Types of Trojans

Once a Trojan is inside, what does it do? Often, it opens a 'backdoor’, giving a hacker remote
access to your computer. Downloader Trojans are just the first stage—they sneak in and then

@ Backdoor Trojan: Gives the attacker remote control over the infected computer. _
. . . . . .. . open the gates for other malware. Banker Trojans are very common today, specifically designed
@ Downloader Trojan: Primary purpose is to download and install additional malicious files. . . .
to intercept your banking credentials.
@ Banker Trojan: Designed specifically to steal account data for online banking systems,
e-wallets, etc.
@ Spy Trojan: Spies on the user, logging keystrokes or taking screenshots.
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This table is a critical takeaway. Remember these three distinctions. Viruses need a host and
— Feature — Virus — Worm — Trojan — human help. Worms are standalone and spread automatically. Trojans are disguised, rely on you
—_— - —_———— being tricked, and don't self-replicate. Knowing these differences helps in understanding how to

— Requires Host File? — Yes — No — No — defend against them.

— Self-Replicating? — Yes — Yes — No —

— Spreads via — User interaction (sharing infected files) — Network vulnerabilities
(autonomous) — Social engineering (tricking the user) —
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L Lecture Summary

To wrap up, we've defined malware and explored its three most famous forms. We learned how
they operate, how they spread, and what damage they can cause. Next time, we'll look at

Malware is a broad term for any malicious software.
modern malware trends like ransomware and spyware.

Viruses attach to host files and require human action to spread.
Worms are standalone programs that exploit networks to spread autonomously.
Trojans disguise themselves as legitimate software and rely on social engineering.

Understanding these mechanisms is the first step in defending against them.
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Welcome students to lecture 8. Today we are focusing on Fake Messages and Scams, which are
some of the most common threats faced by individuals today.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 1: Introduction to Cybersecurity

@ Lecture 8: Fake Messages and Scams
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Here is what we will cover today. We will look at different types of scams, learn how to identify

Introduction to Digital Scams them, and discuss ways to protect ourselves.

Types of Fake Messages
Identifying Red Flags

How to Protect Yourself

Prevalent Scam Scenarios
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LWhat are Digital Scams?

Digital scams are essentially confidence tricks played over the internet or telecom networks.
Attackers prey on human emotions rather than technical vulnerabilities.

@ Deceptive schemes executed via digital platforms (email, SMS, social media).
@ Goal: Steal money, personal information, or login credentials.

@ Exploit human psychology: fear, urgency, curiosity, or greed.
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These are the three main vectors for fake messages. They all use the same core concept of
impersonation but through different mediums: email, SMS, and voice calls.

@ Phishing: Fraudulent emails claiming to be from reputable sources.
@ Smishing: SMS/Text message phishing (e.g., "Your package is delayed’).
@ Vishing: Voice phishing over phone calls (e.g., fake bank representatives).
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Attackers often make mistakes or use high-pressure tactics. Look out for unexpected urgency or

Urgent or threatening language (e.g., 'Account will be suspended’). links that look slightly off. Hover over links before clicking!

Generic greetings (e.g., 'Dear Customer’) instead of personalized ones.
Suspicious links or mismatched URLs (e.g., 'pay-pal.com’ instead of 'paypal.com’).

Requests for personal or financial information.

Poor spelling, grammar, and unusual formatting.
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These are some of the most common scams. If it sounds too good to be true, it probably is.

] ) Never pay money upfront for a job or a prize.
Lottery and Prize Scams: 'You have won! Pay a fee to claim.’

Tech Support Scams: "Your computer has a virus. Call us to fix it.

Romance Scams: Fake profiles building trust to solicit money.

Job Fraud: Fake job offers requiring an upfront processing fee.
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Prevention is key. Taking a pause to verify the sender can save you from a major loss. Remember,
Think before you click: Do not click unknown links or download unexpected attachments. banks will never ask for your OTP or PIN over phone or SMS.
Verify the source: Contact the organization directly via official channels.
Do not share OTPs, PINs, or passwords with anyone.

Use spam filters, caller ID apps, and keep security software updated.

Enable Multi-Factor Authentication (MFA) on your accounts.
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L Lecture Summary

To wrap up, stay vigilant. Scammers are always evolving their tactics, but the core principles of

o _ _ ) verification and caution will keep you safe.
@ Digital scams manipulate human behavior and emotions.

@ Phishing, Smishing, and Vishing are the main methods of delivering fake messages.
@ Always look out for red flags like manufactured urgency and suspicious links.

@ Verify sources independently and never share sensitive credentials like OTPs.
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Welcome students to lecture 9 of Cyber Security Awareness & Cyber Laws. Today we are
focusing on one of the most prevalent and damaging cybercrimes affecting individuals today:

@ Welcome to Cyber Security Awareness & Cyber Laws! Identity Theft.

@ Unit 1: Introduction to Cybersecurity
o Lecture 9: Identity Theft
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S Agenda for Today
Here is what we will cover today. We will start with a basic definition, explore how it happens,
What is Identity Theft? categorize the types, discuss the consequences, and finally learn how to protect ourselves.

How Identity Theft Happens
Types of Identity Theft

Impact & Consequences

Prevention and Protection Strategies
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Identity theft fundamentally relies on the theft of Pll. Attackers use this information to create
a fake persona that is legally tied to the victim. It's not just about stealing money directly, but

o Definition: The fraudulent acquisition and use of a person’s private identifying
exploiting the victim's credibility and identity.

information, usually for financial gain.

@ Personally Identifiable Information (PIl): Social Security Numbers, credit card numbers,
birth dates, passwords, etc.

@ The Goal: Impersonating the victim to steal money, obtain credit, gain medical benefits,
or commit crimes.
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L How Identity Theft Happens
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Attackers have multiple avenues to steal information. It can be highly technical, like deploying
o _ ) _ o o o _ malware or breaching corporate databases, but it can also be low-tech, like digging through trash
Phishing & Social Engineering: Tricking victims into revealing information. for bank statements or tricking someone over the phone.

Data Breaches & Dark Web: Large scale theft of databases sold to cybercriminals.

Physical Theft: Dumpster diving, stealing mail, lost wallets or phones.

Malware & Spyware: Keyloggers and trojans stealing data directly from devices.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 82 /415



Types of Identity Theft

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 9: Identity Theft

Types of Identity Theft
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Identity theft is not monolithic. Financial is the most common, but medical can result in deadly
Financial Identity Theft: Opening new credit cards, taking loans, draining bank accounts. errors in health records. Criminal identity theft can lead to innocent people getting arrest

°

@ Medical Identity Theft: Using someone’s identity to obtain medical care or prescription warrants, and synthetic identity theft is a growing, complex problem.
drugs.

@ Criminal Identity Theft: Giving a victim's information to law enforcement during an arrest.

@ Synthetic Identity Theft: Combining real (e.g., SSN) and fake information to create a

new, fictitious identity.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 83 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 9: Identity Theft

Impact & Consequences

2026-07-27

I—Impact & Consequences

The impact of identity theft goes far beyond the initial financial hit. Victims often face a grueling

Financial Loss: Drained accounts. fraudulent debts and ruined credit scores process of proving their innocence and untangling their credit history, which can take months or

. . . . . . even years.
Emotional Distress: Anxiety, feeling violated, and loss of privacy. Y

Legal & Administrative Burden: Hundreds of hours spent disputing claims, closing
accounts, and filing police reports.

Long-term Repercussions: Difficulty getting loans, housing, or even employment.
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L—Prevention and Protection Strategies
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. . . Prevention is key. By minimizing the exposure of our Pll and setting up robust authentication,
@ Strong Authentication: Use strong, unique passwords and enable Multi-Factor B . : S

Authentication (MFA).

@ Vigilant Monitoring: Regularly check bank statements and annual credit reports.

we make ourselves harder targets. Regular monitoring ensures that if theft does occur, we can
catch it early and minimize the damage.

@ Protecting PIl: Shred sensitive documents, avoid oversharing on social media, use secure
networks.

@ Proactive Measures: Consider freezing credit and using identity theft
protection/monitoring services.
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To summarize, identity theft is a serious threat that exploits our personal information. Being
Identity theft involves the fraudulent use of Personally Identifiable Information (PII). aware of how it happens and taking proactive steps to protect our Pll is essential in the digital
It happens through various methods: phishing, breaches, and physical theft. age

There are many types, including financial, medical, and criminal.

The consequences are severe and long-lasting.

Prevention requires strong security habits, protecting Pll, and vigilant monitoring.
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L-Social Engineering, Juice Jacking & The CIA Triad
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Welcome back, everyone. Today we are exploring some fascinating and highly relevant topics.
We'll look at how humans are often the weakest link in security through Social Engineering, a
o Welcome to Cyber Security Awareness & Cyber Laws! physical vector known as Juice Jacking, the core foundation of information security called the

o Unit 1: Introduction to Cybersecurity CIA Triad, and current challenges we face in cyberspace.

@ Lecture 10: Social Engineering, Juice Jacking, CIA Triad, and Current Challenges
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Our agenda covers four main areas. We will start with social engineering, move to juice jacking,

discuss the CIA triad, and end with current challenges.
1. Social Engineering: Manipulating the Human Element

2. Juice Jacking: The Danger of Public Chargers
3. The CIA Triad: Confidentiality, Integrity, Availability
4. Current Issues and Challenges in Cyber Security
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Social engineering doesn’t rely on finding a software vulnerability; it relies on finding a human

o _ _ ) o ) o _ vulnerability. Attackers exploit our natural tendencies to trust others, be helpful, or panic when
Definition: Manipulating people into giving up confidential information. faced with an urgent request.

Relies on human psychology rather than technical hacking.

Emotions exploited: Fear, urgency, curiosity, helpfulness, and trust.

Often the first step in a larger cyber attack.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 89 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 10: Social Engineering, Juice Jacking & The CIA Triad

Common Social Engineering Techniques

L—Common Social Engineering Techniques
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There are many forms of social engineering. Phishing is the most common, but attackers also use
phone calls (vishing), text messages (smishing), physical bait (like infected USBs), and pretexting

Phishing: Fraudulent emails pretending to be from reputable sources.
to get what they want.

Vishing & Smishing: Phishing via Voice (calls) and SMS (texts).
Baiting: Offering something enticing (e.g., a free USB drive left in a parking lot).

Pretexting: Creating a fabricated scenario (pretext) to steal data.

Tailgating: Following an authorized person into a restricted physical area.
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To prevent these attacks, always verify the source. If an email creates a false sense of urgency,

Verify the source: Double-check email addresses and URLs. take a step back. Never share passwords or OTPs, and always use MFA.

Pause and evaluate: Don't act on urgent or threatening requests immediately.
Never share sensitive information (passwords, OTPs, PINs).
Implement Multi-Factor Authentication (MFA).

Regular security awareness training for employees.
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L Juice Jacking: The Threat of Public Charging
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Moving on to a physical threat: Juice Jacking. When you plug your phone into a public USB

s . . . ort, you might just want power, but that cable can also transfer data. Attackers compromise
@ Definition: A cyber attack where malware is installed or data is secretly copied from a port, ¥ Ent ) B ;

. . . . these ports to steal data or install malware on your device.
mobile device using a USB charging port. > v

@ How it works: USB cables transmit both power and data.

e Compromised public charging stations (airports, cafes) can steal data or install
ransomware.
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Prevention is simple: avoid public USB ports. Use standard electrical outlets with your own

Use an AC power outlet instead of a USB port. charger, carry a power bank, or use a data blocker—often called a USB condom—which physically

prevents data transfer.
Carry your own personal charger and power bank.

Use a 'USB Condom’' (Data Blocker): A device that physically blocks the data pins in a
USB cable, allowing only power to flow.

Keep your device locked and deny data transfer prompts.
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N
Now we shift to the most important concept in information security: the CIA Triad. This is the
@ The foundational model for Information Security. model that guides all security policies. It stands for Confidentiality, Integrity, and Availability.

@ Three core principles designed to guide policies for information security within an
organization:

1. Confidentiality
2. Integrity
o 3. Availability
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Confidentiality means keeping secrets secret. Only authorized people should see the data. We

@ Ensuring that information is accessible only to those authorized to have access. achieve this through encryption and strong access controls like passwords and MFA.

@ Prevents unauthorized disclosure of sensitive data.
@ Methods to achieve Confidentiality:

e Data Encryption (at rest and in transit).
o Strong Access Controls (Passwords, Biometrics, MFA).
e Data Masking and Steganography.
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Integrity is about trust. Has the data been tampered with? We use hashing and digital signatures

e Ensuring that information is accurate, complete, and has not been improperly modified. to ensure that the data we are looking at is exactly what it is supposed to be.

e Guards against unauthorized changes to data (accidental or malicious).

@ Methods to achieve Integrity:
e Hashing (e.g., SHA-256) to verify data hasn't changed.
o Digital Signatures.
@ Access controls and Audit Logs.
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Availability means the systems are up and running when you need them. Even if data is confiden-
tial and has integrity, it's useless if you can’t access it. We ensure availability through backups,

@ Ensuring that information and systems are available to authorized users when needed.
redundancy, and DDoS protection.

@ Protects against disruptions, outages, and denial-of-service (DoS) attacks.

@ Methods to achieve Availability:

e Hardware redundancy and failover systems.
o Regular Backups and Disaster Recovery Plans.
e DDoS protection and load balancing.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 97 /415



Current Issues and Challenges in Cyber Security

Cyber Security Awareness & Cyber Laws (D104000101)

Current Issues and Challenges in Cyber Security

N~
Ry L Lecture 10: Social Engineering, Juice Jacking & The CIA Triad
o
9 L . .
S Current Issues and Challenges in Cyber Security
o Ransomware: Continues to evolve, targeting critical infrastructure and healthcare. The, cyber l_andscape 'S alwa_ys d_]angmg' Today, ra_nson_]ware 5@ n_]asswe threat. We also have
. . . i ) millions of insecure loT devices in our homes. Al is being weaponized to create deepfakes and
o Internet of Things (loT) Vulnerabilities: Smart devices often lack basic security write better phishing emails, and there is a massive shortage of trained professionals to fight
features. these threats.
@ Al and Machine Learning Attacks: Hackers use Al for deepfakes, automated phishing,
and password cracking.
@ Cloud Security: Misconfigurations and data breaches in cloud environments.
@ Shortage of Cyber Professionals: A global lack of skilled cybersecurity experts.
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To summarize, we covered how attackers exploit human nature and physical charging ports. We
o o o also learned the CIA triad, the bedrock of security, and discussed the evolving threat landscape.
Social Engineering: Exploiting human psychology (Phishing, Vishing, etc.).

Juice Jacking: Data theft via compromised public USB ports.
CIA Triad: The core principles of Confidentiality, Integrity, and Availability.

Current Challenges: Evolving threats from Ransomware, loT, Al, and Cloud computing.
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Welcome students to lecture 11 of Cyber Security Awareness & Cyber Laws. Today we will be
focusing on a fundamental aspect of digital security: Password Security. We'll explore why it

@ Welcome to Cyber Security Awareness & Cyber Laws! matters, common pitfalls, and how to properly secure your accounts.
@ Unit 2: Safe Digital Practices

@ Lecture 11: Password Security
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cg\l Agenda for Today
Here is what we will cover today. We'll start with the basics of why passwords are so important,
Why Password Security Matters? move on to what makes a strong password, discuss tools like password managers, touch upon
Common Password Mistakes MFA, and finally look at how attackers try to steal passwords.

Anatomy of a Strong Password
Password Managers
Multi-Factor Authentication (MFA)

Common Password Attacks
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I—Why Password Security Matters?

Passwords are the keys to our digital lives. They protect our emails, bank accounts, and social
o ) ] media. When passwords are weak, it's like leaving the front door to your house wide open. Many
First line of defense against unauthorized access. massive data breaches in history were caused by compromised passwords.

Poor practices lead to data breaches and identity theft.

Protects personal, financial, and corporate information.

One weak password can compromise an entire network.
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People are predictable. We often choose convenience over security. Using '123456" or 'password’
] ) ) ) ] , ’ is still alarmingly common. Another major issue is password reuse. If you use the same password
@ Using easily guessable information (names, birthdays, 'password123’). for Netflix and your bank, a breach at Netflix could compromise your bank account.

@ Reusing the same password across multiple accounts.
@ Writing passwords down on sticky notes or insecure files.

@ Slightly modifying old passwords (e.g., 'Password123’ to 'Password124").
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I—Anatomy of a Strong Password

Length is generally more important than complexity. A long passphrase like 'correct-horse-

battery-staple’ is much harder for a computer to crack than a short, complex password like
Length is crucial: Minimum of 12-16 characters. '"TrOub4dor&3’, and it's easier for humans to remember. And remember, uniqueness is non-
Complexity: Mix of uppercase, lowercase, numbers, and special characters. negotiable.

Passphrases: Long, memorable phrases (e.g., 'Blue!Dog*Runs$Fast’).

Uniqueness: A different password for every single account.
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Because we cannot possibly remember 100 different strong passwords, we need a tool. Password
managers store all your passwords in an encrypted vault. You just remember one very strong
5 .. . . _
© What are they? Encrypted digital vaults for storing credentials. master password. They can also automatically generate strong passwords when you create new

o Benefits: Auto-generate strong passwords, auto-fill capabilities. accounts.
@ You only need to remember one strong Master Password.

@ Examples: Bitwarden, 1Password, KeePass.
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L—Multi-Factor Authentication (MFA)
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MFA, or 2FA, is arguably the most important security setting you can enable. Even if a hacker

Requires two or more verification methods to log in. steals your password, they can't access your account without your second factor, like the code
Something you know (password). from your authenticator app.
Something you have (smartphone, hardware token, Authenticator App).

Something you are (biometrics - fingerprint, FacelD).

Crucial defense even if your password is stolen.
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L Common Password Attacks

Attackers don't usually 'guess’ passwords manually; they use automated tools. Brute force
_ _ o tries everything, dictionary uses common words. Credential stuffing is why password reuse is so
Brute-force attacks: Trying all possible combinations. dangerous—they take passwords stolen from one site and automate trying them on thousands

Dictionary attacks: Using lists of common words and phrases. of others.

Credential stuffing: Using stolen passwords to log into other services.

Keyloggers and Phishing: Stealing passwords directly from the user.
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To summarize: Stop reusing passwords, start using passphrases, get a password manager, and

] turn on MFA. If you do these four things, you will significantly improve your digital security.
Always use strong, unique passwords or passphrases.

Never reuse passwords across different accounts.
Use a trusted password manager.
Enable Multi-Factor Authentication (MFA) wherever possible.
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I—Creating Strong Passwords
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Welcome back, everyone! Today we are diving into one of the most fundamental yet critical
aspects of digital safety: creating strong passwords. After discussing phishing in our last session,

o Course: Cyber Security Awareness & Cyber Laws we will now look at how to protect our accounts even if attackers attempt to compromise them.

@ Unit 2: Safe Digital Practices

@ Lecture 12: Creating Strong Passwords
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§ I—Agenda for Today
N
The Role of Passwords in Authentication Here is our roadmap for today. We'll start with why passwords matter, look at common mistakes,

Why We Need Strong Passwords learn how to create strong passphrases, and finally discuss tools like password managers and MFA

Common Password Mistakes

that make our lives easier and more secure.

Anatomy of a Strong Password
The Power of Passphrases

Using Password Managers
Multi-Factor Authentication (MFA)

© ©6 © ¢ © © o
No oA D=
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§ L_The Role of Passwords in Authentication
N
Passwords act as the keys to your digital life. Without them, anyone could claim to be you.
However, because they are often the only barrier between an attacker and your data, they are
o Authentication vs. ldentification: Passwords verify who you are. also a single point of failure. If an attacker gets your password, they get your data.

@ The First Line of Defense: They protect personal data, financial assets, and digital
identity.
o Single Point of Failure: A weak password can compromise multiple accounts if reused.
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I—Why Do We Need Strong Passwords?
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Why not just use 'password123’? Because attackers don't guess manually. They use powerful
software that can test billions of combinations in seconds. A strong password resists these

Brute Force Attacks: Hackers use automated tools to guess millions of passwords per
automated attacks, buying you time and keeping your data safe.

second.
Dictionary Attacks: Using a list of common words to quickly crack passwords.

Credential Stuffing: Using passwords leaked from one breach to access other accounts.

@ The Goal: Make it computationally unfeasible for an attacker to crack your password.
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Humans are predictable, which makes our passwords predictable. We tend to use information
. . ) that is easy to remember, like a pet's name or a birthdate. The problem is, this information is
Using Personal Information: Names, birthdates, pet names, or addresses. often publicly available on social media. The biggest mistake, however, is password reuse. If one

Short Passwords: Anything under 12 characters is increasingly vulnerable. site gets breached, all your accounts are at risk.

Common Patterns: '123456', 'qwerty’, or 'password’.

Password Reuse: Using the same password for email, banking, and social media.
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§ I—Anatomy of a Strong Password
N
A strong password has three main traits: length, complexity, and unpredictability. Length is
o Length is Key: At least 12-16 characters long. actually more important than complexity. A 16-character password made of random words is
e Complexity: Mix of uppercase (A-Z), lowercase (a-z), numbers (0-9), and symbols harder to crack than an 8-character password with lots of symbols.
(10#5%).
e Unpredictability: Avoid dictionary words and common substitutions (e.g., '@" for a’, '0’
for 'o’).

@ Uniqueness: A completely different password for every single account.
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] L

g The Power of Passphrases

N

Instead of trying to remember "Xj7!pQ9z’, you can use a passphrase. The famous XKCD comic
e What is a Passphrase? A sequence of random words (e.g., popularized this concept. A sequence of random, unrelated words is easy for you to picture in
'CorrectHorseBatteryStaple’). your mind but mathematically extremely difficult for a computer to guess.

e Why use them? They are long (high security) but easy for humans to remember.

@ How to create one: Choose 4-5 unrelated words. Add a number or symbol for extra
complexity.

o Example: 'Purple-Giraffe-Dancing-42!"
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L Using Password Managers

If you are following the rule of unique passwords for every site, you will quickly have too many to

o The Problem: Remembering dozens of unique, complex passwords is impossible remember. This is where a password manager comes in. You only need to remember one strong
The Soluti AP dM Master Password, and the software handles the rest. It even helps protect against phishing by
° : ) - .
¢ Solution asswor anager not auto-filling on fake websites.
@ How it works: An encrypted vault that stores all your passwords, protected by one

strong 'Master Password’.

o Benefits: Auto-generates strong passwords, auto-fills logins, and prevents phishing.
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L—Multi-Factor Authentication (MFA)
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Passwords alone are no longer enough. MFA, or 2FA, adds a second lock to the door. If a hacker
steals your password in a data breach, they still can't get into your account because they don't

@ What is MFA? Requiring more than just a password to log in.
quiring Ju passw g! have your phone or security key. Always enable MFA wherever it is offered.

@ The Factors: - Something you know (Password) - Something you have (Phone, Security
Key) - Something you are (Fingerprint, Face ID)

@ Why it matters: Even if your password is stolen, the attacker cannot log in without the
second factor.
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L Lecture Summary

To summarize: stop reusing passwords, start using passphrases, get a password manager, and

. ) turn on MFA. If you take these four steps, you will drastically improve your personal cybersecurity.
Length ; Complexity: Use long passphrases instead of short, complex passwords.

Never Reuse Passwords: Each account needs a unique lock.
Use a Password Manager: Offload the burden of remembering passwords.

Enable MFA: The best defense against stolen passwords.
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I—Questions & Next Steps
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Are there any questions on what we covered today? As homework, | encourage you to set up a
password manager and secure your primary email account with a strong, unique passphrase and
® Questions? Let's discuss any doubts. MFA.

@ Action Item: Download a reputable password manager and change the password for your
primary email account.

o Next Lecture: We will discuss Software Updates and the Importance of Patching.
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L Password Management and Security

2026-07-27

Welcome students to lecture 13. Today, we will discuss the critical topic of Password Manage-
ment. Passwords are often the first line of defense against unauthorized access to our digital

@ Welcome to Cyber Security Awareness & Cyber Laws! lives.

@ Unit 2: Safe Digital Practices
@ Lecture 13: Password Management and Security
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g L

g Agenda for Today

N

Here is what we will cover today. We will start with the importance of passwords, move on

Why Passwords Matter to creating strong ones, discuss common vulnerabilities, and finally explore tools like Password

Creating Strong Passwords Managers and MFA.

Using Password Managers

o

o

@ Common Password Vulnerabilities
o

e Multi-Factor Authentication (MFA)
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I—Why Passwords Matter

Passwords act as the keys to your digital kingdom. Discuss how a single compromised password

) ) ) can lead to a cascading effect if reused across multiple platforms.
First line of defense against cyber threats.

Protect sensitive personal, financial, and professional data.

Prevent identity theft and unauthorized access.

The impact of a compromised password can be severe (e.g., data breach, financial loss).
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Explain the difference between a password and a password phrase. Emphasize that length often
) beats complexity when it comes to brute-force attacks.
Length is key: Use at least 12-16 characters.

Complexity: Include uppercase, lowercase, numbers, and special characters.
Avoid predictability: No dictionary words, personal info (birthdays, pet names).

Passphrases: Use a sequence of random words (e.g., CorrectHorseBatteryStaple).
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Discuss why password reuse is dangerous, referencing recent data breaches where credentials

) ) from one site were used to access others (credential stuffing).
Password Reuse: Using the same password across multiple accounts.

Brute Force Attacks: Automated tools guessing passwords.

Phishing: Tricking users into revealing their passwords.

Dictionary Attacks: Using a list of common words to guess passwords.
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L Password Ma nagers

Introduce password managers as the solution to remembering dozens of complex passwords.

_ Highlight the importance of a very strong Master Password.
@ What are they? Tools that store and generate strong, unique passwords for all accounts.

@ How they work: Encrypted vault accessed by a single '"Master Password'.
@ Benefits: Convenience, security, and mitigation of password reuse.

@ Examples: Bitwarden, 1Password, LastPass, KeePass.
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L—Multi-Factor Authentication (MFA)

Explain that even if a password is compromised, MFA can prevent unauthorized access. Recom-

o Adds an extra layer of security beyond just a password. mend authenticator apps over SMS due to SIM swapping risks.

@ Requires two or more forms of verification (Something you know, Something you have,
Something you are).

e Examples: SMS codes, Authenticator apps (Google Authenticator, Authy), Biometrics.

@ Always enable MFA where available.
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Summarize the key points discussed today. Ask if there are any final questions on creating

. ] L o passwords or using password managers.
Passwords are vital for protecting digital identities.

Strong passwords/passphrases should be long, complex, and unique.
Password managers solve the problem of remembering multiple complex passwords.

Always enable Multi-Factor Authentication (MFA) to add an extra layer of security.
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L_Safe Browsing and Email Security

2026-07-27

Welcome everyone. Today, we are going to dive into two crucial aspects of our daily digital
lives: how we browse the internet and how we manage our emails. Both are primary vectors for

@ Course: Cyber Security Awareness & Cyber Laws cyberattacks, so securing them is paramount.

@ Unit 2: Safe Digital Practices
@ Lecture 14: Safe Browsing and Email Security
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_ Here is our roadmap for today's session. We'll start with web browsing security, look at the

Fundamentals of Safe Browsing (HTTPS, SSL/TLS) threats we face online, and then transition to email security, focusing heavily on phishing and
Recognizing Web-Based Threats account protection.

Best Practices for Browser Security
Introduction to Email Security

Detecting Phishing and Malicious Emails

Securing Email Accounts (2FA, Encryption basics)
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g Fundamentals of Safe Browsing
N
L The foundation of safe browsing is understanding HTTPS. The 'S’ stands for secure, meanin
@ HTTP vs. HTTPS: HTTPS encrypts the communication between your browser and the 8 15 1N g g
. the data sent between you and the site is encrypted. However, remember that attackers can also
website. . L . .
get SSL certificates. The padlock means your connection is private, but the site itself could still
° Eadlock Icon: Indicates an encrypted connection, not necessarily a 'safe’ or legitimate be malicious. Always verify the URL.
site.

@ SSL/TLS Certificates: Verify the identity of the website (DV, OV, EV certificates).

e URL Inspection: Always check the domain name for misspellings (e.g., g00gle.com
instead of google.com).
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L Common Web-Based Threats
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You don't always have to click a link to get infected. Drive-by downloads exploit browser

o Drive-by Downloads: Malware that installs automatically when you visit a compromised e . S o "
vulnerabilities just by loading a page. Malvertising is also a major issue, where legitimate ad

website.
networks are abused to serve malware.
@ Malvertising: Malicious advertisements on legitimate websites that redirect or infect
users.
o Browser Hijackers: Software that alters browser settings (homepage, search engine)
without permission.

o Cookies and Tracking: Third-party trackers monitoring your online behavior.
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LBest Practices for Browser Security

The most effective defense is keeping your browser and its plugins updated. Extensions are a
double-edged sword; they add functionality but can also spy on you or introduce vulnerabilities.
Content blockers are highly recommended for security, not just convenience.

Keep Browsers Updated: Ensure automatic updates are enabled for Chrome, Firefox,
Edge, etc.

@ Use Extensions Safely: Only install extensions from official stores and review their
permissions.

Enable Built-in Security: Use features like Google Safe Browsing or SmartScreen.

Use Content Blockers: Ad-blockers (e.g., uBlock Origin) can mitigate malvertising risks.

Clear Cache/Cookies: Regularly clear browsing data to minimize tracking.

(]
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L Introduction to Email Security

Moving on to email. Despite new communication tools, email remains the primary target for
attackers because it directly targets human vulnerability. Understanding the difference between

@ Email is the #1 vector for cyberattacks and malware delivery.
# y Y a spam marketing email and a targeted phishing attack is crucial.

@ Spam vs. Phishing:
o Spam: Unsolicited bulk email, mostly annoying but usually harmless (marketing).
e Phishing: Malicious emails designed to steal credentials or deliver malware.

@ Spoofing: Forging the 'From’ address to make the email appear from a trusted source.
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I—Detecting Phishing and Social Engineering

Phishing relies on social engineering. Attackers create a sense of urgency so you act before
thinking. Always hover over links before clicking. Look at the actual destination, not just the

@ Red Flags to Watch For:
text of the link. If you didn’t expect an attachment, don't open it.

Sense of urgency or fear (e.g., "Your account will be suspended’).

Generic greetings ('Dear Customer') instead of your name.

Suspicious links (hover over the link to see the actual destination URL).
Unexpected attachments (especially .zip, .exe, or Office documents with macros).
Requests for sensitive information or payment via unusual methods.
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L Advanced Email Threats
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Beyond generic phishing, we have spear phishing, which uses information gathered about you
(perhaps from social media) to make the email highly convincing. BEC attacks have caused

o Spear Phishing: Highly targeted attacks aimed at specific individuals using personalized o o . .
billions in losses by tricking employees into wiring money to attackers.

information.
e Whaling: Spear phishing targeting high-level executives (CEOs, CFOs).

o Business Email Compromise (BEC): Compromising legitimate business accounts to
authorize fraudulent wire transfers.
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I—Securing Your Email Account

Your email account is the master key to your digital life; it's used to reset passwords for all

e Strong, Unique Passwords: Never reuse your email password anywhere else. your other accounts. A strong, unique password and Multi-Factor Authentication are absolutely

e Multi-Factor Authentication (MFA/2FA): Essential for email; prevents access even if non-negotiable for email security. Also, periodically audit which third-party apps have access to
the password is stolen. your inbox.

o Review Account Activity: Regularly check recent login locations and devices.

o App Passwords: Use app-specific passwords for legacy email clients.

o Beware of Third-Party Access: Review which apps have permission to read your emails.
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L Lecture Summary

To summarize, safe browsing requires vigilance even on HTTPS sites. Keep software updated.
o _ In email, always maintain a healthy skepticism. If an email creates urgency or asks for sensitive
HTTPS encrypts data, but doesn't guarantee the site is benign. info, verify it out-of-band.

Keep browsers updated and minimize extensions.

Phishing remains a top threat; always scrutinize links and attachments.

MFA is mandatory for securing email accounts.
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I—Detecting Real vs Fake URLs

2026-07-27

Welcome students to lecture 15. Today we will focus on a crucial practical skill: distinguishing
between legitimate URLs and malicious ones designed to deceive you.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 2: Safe Digital Practices
@ Lecture 15: Detecting Real vs Fake URLs
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I—Agenda for Today

Our agenda covers the basics of how URLs are structured, the tricks attackers use to fool us,
Anatomy of a URL and the tools we can use to protect ourselves. We will end with some interactive examples.
Why fake URLs are created

Common URL manipulation techniques
Link shorteners and hidden links

Verification tools and best practices

Interactive Practice
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cé: L The Anatomy of a URL
) ) To spot a fake URL, you first must know how to read a real one. The most critical part is
e URL (Uniform Resource Locator) is a web address. identifying the actual domain name and TLD. A common trick is to place a familiar brand name
@ Scheme (Protocol): https:// (Look for the 's’ for secure, though attackers use it tool!) in the subdomain or path, rather than the domain itself.

@ Subdomain: www. or mail. or support.

@ Domain Name: google, amazon, yourbank
e Top-Level Domain (TLD): .com, .org, .in
e Path/Directory: /login/secure/index.html
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L-Why Do Attackers Fake URLs?

2026-07-27

Attackers create fake URLs to deceive users. If you think you are on your bank's website, you
o ) _ are more likely to enter your login credentials. This is the cornerstone of phishing attacks.
Phishing: Stealing credentials (usernames, passwords, OTPs).

Malware Distribution: Tricking you into downloading malicious files.

Scams & Fraud: Fake e-commerce stores, fake tech support.

Brand Impersonation: Damaging a brand'’s reputation.
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I—Technique 1: Typosquatting

2026-07-27

Typosquatting relies on human error. When we type fast, we make mistakes. Attackers buy up

Registering domains that are visually similar to popular sites. misspelled versions of popular domains and wait for users to accidentally navigate to them.

Missing characters: amzon.com
Extra characters: amazonn.com

Wrong keys (nearby on keyboard): faceboook.com

Wrong TLD: google.co instead of google.com

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 142 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 15: Detecting Real vs Fake URLs

Technique 2: Misleading Subdomains
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This is one of the most effective tricks. Users read from left to right, see 'paypal.com’, and
assume it's safe. Always look at the word immediately preceding the top-level domain (like .com

Placing the target brand in the subdomain instead of the domain.
or .net).

Example of Fake: https://www.paypal.com.secure-login-update.net
The real domain here is 'secure-login-update.net’, NOT 'paypal.com’.

Example of Fake: https://apple.id.recovery.com-update.info

The real domain is 'com-update.info'.
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I—Technique 3: Homograph Attacks
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Internationalized Domain Names (IDNs) allow non-Latin characters. Attackers use this to create
domains that look exactly like the target. Modern browsers try to defend against this by showing

Using characters from different alphabets that look identical.
the Punycode translation, which looks like random characters starting with 'xn-".

Example: Latin 'a’ vs. Cyrillic 'a’.
apple.com (Latin) vs. apple.com (Cyrillic 'a").
Browsers use Punycode to translate these, which can look like 'xn—pple-43d.com’.

Always look for unusual characters or Punycode in the address bar.
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8 L Hidden Links and URL Shorteners
N
Shortened links are common on social media, but they are a blindfold. You don't know where
e URL Shorteners: bit.ly, tinyurl.com, t.co they lead until you click. Always inspect links before clicking. In emails, hover your mouse over
@ They hide the ultimate destination of the link. the text. For shorteners, use a free online expander if you don't trust the source.
@ Hyperlinked Text: 'Click Here to Login’ hides the actual URL.
@ Best Practice: Hover over the link before clicking to see the destination at the bottom of
your browser/email client.
@ Use URL expander tools (like checkshorturl.com) for shortened links.
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L Verification Tools and Strategies
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A green padlock or 'HTTPS’ only means the connection is encrypted, not that the site is honest.

] ] ] ] Phishing sites use HTTPS extensively now. The best defense is typing the URL directly if you
2. Parse the Domain: Identify the true domain name (right before the TLD). s Hniermeiig vl sensiive saesums

3. Look for '"HTTPS': It encrypts data, but DOES NOT guarantee the site is legitimate
(attackers get SSL certificates too!).
4. Use URL Scanners: VirusTotal, Google Safe Browsing, Norton Safe Web.

5. Go Direct: If you get an email from your bank, don't click the link. Open your
browser, type the bank’s address yourself, and log in.

1. Hover to Discover: Always hover over links to preview the URL.
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Verifying URLs is a daily digital habit we all must develop. Taking two seconds to inspect a link

URLs have specific structures; the domain name is the most critical part to verify. can save you from identity theft or a malware infection.

Attackers use typosquatting, misleading subdomains, and homograph attacks.
Hover over links to see the true destination before clicking.

HTTPS secures the connection, but it doesn’t mean the site is safe.

When in doubt, use a URL scanner or type the address directly into your browser.
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Avoiding Malicious Links & Attachments in Mail and Mobile

2026-07-27

Welcome students to lecture 16. Today we focus on a crucial aspect of safe digital practices:
how to identify and avoid malicious links and attachments across your email and mobile devices.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 2: Safe Digital Practices
@ Lecture 16: Avoiding Malicious Links & Attachments in Mail and Mobile
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S L

S Agenda for Today

_ o _ Here is our agenda for today. We will start with an overview, dive deep into how malicious URLs

Introduction to Malicious Links & Attachments are constructed, discuss why attachments can be dangerous, look at mobile-specific issues, and
Anatomy of a Malicious URL finally cover practical steps to stay safe.

The Dangers of Email Attachments

Mobile-Specific Threats (Smishing & Shortened Links)
Best Practices for Verification and Safety

Summary & Q&A
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Introduction to Malicious Links & Attachments
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Malicious links and attachments are the primary vehicles for cyberattacks against individuals.
Attackers use social engineering to create a sense of urgency, hoping you'll click before thinking.

@ What are they?: Delivery mechanisms for malware, ransomware, and phishing campaigns. _ _ _
The impact can range from annoying adware to devastating ransomware attacks.

@ The Goal: To trick users into executing code, providing credentials, or downloading
malware.

@ The Hook: Often rely on urgency, curiosity, or fear (Social Engineering).

@ The Impact: Can lead to device compromise, identity theft, and financial loss.
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o L . .
g Anatomy of a Malicious URL
N
Attackers are clever with URLs. They use typosquatting, where they register domains that look
_ _ N o very similar to legitimate ones. They also use complex subdomains to confuse users. Always
o Lookalikes (Typosquatting): e.g., www.paypal.com (capital 'I" instead of 'L’). hover over a link on a computer to see the actual destination before clicking. Shortened URLs
@ Subdomain Tricks: e.g., login.yourbank.com.scam-site.net. are especially risky because you can't see where they lead.

@ Hidden Destinations: Hyperlinked text hiding the actual destination URL.

@ Shortened URLs: bit.ly, tinyurl.com used to obscure the final destination.
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The Dangers of Email Attachments
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Email attachments are a classic malware vector. Be extremely wary of unexpected files. Ex-
ecutable files (.exe) are obvious dangers, but macro-enabled office documents are also heavily

@ Unexpected Files: Never open attachments you weren't expecting, even from known _
contacts used in attacks. A common trick is the double extension; if Windows hides known file types,
. ) 'invoice.pdf.exe’ just looks like 'invoice.pdf’.
@ Dangerous File Types: .exe, .scr, .vbs, .bat, .js. P ! P
@ Macro-Enabled Documents: .docm, .xIsm. Malicious code embedded in office files.
@ Double Extensions: e.g., 'invoice.pdf.exe’ - Windows may hide the ".exe’.
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N
Mobile devices present unique challenges. We are often distracted when using them, leading to
Smishing (SMS Phishing): Malicious links sent via text messages. quick, less careful clicks. Smishing is rampant, often impersonating delivery services or banks.
Messaging Apps: WhatsApp, Telegram, etc., are also used to distribute bad links. Furthermore, you can't easily hover over a link to inspect it on a phone, making it harder to

The 'Fat Finger' Problem: Easy to accidentally click links on small touch screens. verify before clicking. QR codes are also becoming a popular way to hide malicious URLs.

Limited Visibility: Harder to "hover' or inspect full URLs on mobile browsers.

Malicious QR Codes (Quishing): Scanning unknown QR codes can direct you to malicious
sites.
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g Best Practices for Safety
N
o Verify the Sender: Check the actual email address, not just the display name. Here are actionable steps to stay safe. Always verify the sender’s actual email address. Develop
) . a habit of pausing before clicking—does the message make sense? Is it unexpectedly urgent?
@ Think Before You Click: Pause and assess the context and urgency of the message. , ) . . . . . .
_ _ N On desktop, use the 'hover’ technique. If in doubt, use a link scanning service. Finally, keep
@ Hover to Discover (Desktop): Always hover over links to reveal the true destination. your software updated to patch vulnerabilities that malware might exploit.
@ Use Link Scanners: Services like VirusTotal can check suspicious URLs.
@ Disable Auto-Download: Prevent email clients and messaging apps from automatically
saving files.
o Keep Software Updated: Ensure your OS, browser, and antivirus are up to date.
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Lecture Summary
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To summarize, awareness and caution are our best tools against malicious links and attachments.

o ) ) o Always verify the source and destination before interacting with digital content.
@ Malicious links and attachments are primary tools for cybercriminals.

@ Attackers use deceptive URLs and dangerous file types to compromise devices.
@ Mobile devices require extra caution due to smishing and limited URL visibility.

@ Verification, pausing before clicking, and keeping software updated are your best defenses.
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L-Social Media Safety Awareness
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Welcome students to lecture 17 of Cyber Security Awareness & Cyber Laws. Today we cover
Social Media Safety Awareness, a topic highly relevant to our daily lives as we spend a significant

@ Welcome to Cyber Security Awareness & Cyber Laws! amount of time on platforms like Instagram, LinkedIn, X, and Facebook.
@ Unit 2: Safe Digital Practices

@ Lecture 17: Social Media Safety Awareness
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I—Agenda for Today
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Here is our agenda for today. We will start by understanding our digital footprint, move on to
Introduction to Social Media Footprint securing our accounts, discuss what not to share online, learn how to spot scams, and conclude
with addressing cyberbullying.

Privacy Settings and Account Security
Dangers of Oversharing

Recognizing Fake Profiles and Scams

Cyberbullying and Online Harassment
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L—Your Social Media Footprint

Every action you take online leaves a trace, known as a digital footprint. Discuss the difference

@ What is a Digital Footprint? ) i i . i
] i ] ] between active and passive footprints. Emphasize that even if they delete a post, a screenshot
o Active Footprint: Data you intentionally share (posts, comments, photos). might have already been taken. Ask the class: 'Have you ever regretted posting something
o PaSSiVe FOOtprint: Data CO”eCted W|th0ut your eXp|iCit knOW|edge (IP addl’eSS, SearCh online?’ Exp|ain how a negative d|g|ta| footprint can impact their career prospects_
history).

@ Permanence: 'The internet never forgets.” Deleted posts can still exist in archives or
screenshots.

Impact on Future: Employers and universities often check social media profiles.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 158 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L—Lecture 17: Social Media Safety Awareness

Privacy Settings & Account Security

I—Privacy Settings & Account Security

2026-07-27

Now let's talk about securing our accounts. Most platforms default to 'Public’. It is crucial to
review privacy settings and restrict visibility to trusted friends. | strongly recommend enabling
Two-Factor Authentication on all social media accounts. Explain the risk of 'Login with Face-
book/Google' and why reviewing third-party app permissions is necessary.

Profile Visibility: Who can see your posts? (Public vs. Friends Only)
Two-Factor Authentication (2FA): An essential layer of security.
Strong Passwords: Use unique passwords for different platforms.

Third-Party Apps: Review and revoke access to apps you no longer use.

Session Management: Regularly check active sessions and log out from public devices.
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L-The Dangers of Oversharing

Oversharing is one of the biggest risks on social media. Tagging your location at a café or while
Location Tagging: Reveals your current location to strangers (and potential burglars). on vacation alerts people that you are not home. Sharing too much Pll can lead to identity

Personal Identifiable Information (PIl): Phone numbers, home address, birth date. theft. Also, point out those viral trends that ask for your mother's maiden name or your first

Holiday Plans: Announcing an empty home. pet—these are often data mining exercises to guess your security questions.

Venting & Emotions: Posting sensitive work-related or personal emotional content.

Social Engineering Feed: Sharing answers to common security questions (e.g., 'What was
your first pet\'s name?’ trends).
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I—Recognizing Fake Profiles & Scams
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Social media is rife with scams. Have you ever received a message from a friend saying 'Is this you
Impersonation: Fake accounts mimicking friends or celebrities. in this video?' with a link? That's a classic phishing attempt to steal your credentials. Discuss
Phishing Links: 'Is this you in this video?' messages. how to identify fake profiles—such as checking when the account was created or performing a

Romance Scams & Catfishing: Building fake emotional connections for financial gain. reverse image search on the profile picture. Warn them about fake giveaways that are designed

. " . . , to farm personal data.
Fake Giveaways: 'Like and share to win an iPhone. .

Red Flags: Low follower count, recently created account, generic photos (reverse image
search).
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= I—C . .
g yberbullying & Online Harassment
N
Unfortunately, social media can be a toxic environment. Define cyberbullying and discuss its
e Definition: Repeated, intentional harm inflicted through electronic media. various forms like doxxing (publishing private information). The most important advice for
@ Forms: Trolling, doxxing, exclusion, and spreading rumors. dealing with trolls is not to feed them. Emphasize the importance of blocking, reporting, and
o How to Respond: Do not retaliate or engage. saving evidence before deleting the abusive messages. Encourage students to seek help if they
. . . they k is being targeted.
@ Action Steps: Block the user, report the behavior to the platform, and keep evidence O SISO HIET e 15 B e
(screenshots).
@ Support: Reach out to trusted friends, family, or counselors.
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L Lecture Summary

Let's summarize. Be mindful of your digital footprint. Secure your accounts, think before you
post to avoid oversharing, stay alert for scams, and know how to handle online harassment.

Your digital footprint is permanent and impactful.
Practicing these safe habits will make your social media experience much more secure.

Secure accounts with strong privacy settings and 2FA.
Avoid oversharing location and personal information.

Be vigilant against scams, phishing, and fake profiles.

Take a strong stance against cyberbullying by blocking and reporting.
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L-Social Media Safety and Mobile Security

2026-07-27

Welcome students to lecture 18. Today, we will transition from general digital practices to
specific threats on social media, safe e-commerce, and crucial mobile security habits.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 2: Safe Digital Practices
@ Lecture 18: Social Media Safety and Mobile Security
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I—Agenda for Today
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. _ Here is our agenda for today. We will start with social media safety, move to e-commerce, and
Fake Profiles and Cyberbullying then dedicate the second half to mobile device security.
Safe Online Shopping and Payments

Mobile Device Security Basics
App Permissions and Updates
Mobile Antivirus

SIM Card Cloning
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Fake profiles are a major vector for social engineering on platforms like Facebook, Instagram,
and LinkedIn. Attackers might impersonate a known contact to ask for money or send malicious
links. Emphasize the 'trust but verify’ approach and the usefulness of reverse image searching

@ What are Fake Profiles? Accounts created using fabricated or stolen identities.

@ Purpose: Scams, phishing, social engineering, stalking, or spreading misinformation.
e How to ldentify:

o Few friends/followers or recently created account.
o Generic or stolen profile pictures (use reverse image search).
e Suspicious messages asking for money or personal details.

profile pictures.

@ Action: Do not accept requests from unknown profiles; report and block suspicious
accounts.
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Cyber Bullying

N~

Ry L Lecture 18: Social Media Safety and Mobile Security

o

©

§ I—Cyber Bullying
@ Definition: The use of electronic communication to bully a person, typically by sending Cyberbullying is a serious issue that affects many internet users. It's important to understand

messages of an intimidating or threatening nature. that the perceived anonymity of the internet often emboldens bullies. Discuss the psychological

e Forms: Harassment, cyberstalking, doxing (revealing private info), trolling, and exclusion. impact and the legal recourse available under cyber laws, emphasizing that victims should never
@ Impact: Can cause severe emotional distress, anxiety, and depression. hesitate to'seck helpiand document everything.

o Prevention & Action:
o Do not engage or retaliate.
o Keep evidence (screenshots).
o Use blocking and reporting tools on the platform.
e Seek help from authorities or trusted individuals if it escalates.
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L_Safe Online Shopping & Digital Payments
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E-commerce fraud is prevalent. Remind students that HTTPS encrypts data in transit but

e Secure Connections: Always look for 'https://" and the padlock icon on shopping sites.
. . . . . doesn’t guarantee the site itself is not a scam. Discuss why credit cards often offer better
@ Avoid Public Wi-Fi: Do not make transactions over unsecured public networks. , ; : )
chargeback protection compared to debit cards or direct transfers. Mention UP| safety—never
o Safe Payment Methods: .
) ] enter your PIN to receive money.
o Use Credit Cards (better fraud protection) or secure gateways (UPI, PayPal).
e Avoid direct bank transfers to unknown sellers.
o Spotting Scams:

e 'Too good to be true’ offers are usually scams.
o Beware of fake shopping apps and phishing emails imitating popular retailers.
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Safe Use of Mobile Devices
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o
§ L_Safe Use of Mobile Devices
N
Phvsical S . N | devi ded. U locks (PIN Mobile devices contain our entire digital lives. Physical security is the first line of defense.
° ysucad ec;rlty. .ever eave devices unattended. Use strong screen locks ( ' If a phone is stolen and isn't locked, the thief has access to emails, 2FA codes, and banking
password, or biometrics). apps. Briefly mention 'juice jacking’, where malicious charging stations can steal data or install
e Data Encryption: Ensure device encryption is turned on (standard in modern el

iOS/Android).
@ Backup: Regularly backup device data to a secure cloud or local storage.

@ Public USB Ports: Avoid 'juice jacking' by not using public charging stations, or use a
USB data blocker.
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I—Checking App Permissions

Explain how app permissions dictate what data an app can access. Malicious or overly aggressive
marketing apps harvest data through unnecessary permissions. Walk through an example, like a
flashlight app requesting contact access, and explain why that's suspicious.

o Principle of Least Privilege: Apps should only have permissions necessary for their
function.

Common Permissions: Location, Camera, Microphone, Contacts, Storage.

Red Flags:

o A calculator app asking for access to contacts or location.
e A simple game asking for microphone access.

Action: Review permissions in device settings periodically and revoke unnecessary access.
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I—Updating Apps Regularly
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o Why Update? Updates'a're r'10t.just about new emojis or Ul changes; they are pri’marily about securijcy. Wher.m a
vulnerability is discovered, developers release a patch. If you don’t update, your device remains

o Security Patches: Updates fix known vulnerabilities that hackers can exploit. ) i . o
o Bug Fixes: Improve app stability and performance vulnerable to exploits that are now public knowledge. Emphasize OS updates as critical.

o New Features: Add new functionalities.
@ Best Practices:

e Enable automatic updates over Wi-Fi.
o Regularly check for OS (Operating System) updates, not just individual apps.
e Uninstall unused apps to reduce the attack surface.
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§ L Antivirus on Mobile Devices
N
o Is it necessary? While mobile OSs are sandboxed, malware can still slip through via Discuss the debate around mobile antivirus. iOS doesn't strictly need one due to strict sandbox-
malicious apps or phishing. ing, but Android users benefit from them, especially if they sideload apps. Highlight that mobile

@ Functions of Mobile Antivirus: security apps often provide valuable secondary features like anti-theft and VPNs.

e Scans newly installed apps for malware.

o Offers web protection against phishing links.

o Anti-theft features (remote lock, wipe, locate).
o Caution:

e Only download antivirus from reputable vendors on official app stores.
o Beware of 'fake antivirus' apps that are actually malware.
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@ SIM Swapping: An attacker convinces your carrier to port your phone number to a new
SIM card they control.

SIM Cloning: Creating a physical duplicate of a SIM card (less common now with
modern cryptography).

SIM swapping is a highly damaging attack because it bypasses SMS-based 2FA, leading to rapid
bank account drain or email hijacking. Explain the mechanics simply: the attacker tricks the
telecom provider. The best defense is moving away from SMS for 2FA and using app-based

authenticators.
@ The Danger: The attacker intercepts all SMS messages, including Two-Factor

Authentication (2FA) OTPs for bank accounts and emails.

Signs: Sudden loss of cell service, unexpected messages about account changes.

Prevention:

o Use Authenticator apps (like Google Authenticator) instead of SMS for 2FA.
o Set a PIN/password with your mobile carrier.
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Summarize the key points discussed today. Emphasize that mobile devices require the same level

Be vigilant against fake profiles and know how to handle cyberbullying. of security attention as traditional computers.

Ensure secure connections and use safe payment methods for online shopping.
Secure your mobile device physically and manage app permissions strictly.
Keep your device OS and apps updated to patch vulnerabilities.

Consider mobile antivirus for extra protection and be aware of SIM swapping risks.
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L Antivirus Software
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Welcome students to lecture 19. Today we will dive deep into Antivirus Software, one of the
most widely used endpoint security tools. We will explore how it works, its features, and its

@ Welcome to Cyber Security Awareness & Cyber Laws! limitations.

@ Unit 3: Cyber Security Tools & Measures

@ Lecture 19: Antivirus Software
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I—Agenda for Today

Here is our roadmap for today. We will start with a basic definition, move on to the technical

mechanisms of detection, discuss what makes a modern antivirus solution effective, and finally,
How Antivirus Works: Detection Methods look at its limitations and best practices.

What is Antivirus Software?

Key Features of Modern Antivirus Solutions
Limitations of Antivirus Software

Best Practices

Q&A and Discussion
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L_What is Antivirus Software?

Begin by defining antivirus software. Emphasize that while the name includes 'virus’, modern

_ . luti lly 'anti-mal ' h i i h j
o Definition: A program designed to search for, detect, prevent, and remove software solutions are actually 'anti-malware’ programs that protect against various threats, not just

. .. . . viruses.
viruses and other malicious software like worms, trojans, adware, and more.

@ Role: Acts as a critical layer of endpoint defense.

@ Evolution: Originally designed specifically for viruses, modern "antivirus’ programs now
protect against a wide array of malware threats.
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How Antivirus Works: Detection Methods 5 LLecture 10: Antivirus Software
o
§ L_How Antivirus Works: Detection Methods
19\
) Signature_Based Detection: Compares file contents to a database of known malware Discuss the evolution of detection methods. Signature-based is fast but only catches known

signatures. threats. Heuristics and behavior-based methods are essential for zero-day threats. Al is the

@ Heuristic-Based Detection: Analyzes code for suspicious properties to catch new, modern frontier, enhancing accuracy and speed.
unknown variants.

@ Behavior-Based Detection: Monitors software behavior in real-time, blocking actions
typical of malware (e.g., mass file encryption).

@ Machine Learning / Al: Uses trained models to identify malicious patterns without
explicit signatures.
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I—Key Features of Modern Antivirus Solutions
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Highlight what users should expect from a good antivirus today. It's no longer just a scanner; it's

Real-time Scanning: Continuously checks files and programs as they are accessed. a comprehensive security suite. Real-time scanning and automatic updates are non-negotiable

Automatic Updates: Regularly updates signature databases and detection engines. features.
Web Protection: Blocks malicious websites and phishing attempts.
Quarantine & Removal: Safely isolates and deletes detected threats.

Additional Tools: Firewalls, VPNs, password managers, and parental controls.
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L Limitations of Antivirus Software

It's crucial to explain that antivirus is not perfect. It is one layer of a 'defense in depth’ strategy.

Zero-Day Vulnerabilities: May fail to detect entirely new threats before an update. Discuss how zero-day threats can bypass traditional signature-based detection.

Resource Consumption: Can slow down system performance during full scans.

False Positives: Might occasionally flag legitimate software as malicious.

Not a Silver Bullet: Cannot protect against all cyber threats (e.g., social engineering,
physical theft).
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L_Best Practices for Using Antivirus Software
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Provide actionable advice for the students. Remind them that human behavior (safe habits) is

® Keep it Updated: Ensure automatic updates are enabled. just as important as the software itself. Mention the conflict issue of running multiple AVs.
@ Schedule Regular Scans: Set up full system scans periodically.
@ Don't Ignore Warnings: Investigate alerts rather than simply clicking 'ignore’.
@ Combine with Safe Habits: Practice safe browsing, use strong passwords, and avoid
suspicious links.
@ Use One Antivirus: Running multiple antivirus programs simultaneously can cause

conflicts.
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L Lecture Summary

Summarize the key points discussed today. Ensure the students understand that antivirus is

o _ ) _ _ necessary but not sufficient on its own for complete security.
Antivirus software is a foundational endpoint security tool.

It uses multiple detection methods: signatures, heuristics, behavior, and Al.

Modern suites offer real-time protection and additional features like web filtering.

Despite its utility, it has limitations and must be part of a broader security strategy.
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L_Needs of Antivirus

2026-07-27

Welcome students to lecture 20. Today we are focusing on a fundamental cyber security tool:
Antivirus software. We will explore why it is crucial for protecting our systems and data.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 3: Cyber Security Tools & Measures

@ Lecture 20: Needs of Antivirus
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Here is our roadmap for today. We'll start with the basics, move to the core reasons why we
Introduction to Antivirus Software need antivirus, and finish by discussing its limitations.
The Evolving Threat Landscape
Core Needs: Protection, Privacy, and Performance

Real-time Scanning vs. On-Demand Scanning

Limitations and the Need for Layered Security
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Let's define what antivirus is. While the name implies it only targets 'viruses’, modern AV
software actually handles a wide spectrum of malicious software, collectively known as malware.
It acts as a guard for your system, constantly checking for known threats.

e What is Antivirus (AV)?

@ A program designed to search for, detect, prevent, and remove software viruses, and other
malicious software like worms, trojans, adware, and more.

@ Originally designed to combat early computer viruses, modern AVs have evolved into
comprehensive Endpoint Security solutions.
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L The Evolving Threat Landscape

The need for antivirus isn't static; it's growing because the environment is becoming more hostile.
We are constantly connected, and cybercriminals are developing malware at an unprecedented

@ Why is the need growing?
rate and complexity. A system without AV is practically defenseless against automated attacks.

@ Increased Connectivity: Constant internet connection increases exposure.

@ Sophistication of Malware: Threats are no longer simple pranks; they are designed for
financial gain, espionage, and disruption.

@ Volume of Threats: Hundreds of thousands of new malware variants are created daily.
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L_Core Need 1: Protection Against Cyber Threats
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The most fundamental need is protection. AV software acts as a shield. It prevents ransomware
from encrypting your files, stops spyware from tracking your keystrokes, and blocks Trojans from
@ Malware Prevention: Stops viruses, spyware, ransomware, and Trojans from executing. opening backdoors into your system.
@ Phishing Protection: Many AVs block malicious websites designed to steal credentials.

@ Spam and Email Protection: Filters out dangerous emails containing malicious
attachments or links.
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L_Core Need 2: Data Protection and Privacy
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Beyond just protecting the computer's functionality, AV protects you. By stopping malware that

@ Preventing Data Theft: Stops unauthorized programs from accessing and exfiltrating aims to steal data, it safeguards your privacy and financial security. Think of it as a lock on your

sensitive data (passwords, financial info).

o ldentity Theft Prevention: By blocking spyware and phishing, AV helps protect your
digital identity.

@ Safe Online Transactions: Features often include secure browsers or environments for
banking and shopping.

digital filing cabinet.
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Core Need 3: System Performance and Optimization 5 L Lecture 20: Needs of Antivirus
<
cé: L—Core Need 3: System Performance and Optimization
Have you ever used a computer that was agonizingly slow? Often, that's due to malware running
in the background, consuming CPU and memory. While the AV scan itself might temporarily
e Malware significantly degrades system performance (slowdown, crashes, freezes). use resources, keeping the system clean ensures long-term optimal performance.

@ Removing malware restores normal operation.

@ Many modern AVs include system tune-up tools (clearing junk files, managing startup
programs) to improve overall speed.
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L_Real-time vs. On-Demand Protection

2026-07-27

Modern AV isn't just about running a scan once a week. Real-time protection is the silent
guardian, constantly checking every file you interact with. On-demand scans are like deep spring

@ Real-time Protection: Active scanning of files as they are opened, saved, or downloaded. ) i ’ )
cleaning to catch anything that might have slipped through or was dormant.

Provides immediate defense.

@ On-Demand Scanning: Manual or scheduled scans of the entire system or specific drives
to find dormant threats.

@ Both are necessary for a comprehensive security posture.
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© L g oo .
g Limitations of Antivirus
N
Not a Sil Bullet: AV t stop 100% of threat It's vital to understand what AV cannot do. It is largely reactive. If a brand new virus is released,
¢ Nota otlver bullet: cannot stop o of threats. your AV might not recognize it immediately. Furthermore, no software can fix bad habits. If a
@ Zero-Day Exploits: AV relies heavily on signatures (known threats). It may miss brand user voluntarily hands over their password, the AV can't stop it. This is why we need 'defense
new, unknown malware (Zero-day). in depth’.

@ Human Error: AV cannot prevent a user from willingly giving away their password or
falling for a sophisticated social engineering scam.

@ Need for Layered Security: AV must be combined with firewalls, updates, and user
education.
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L Lecture Summary

To summarize, antivirus is your frontline defense for endpoint security. It provides crucial protec-
tion for your data and system integrity, but remember that it is just one piece of the cybersecurity
@ Antivirus is essential for combating the growing volume of sophisticated malware. puzzle.

@ |t protects against system compromise, data theft, and performance degradation.

@ While crucial, AV has limitations (like zero-day threats) and must be part of a broader
security strategy (Layered Security).
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I—Types of Antivirus Software
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Welcome students to lecture 21. Today we are exploring the different architectures of antivirus
software: standalone, network-based, and cloud-based. Understanding these types will help you

@ Welcome to Cyber Security Awareness & Cyber Laws! select the right solution for different environments.

@ Unit 3: Cyber Security Tools & Measures
o Lecture 21: Types of Antivirus Software (Standalone, Network, Cloud-Based)
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I—Agenda for Today

_ o ) ) Our agenda covers the three main types of antivirus software, their strengths and weaknesses,
Why Different Antivirus Architectures Exist and how to choose the right one depending on the use case.

Standalone Antivirus: Features, Pros & Cons
Network-Based Antivirus: Centralized Management
Cloud-Based Antivirus: Next-Gen Protection
Comparison Matrix

Choosing the Right Solution
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I—Why Different Architectures?

] ] o _ Start by explaining why we don't just use the same antivirus for a personal computer and a
@ No "One-Size-Fits-All" solution in cybersecurity corporate network. Scale, management, and resource availability dictate the architecture.
o Different environments have varying needs:

o Individual Users (Personal laptops, mobile devices)
o Small to Medium Businesses (SMBs)
o Large Enterprises (Thousands of endpoints)

@ Factors influencing choice: Resource consumption, management overhead, internet
connectivity, and cost
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L_Standalone Antivirus

Standalone AV is what most people are familiar with at home. It's an isolated installation. It

Installed and operates independently on a single computer or device relies entirely on the host machine for processing power and storing the database.

All virus definitions (signatures) are stored locally
Scanning and processing are done using the device's own CPU and RAM

User has full control over settings, scans, and updates

Examples: Standard consumer versions of Norton, McAfee, Bitdefender
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L_Standalone AV: Pros & Cons
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While great for offline use and individuals, standalone AV is a nightmare for IT administrators

o Advantages: .
who need to manage security across a company.

o Works well offline (once definitions are updated)
o Complete privacy (data isn't constantly sent to a central server)
e Easy to install and use for individuals
o Disadvantages:
e High resource usage (can slow down the computer)

e Updates must be managed per device
o Not scalable for businesses (IT cannot manage 100s of standalone PCs)
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L—Network-Based (Enterprise) Antivirus
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Network-based AV shifts the management to a central server. This is essential for businesses to

Designed for corporate networks and organizations ensure every device is compliant and protected without visiting each desk.

Features a Central Management Console (Server) and Endpoint Agents (Clients)
Administrators push updates, configure policies, and initiate scans centrally
Alerts and logs from all endpoints are collected in one dashboard

Examples: Symantec Endpoint Protection, Trellix (McAfee) Endpoint Security
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The main benefit is control. The downside is the infrastructure cost and complexity. IT staff

o Advantages: .
must be trained to manage the console.

e Centralized control and unified security policies
e Simplified deployment and definition updates
o Comprehensive reporting and rapid incident response

o Disadvantages:

e Higher initial setup cost and complexity
e Requires dedicated server infrastructure (often on-premise)
o If the central server goes down, management is temporarily lost
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g Cloud-Based Antivirus

N

Cloud AV represents the modern approach. Instead of downloading a massive database of

Offloads the heavy lifting (scanning, analysis) to cloud servers signatures, the local agent checks suspicious files against a massive, real-time database in the

Installs a lightweight 'client’ (agent) on the local machine cloud.

Relies on real-time threat intelligence and continuous internet connection
Behavioral analysis often happens in the cloud sandbox
Examples: Webroot, CrowdStrike Falcon (Next-Gen AV), Microsoft Defender for Endpoint
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L_Cloud-Based AV: Pros & Cons
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Discuss the trade-off here: amazing performance and instant updates, but at the cost of requiring

o Advantages: . . . o .
. an internet connection. What happens if a device is offline?
e Extremely low impact on local system performance
o Always up-to-date (no manual signature downloads required)
o Faster detection of new, zero-day threats via global intelligence

o Disadvantages:
e Heavily reliant on an active internet connection
e Privacy concerns (file metadata/samples are sent to the cloud)
o Limited protection when fully offline
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— Feature — Standalone — Network-Based — Cloud-Based — This table summarizes the key differences. Walk through each row to compare how the three

models handle management, resources, and offline scenarios.

— Management — Individual — Centralized (Server) — Centralized (Cloud Console) —
— Resource Usage— High — Moderate to High — Very Low —
— Offline Security— High — High — Low/Moderate —

— Target Audience— Home Users — Mid/Large Enterprise — SMBs & Modern
Enterprise —
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To wrap up, no single AV type is perfect for everyone. Businesses are heavily shifting towards

Standalone AV is independent, resource-heavy, and ideal for personal use Cloud-Based AV, while Network AV remains standard in highly secure on-premise environments.

Network-Based AV offers central control essential for corporate environments.

Cloud-Based AV relies on remote servers, providing lightweight, real-time protection but
requires connectivity.
Choosing the right AV depends on scale, budget, and infrastructure.
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Welcome back, students. Today we are diving into Lecture 22, focusing on the limitations of
antivirus software. While AV is crucial, it's not a silver bullet, and today we'll explore why.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 3: Cyber Security Tools & Measures
@ Lecture 22: Limitations of Antivirus Software
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Here is our agenda. We'll start with a quick refresher on how traditional AV works, then move

How Traditional Antivirus Works on to its limitations, how hackers evade it, and finally, what better approaches look like.

Key Limitations and Vulnerabilities
Advanced Malware Evasion Techniques

The Human Element and Operational Flaws
Beyond AV: Defense in Depth Strategies
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LHow Traditional Antivirus Works

Traditional AV primarily relies on signatures. Think of it like a "Wanted' poster. If the file

) ) _ _ matches the poster, it's blocked. Heuristics and sandboxing are additional methods, but they
Signature-Based Detection: Matches file hashes against a database of known malware. also have constraints.

Heuristic Analysis: Looks for suspicious characteristics or behaviors common to malware.

Sandbox Testing: Runs suspicious files in an isolated environment to observe behavior.

Real-Time Scanning: Monitors active files and network traffic continuously.
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I—Key Limitations of Antivirus

The biggest flaw is the 'Zero-Day’ vulnerability. If the malware is brand new, the AV doesn't
have its 'Wanted' poster yet. Additionally, scanning everything takes up significant CPU and
memory resources.

Zero-Day Threats: Cannot detect brand new malware with no existing signature.

Signature Lag: The time gap between a new threat appearing and the AV database
updating.

False Positives/Negatives: Blocking legitimate software or missing actual threats.

@ Resource Intensive: Continuous scanning can slow down system performance.
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Hackers know how AV works. They use polymorphic and metamorphic code to constantly change

e Polymorphic Malware: Changes its code (and signature) every time it infects a new . . . . . .
; the signature. Fileless malware is particularly dangerous because it never writes an executable
device. . .
file to the hard drive.
@ Metamorphic Malware: Rewrites its own code completely while keeping the same

function.

o Fileless Malware: Resides only in RAM and uses legitimate system tools (like
PowerShell), leaving no file to scan.

Encrypted Payloads: Hides malicious code within encrypted files that AV cannot inspect.
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Even the best AV is useless if the user turns it off to install a cracked game, or if the IT team
Delayed Updates: Users failing to update the AV database leaves them unprotected. delays pushing updates. Human error and social engineering often bypass technical defenses
_—_ . . . . . entirely.
Social Engineering: Phishing attacks trick users into manually bypassing or disabling AV. Y

Misconfiguration: Improperly configured AV might exclude critical folders from scans.

Targeted Attacks: Advanced Persistent Threats (APTs) are custom-built to evade
specific AV engines.
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|—Beyond Antivirus: Defense in Depth

To overcome these limitations, organizations use 'Defense in Depth’. EDR and NGAV are the
modern successors to traditional AV, focusing on behavior and Al. Combining these with good

Endpoint Detection and Response (EDR): Focuses on continuous monitoring and
network design provides robust security.

response to advanced threats.
Next-Gen Antivirus (NGAV): Uses Al and machine learning instead of just signatures.

Network Segmentation: Limits the spread of malware if a device is compromised.

@ Zero Trust Architecture: 'Never trust, always verify' approach to all network access.
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To summarize, while antivirus is a necessary baseline, it has severe limitations against modern,
y g

Traditional AV relies heavily on signatures, making it vulnerable to Zero-Day threats. sophisticated threats. Always advocate for a layered security model.

Malware has evolved using polymorphism, encryption, and fileless techniques to evade AV.

Human errors and delayed updates significantly reduce AV effectiveness.

Modern security requires EDR, NGAV, and a Defense in Depth strategy, rather than
relying solely on AV.
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Welcome back, class. Today we're diving into one of the most fundamental network security
controls: the Firewall. By the end of this session, you'll know exactly how they work, the different

o Welcome to Cyber Security Awareness & Cyber Laws! types available, and how they protect networks from external threats.

@ Unit 3: Cyber Security Tools & Measures

@ Lecture 23: Firewalls
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I—Agenda for Today

Introduction: What is a Firewall? Here is our roadmap for today. We'll start with the definition and basic mechanics of a firewall,

move into the various categories of firewalls, discuss deployment architectures like the DMZ, and

How Firewalls Work . .
finally look at what firewalls cannot do.

Types of Firewalls

Hardware vs. Software Firewalls
Firewall Architecture & DMZ
Limitations of Firewalls

Summary & Q&A
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L-What is a Firewall?

Think of a firewall as the security guard or the bouncer at the door of your network. It checks

@ A network security device or software application that monitors and filters incoming and everyone coming in and everyone going out against a VIP list or a ban list. If you're not on the
outgoing network traffic. approved list, you don't get in.

@ Acts as a barrier between a trusted internal network and an untrusted external network
(like the Internet).

@ Uses a defined set of security rules to determine whether to allow or block specific traffic.

@ The first line of defense in network security for over 25 years.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 214 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 23: Firewalls

How Does a Firewall Work?

L_How Does a Firewall Work?
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When data travels across a network, it's broken down into small chunks called packets. The
firewall inspects these packets. The most secure approach is 'Default Deny'—meaning if the

Examines the data packets travelling across the network.
firewall doesn't have a specific rule telling it to allow the traffic, it drops the packet.

Checks headers for source/destination IP addresses, protocols, and port numbers.

°
°

@ Applies pre-configured Access Control Lists (ACLs) or rule sets.

@ Default Deny policy: Everything is blocked unless explicitly allowed.
°

Default Allow policy: Everything is allowed unless explicitly blocked (less secure).
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o Packet-Filtering Firewalls: Examines packets in isolation based on source/destination IPs,

ports, and protocols Firewalls have evolved. Early packet-filtering firewalls were fast but not very smart. Stateful

firewalls added context—they remember if an internal computer requested the data. Proxy
. . firewalls are very secure but can slow things down. Today, most enterprises use Next-Gen
decisions based on the context of the traffic. . . . o
Firewalls that can look deep into the application data and block sophisticated threats.
@ Proxy (Application-Level) Firewalls: Intercepts all traffic, acting as an intermediary
between the two ends of a connection. Understands application layer protocols (e.g.,
HTTP, FTP).
o Next-Generation Firewalls (NGFW): Combines traditional firewall capabilities with
advanced features like Deep Packet Inspection (DPI), Intrusion Prevention Systems (IPS),
and application awareness.

@ Stateful Inspection Firewalls: Keeps track of the state of active connections and makes

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 216 / 415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 23: Firewalls

Hardware vs. Software Firewalls

L_Hardware vs. Software Firewalls

2026-07-27

A strong security posture typically uses both. A hardware firewall protects the perimeter of the
corporate network, while software firewalls provide 'defense-in-depth’ by protecting individual
laptops, especially when they are taken off the corporate network, like to a coffee shop.

e Hardware Firewalls:
o Dedicated physical devices placed between the network and the gateway.
o Protects the entire network.
o Less prone to being disabled by malware.
e Software Firewalls:
o Applications installed on individual host devices (computers, servers).
e Protects only the specific device it is installed on.
e Often included with operating systems (e.g., Windows Defender Firewall).
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LFirewall Architecture & DMZ

The DMZ is a critical architectural concept. You want your public website to be accessible to the
world, but you don't want the world to have a direct path to your internal employee databases.
The DMZ isolates these public-facing servers so that a breach doesn’t compromise the entire

e Demilitarized Zone (DMZ): A physical or logical subnetwork that contains and exposes
an organization's external-facing services to an untrusted network.

@ Servers that need to be accessed from the Internet (Web servers, Email servers, DNS) are
placed in the DMZ.

@ Internal trusted network remains behind a second firewall or a different interface,
protected from direct external access.

internal network.

@ If a server in the DMZ is compromised, the attacker still cannot easily access the internal
network.
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While firewalls are essential, they are not a silver bullet. If an employee brings in a malware-
infected USB drive, or clicks a bad link in a phishing email, the perimeter firewall might not
be able to stop it. Furthermore, a firewall with overly permissive rules provides a false sense of

Cannot protect against malicious insiders or internal threats.

Cannot protect against connections that bypass the firewall (e.g., rogue wireless access
points, mobile hotspots).

security.

Traditional firewalls struggle to inspect encrypted traffic (HTTPS) without performance
hits.

Cannot protect against social engineering or phishing attacks.

Only as good as their configuration—misconfigured rules are a major vulnerability.
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L Lecture Summary

To summarize, firewalls are foundational to network security. Understanding how they filter

@ Firewalls are the first line of defense, acting as a barrier between trusted and untrusted . . . . . .
traffic, the different types available, and how to deploy them correctly using architectures like a

networks. . . .
_ ) ) o DMZ is vital for any cybersecurity professional.
They operate using rule sets to filter traffic (Packet Filtering, Stateful, Proxy, NGFW).

Effective security utilizes both hardware (network) and software (host) firewalls.

DMZs are used to isolate public-facing servers from the internal network.

Firewalls have limitations and cannot protect against all types of threats, especially
internal ones.
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L Introduction to Firewalls
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Welcome class. Today we transition into one of the most fundamental network security tools:
the firewall. By the end of this session, you will understand what a firewall is and why it's critical

@ Welcome to Cyber Security Awareness & Cyber Laws! for securing any network.

@ Unit 3: Cyber Security Tools & Measures
@ Lecture 24: Introduction to Firewalls: Definition and Purpose
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S Agenda for Today
Our agenda today covers the basic definition of firewalls, a helpful analogy to understand them
What is a Firewall? better, their core purposes, how they work at a high level, and their place in a broader security

The Analogy of a Firewall strategy.

Core Purposes of Firewalls

How Firewalls Operate (Basic Concepts)

© © o o ©
AR

The Role of Firewalls in Overall Security
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A firewall is your first line of defense. Think of it as a security guard at the gate of a building.
It checks everyone coming in and going out to ensure they are allowed based on a set of rules.

@ A network security device or software that monitors and filters incoming and outgoing i 4
It separates your safe, trusted internal network from the wild, untrusted Internet.

network traffic.

@ It acts as a barrier between a trusted internal network and an untrusted external network
(like the Internet).

@ Establishes a 'choke point’ where traffic can be inspected.
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This analogy helps visualize the concept. The firewall examines incoming and outgoing traffic,
) . ] ] ) just like a guard checks IDs. If the traffic doesn't match the allowed rules—the 'guest list'—it
Imagine a building with a single entrance (the choke point). ielblocked from entering of Ieaving thel network:

A security guard (the firewall) stands at the entrance.
The guard checks the ID (data packets) of every person (traffic) trying to enter or leave.

Only those on the guest list (security rules) are allowed to pass.
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- Purpose of Firewalls

The main purpose isn't just to block everything, but to control access intelligently. Firewalls

o o prevent threats, protect data privacy, and importantly, they log what happens. These logs are
Access Control: Enforces policies on what traffic is allowed or blocked. crucial if you ever need to investigate a security incident.

Threat Prevention: Blocks malicious traffic, such as malware or hacking attempts.

Privacy and Confidentiality: Prevents unauthorized access to sensitive internal data.

Logging and Auditing: Keeps a record of network traffic for analysis and incident response.
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§ L How Firewalls Work (High-Level)
_ _ _ At a basic level, firewalls look at the headers of data packets. They check where the packet
Firewalls use predefined security rules to analyze data packets. is coming from, where it's going, and what kind of traffic it is. Based on the rules set by the
Rules can be based on: administrator, the firewall makes a split-second decision to allow or block that packet.

- Source and Destination IP addresses

- Port numbers (e.g., Port 80 for HTTP)

- Protocols (e.g., TCP, UDP)

If a packet matches a 'Deny’ rule, it is dropped; if it matches an 'Allow’ rule, it passes.
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L Lecture Summary

To wrap up, remember that a firewall is an essential security measure. It acts as a gatekeeper,
filtering traffic based on rules to protect our internal networks from external threats.

o Firewalls are a critical barrier between trusted and untrusted networks.
@ They function by filtering traffic based on predefined security rules.

@ Their main purposes are access control, threat prevention, and logging.
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Welcome students to lecture 25. Today we will dive deep into one of the most critical network
security tools: firewalls. We will explore the different types of firewalls and how they evolved to

@ Welcome to Cyber Security Awareness & Cyber Laws! counter modern threats.

@ Unit 3: Cyber Security Tools & Measures
@ Lecture 25: Types of Firewalls
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I—Agenda for Today

_ _ Our agenda today covers the basic definition of firewalls followed by an in-depth look at four
Introduction to Firewalls primary firewall architectures: packet-filtering, stateful inspection, proxy, and next-generation
Packet-Filtering Firewalls firewalls.

Stateful Inspection Firewalls
Proxy Firewalls (Application-Level Gateways)
Next-Generation Firewalls (NGFW)

Comparison of Firewall Types

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 229 /415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 25: Types of Firewalls

What is a Firewall?

2026-07-27

L-What is a Firewall?

Think of a firewall as a digital security guard at the entrance of a building. It checks everyone

A network security device that monitors and filters incoming and outgoing network traffic. coming in and going out against a list of rules to ensure only authorized traffic can pass.

Establishes a barrier between a trusted internal network and untrusted external networks
(e.g., the Internet).

Operates based on an organization's previously established security policies.

Can be implemented as hardware, software, or a combination of both.
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L Packet-Filtering Firewalls

Packet-filtering firewalls look at packets in isolation. Because they are stateless, they don't know

The oldest and most basic type of firewall architecture. ' ' o _ _ o '
if a packet is part of an existing conversation or a new, potentially malicious one. This makes

Operates at the network layer (Layer 3) of the OSI model. them very fast but relatively insecure by modern standards.

Inspects individual packets based on source/destination IP address, port number, and
protocol.

Stateless: Does not remember the state of a connection.

Pros: Fast, inexpensive, transparent to users.

Cons: Easily spoofed, cannot inspect payload data, harder to configure complex rules.
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L Stateful Inspection Firewalls

Stateful inspection, also known as dynamic packet filtering, solves the stateless problem. By

Operates at the network and transport layers (Layers 3 & 4).
tracking the state of connections, such as the 3-way TCP handshake, it can prevent attackers

Maintains a 'state table' that tracks the state of active connections (e.g., TCP
handshakes).

Only allows returning traffic if it matches an established, tracked connection.

from sneaking malicious packets in by pretending they are part of an ongoing session.

Provides a higher level of security than packet-filtering firewalls.

Pros: Better security, keeps track of communication context.

Cons: Slower than packet-filtering, susceptible to DoS attacks targeting the state table.
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Proxy firewalls break the direct connection. When a client wants to reach a server, it talks to
the proxy, and the proxy talks to the server on its behalf. Because they operate at Layer 7, they
can look deep into the application data, making them very secure but very resource-intensive.

Operates at the application layer (Layer 7) of the OSI model.
Acts as an intermediary between the internal client and the external server.

No direct connection is established between the two ends.

Deep Packet Inspection (DPI): Can inspect the actual payload of the packet for malware
or prohibited content.

Pros: Excellent security, detailed logging, content caching.

Cons: Can cause significant performance bottlenecks, complex to configure.
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Next-Generation Firewalls are the current standard for enterprise security. They go beyond IP and
ports to actually understand what applications are running on the network. They also integrate
IPS and threat intelligence to actively block known and emerging threats.

Combines traditional firewall technology with additional advanced security functions.
Key features: Deep Packet Inspection (DPI), Intrusion Prevention System (IPS).

Application Awareness and Control: Can identify and block specific applications
regardless of port/protocol.

Threat Intelligence: Integrated cloud-based threat intelligence for zero-day protection.

Pros: Comprehensive security, simplifies infrastructure (all-in-one).

Cons: High cost, complex management, resource-intensive.
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L Lecture Summary

To summarize, we've moved from simple stateless filtering to highly intelligent, application-
Firewalls act as critical barriers against unauthorized network access. aware security gateways. Understanding the strengths and weaknesses of each type is crucial for

Packet-filtering firewalls are fast but lack deep inspection. designing a secure network.
Stateful inspection provides better security by tracking connection states.

Proxy firewalls offer deep inspection at the application layer.

Next-Generation Firewalls (NGFW) provide comprehensive security features including IPS
and application control.
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L—Multi-Factor Authentication (MFA)
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Welcome students to lecture 26. Today, we will dive deep into a crucial aspect of identity and
access management: Multi-Factor Authentication, commonly known as MFA. As passwords alone

@ Welcome to Cyber Security Awareness & Cyber Laws! are no longer sufficient to protect our accounts, MFA has become a critical security measure.

@ Unit 3: Cyber Security Tools & Measures
o Lecture 26: Multi-Factor Authentication (MFA)
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o
cé: I—Agenda for Today
What is Multi-Factor Authentication (MFA)? Here is our roadmap for today. We'll start with the basics of what MFA is, explore the different

categories of authentication factors, look at common methods like authenticator apps and bio-

The Three Core Authentication Factors i . . .
metrics, and finally discuss the benefits as well as some challenges.

How MFA Works in Practice
Common MFA Methods & Tools
Why MFA is Essential (Benefits)
Potential Challenges & Vulnerabilities
Summary & Q&A
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o
§ L_What is Multi-Factor Authentication?
N
. .. . . . MFA is all about layered security. Imagine a bank vault that requires both a key and a combination
e Multi-Factor Authentication (MFA) is a security system that requires more than one . ; . L . :
hod of henticati ” 's identity f oo h . code. In the digital world, relying only on a password is like having just a single lock, which can
method of authentication to verily a user's identity for a login or other transaction. be easily picked. MFA adds extra locks of different types, significantly reducing the chances of
@ Combines two or more independent credentials. a successful cyber attack.

@ Goal: Create a layered defense making it more difficult for an unauthorized person to
access a target such as a physical location, computing device, network, or database.

@ If one factor is compromised or broken, the attacker still has at least one more barrier to
breach.
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§ L The Three Factors of Authentication
N
o 1. Something you know (Knowledge Factor): Authentication factors generally fall into three main categories. The 'Knowledge' factor is the
) ) traditional password. The 'Possession’ factor is something physical you carry with you, like your
o - Passwords, PINs, security questions. . . , . . . . . .
phone to receive a code. The 'Inherence’ factor is a unique physical trait, like your fingerprint.
e 2. Something you have (Possession Factor): True MFA must use factors from at least TWO DIFFERENT categories. For example, a password
@ - Smartphone (for SMS or Authenticator App), smart card, hardware token (e.g., (know) and an SMS code (have).
YubiKey).
e 3. Something you are (Inherence/Biometric Factor):
o - Fingerprint, facial recognition, iris scan, voice recognition.
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o

§ L—Common MFA Methods

N
@ SMS/Text Message Tokens: A code is sent to your mobile phone. Let's look at how this is implemented. SMS codes are common but considered less secure due
o Authenticator Apps: Generate time-based one-time passwords (TOTP) (e.g., Google to SIM swapping attacks. Authenticator apps are better as they work offline and are tied to the

Authenticator, Authy, Microsoft Authenticator). physical device. Push notifications are very user-friendly. Hardware tokens offer the highest level

@ Push Notifications: A prompt is sent to a trusted device asking to approve or deny a of security against phishing, while biometrics offer a great balance of security and convenience.

login attempt.

e Hardware Tokens: Physical devices (like USB keys) that generate codes or use protocols
like FIDO2/WebAuthn.

e Biometrics: Fingerprint or facial scanners built into devices (e.g., Touch ID, Face ID,
Windows Hello).
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o
8 L How MFA Works in Practice
N
The workflow is simple but effective. Even if an attacker steals your password from a data breach
o Step 1: User enters their username and password (First Factor - Knowledge). or a phishing site, they cannot log in at Step 2 because they do not have your physical phone or
@ Step 2: The system verifies the password. If correct, it prompts for the second factor. your fingerprint. This breaks the attack chain.
o Step 3: The user provides the second factor (e.g., opens an app to get a 6-digit code or
scans their fingerprint).
@ Step 4: The system verifies the second factor.
@ Step 5: Access is granted.
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L Benefits vs. Challenges of MFA

2026-07-27

o Benefits:
@ - Significantly reduces the risk of account compromise (blocks 99.9% of automated
attacks).

- Protects against weak, reused, or stolen passwords.

While MFA is incredibly effective—Muicrosoft reports it blocks over 99.9% of account compromise
attacks—it is not a silver bullet. We must be aware of 'MFA fatigue' where users blindly approve
push notifications, and advanced phishing attacks that can bypass basic MFA. This is why
- Essential for regulatory compliance (e.g., GDPR, HIPAA). transitioning to stronger forms like hardware tokens (FIDO2) is becoming the new standard.
Challenges/Vulnerabilities:

- User Friction: Can be seen as annoying or time-consuming.

- MFA Fatigue/Prompt Bombing: Attackers spam push notifications hoping the user
accidentally approves.
- SIM Swapping: Attackers hijack a phone number to intercept SMS codes.

o - Adversary-in-the-Middle (AiTM): Advanced phishing sites that proxy and steal the
MFA session cookie.
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To summarize, MFA is an indispensable tool in our cybersecurity arsenal. Relying on passwords
alone is a recipe for disaster. By understanding the different factors and methods, you can make

@ MFA is a layered security approach using at least two different authentication factors.
informed decisions about securing your own accounts and future organizational networks.

@ The three main factors are: Something you know, something you have, something you are.
o MFA significantly mitigates the risks associated with compromised passwords.

@ While not completely invulnerable, implementing MFA is one of the most critical security
measures any individual or organization can take.
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Multi-Factor Authentication and Data Recovery
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Welcome students to lecture 27. Today we are focusing on practical cybersecurity tools: Multi-
Factor Authentication, specifically comparing OTP and App-based methods, and the critical

@ Welcome to Cyber Security Awareness & Cyber Laws! importance of Data Backup and Recovery.

@ Unit 3: Cyber Security Tools & Measures
o Lecture 27: Multi-Factor Authentication (MFA) and Data Backup & Recovery
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] o Our agenda covers two main distinct parts. First, we will evaluate how we authenticate users
OTP-based MFA and its Vulnerabilities securely using MFA. Then, we will look at how we protect and recover our data using backups

App-based MFA (TOTP & Push) when things go wrong.
Introduction to Backups and Data Recovery

Importance of Data Backup & Recovery

The 3-2-1 Backup Rule

Types of Recovery Methods (File, System, Network)
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OTP-based Multi-Factor Authentication (MFA)
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OTP is the most common form of MFA. It is very user-friendly because everyone knows how to
] ] ] ) ) ] receive a text message. It adds a crucial layer of security, meaning a stolen password alone isn’t
@ Uses a One-Time Password valid for a single login session or transaction. enough to compromise an account.

o Typically delivered via SMS, Email, or dedicated hardware tokens.
o Fulfills the 'Something you have’ factor in MFA.

@ Widely used by banks and online services for transaction verification due to convenience.
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Vulnerabilities of OTP-based MFA
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While better than passwords alone, SMS and Email OTPs are increasingly vulnerable. SIM
swapping is a major issue where an attacker literally steals your phone number. SMS is also
fundamentally insecure and unencrypted.

@ SIM Swapping: Attackers trick telecom providers into porting the victim’s number to
their device.

@ Interception: SMS messages are sent in plaintext and can be intercepted via SS7 network
flaws.

@ Phishing: Users can be tricked into entering their OTP on fake websites.

@ Email Compromise: If the underlying email account is hacked, email-based OTPs are
exposed.
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2 & Recovery
S L App-based Multi-Factor Authentication
@ Uses dedicated authenticator apps (e.g., Google Authenticator, Microsoft Authenticator, App-based MFA is the recommended standard today. Since the codes are generated crypto-
Authy). graphically on the device itself (TOTP), there is nothing transmitted over the cell network to be

@ Time-based One-Time Passwords (TOTP): Generates 6-digit codes locally on the device e,

every 30 seconds.

@ Push Notifications: App prompts user to approve or deny a login request with a simple
tap.

@ Security Advantage: Codes are generated offline; not vulnerable to SIM swapping or SS7
Interception.
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L Introduction to Data Backups

Shifting gears to data backups. A backup is your ultimate safety net. RPO refers to how much
data you can afford to lose (e.g., backups every hour), and RTO refers to how fast you need to

@ A backup is a copy of physical or virtual files or databases preserved to secondary
be back online.

sites/storage.

Essential for Disaster Recovery (DR) and Business Continuity.

Protects against hardware failure, human error, software corruption, and cyber attacks.
Key Metrics: Recovery Point Objective (RPO) and Recovery Time Objective (RTO).
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2 & Recovery
cg\: |—Importance of Data Backup & Recovery
If an organization gets hit by ransomware, the first question is always: 'Do we have backups?’
@ Ransomware Defense: Having secure, offline backups is the best defense against paying Without backups, organizations are at the mercy of criminals. Backups are a business necessity,
ransom. not just an IT task.
@ Regulatory Compliance: Legal requirements often mandate retaining data for certain
periods.
@ Business Continuity: Ensures operations can resume quickly after an incident.
@ Reputation Management: Preserves customer trust by preventing permanent data loss.
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The 3-2-1 rule is the golden rule of backups. If a fire destroys your office, your local backups

) _ _ might burn too, which is why the offsite copy is crucial. Testing backups is equally important;
e 2 Different Media Types: Store the backups on two different storage types (e.g., local an untested backup might not work when you need it.

NAS and cloud).
1 Offsite Copy: Keep at least one backup copy offsite or in the cloud to protect against
local disasters.

3 Copies of Data: The primary working data and two backup copies.

Zero Errors: Regularly test backups to ensure data can actually be restored (3-2-1-1-0
rule).
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Recovery isn't one-size-fits-all. Sometimes a user just deletes a spreadsheet, which requires file
o File Recovery: Restoring individual files or folders that were accidentally deleted or recovery. Other times, a database gets corrupted, requiring careful point-in-time recovery using
corrupted (e.g., versioning). transaction logs.
@ Database Recovery: Restoring database systems to a consistent state from transaction
logs and snapshots.
@ Point-in-Time Recovery: Allows restoring data to a specific exact moment before a
disastrous event occurred.
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I—Types of Recovery: System & Network Recovery

When an entire server dies, you need System Recovery or Bare-Metal restore. Virtualization has

@ System Recovery (Bare-Metal Restore): Rebuilding an entire computer or server from made this easier with snapshots. Network recovery ensures that the communication pathways
scratch (OS, apps, data) on new hardware. are restored during a massive outage.

e Virtual Machine (VM) Snapshots: Restoring entire virtual servers to a previous state
instantly.

@ Network Recovery: Restoring network infrastructure, often involving failover to secondary
sites or redundant network paths.
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L Lecture Summary

To summarize, secure your access with strong MFA, and secure your data with robust, tested

MFA significantly enhances security, with App-based (TOTP) being superior to OTP _ : . :
backups. Both are foundational pillars of a resilient cybersecurity posture.

(SMS/Email).
Data backups are a critical last line of defense against cyber incidents and hardware
failure.

The 3-2-1 rule ensures robust and resilient backup architectures.

Different recovery methods (File, System, Network) address varying levels of disaster.

Understanding RPO and RTO is crucial for designing a recovery strategy.
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L Introduction to Cyber Laws

Welcome students. Having learned about various cyber threats and how to secure our systems
technically in previous units, we now transition to Unit 4. Today, we will explore the legal

@ Welcome to Cyber Security Awareness & Cyber Laws! perspective, starting with an introduction to Cyber Laws.
@ Unit 4. Cyber Laws and IT Act

@ Lecture 28: Introduction to Cyber Laws
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§ I—Agenda for Today

N

) o Here is our agenda for today. We will start by defining Cyber Law, understand why traditional

What is Cyber Law? (Definition & Scope) laws are insufficient for cyberspace, look at the areas covered, and briefly touch upon its global
Why do we need Cyber Laws? evolution.

Traditional Law vs. Cyber Law
Key Areas Covered by Cyber Laws
Evolution and Global Perspective

Summary & Q&A
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L-What is Cyber Law?

Cyber law is not just one single law but a legal framework that encompasses various aspects of
o Definition: The area of law that deals with the Internet’s relationship to technological the internet and technology. It ensures that activities happening in the digital space are regulated
and electronic elements. and protected legally.
@ Also known as Cyberlaw, Internet Law, or Digital Law.
@ Scope:
o Governs the digital circulation of information, software, information security, and e-commerce.

e Provides legal recognition to electronic documents.
e Provides a framework for dealing with cybercrimes.
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L-Why Do We Need Cyber Laws?

Why couldn’t we just use existing laws? Because cyberspace presents unique challenges. Juris-

o Borderless Nature of the Internet: Cyberspace has no geographical boundaries, o > ) ) ]
e dictions are blurred. If a hacker in one country attacks a server in another using a proxy in a
complicating jurisdiction. ) : . . . . .
. ] o ) o ) ) third, whose law applies? Furthermore, digital evidence is fundamentally different from physical
@ Anonymity: It is easy for cybercriminals to hide their identity and location. evidence
o Intangible Evidence: Digital evidence is volatile and can be easily altered or destroyed.
@ New Types of Crimes: Traditional laws did not foresee crimes like hacking, phishing, or

DDoS attacks.

o E-Commerce: Need for legal validity of electronic contracts and digital signatures.
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This table highlights the stark contrast between traditional laws and cyber laws. The instanta-

@ — Feature — Traditional Law — Cyber Law — i
_ _ _ neous nature of cybercrimes and the intangible nature of evidence are primary drivers for specific

° ‘ cyber legislations.

e — Jurisdiction — Geographically defined (State/Country) — Borderless / Global —

e — Evidence — Tangible (Paper, physical objects) — Intangible (Electronic records, logs)

e — ldentity — Physical presence / signatures — Digital identity / Digital signatures —

o — Speed of Crime — Relatively slower — Instantaneous and automated —
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] L

S Key Areas Addressed by Cyber Laws
° 1. Cybercrimes: Hacking, malware dissemination, cyberstalking, identity theft. Cyber law intersects with many domains. It penalizes cybercrimes, facilitates e-commerce, pro-
e 2. Electronic Commerce (E-commerce): Legality of online transactions, consumer tects digital intellectual property, and increasingly focuses on data privacy, which we see with

protection online. regulations like GDPR globally.

o 3. Intellectual Property (IP): Copyright infringement, patent issues for software,

domain name disputes.

@ 4. Data Protection and Privacy: Regulating how personal data is collected, stored,
and shared.

@ 5. Freedom of Expression: Balancing free speech with restrictions on hate speech,
obscenity, and defamation online.
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L_Evolution: The Global Perspective

. , The evolution of cyber laws gained momentum in the late 90s. The UNCITRAL Model Law was
o Early Internet: Mostly unregulated; a 'wild west’ approach. - . .
. a landmark moment, providing a template for countries to enact laws that legally recognize elec-
o UNCITRAL Model Law on Electronic Commerce (1996): . L . ) .
) ] o ] tronic records and digital signatures. The Budapest convention was another milestone focusing
o Adopted by the United Nations Commission on International Trade Law. oz g
. . . . specifically on cybercrimes.
e Aimed to bring uniformity to the law of e-commerce globally.
o Influenced many countries, including India, to draft their own cyber laws.
o Budapest Convention on Cybercrime (2001):
e First international treaty seeking to address Internet and computer crime by harmonizing
national laws.
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L Lecture Summary

To summarize, today we established what cyber law is and why it is a critical component of our
Cyber Law is essential for regulating activities in the borderless cyberspace. increasingly digital society. We looked at its scope and the historical context of its development.

It addresses the shortcomings of traditional laws regarding jurisdiction, digital evidence,
and new forms of crime.

Key domains include cybercrime, e-commerce, |IP, and data privacy.

Global initiatives like the UNCITRAL Model Law laid the groundwork for modern
digital legislations.
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L Need for Regulation in Cyberspace
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Welcome back, students. Today we begin Unit 4 with a critical question: Why do we need laws
and regulations in a digital, borderless world like cyberspace?

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 4. Cyber Laws and IT Act
@ Lecture 29: Need for Regulation in Cyberspace
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Our agenda today starts with understanding what makes cyberspace unique, followed by the core

Defining Cyberspace and its Unique Characteristics reasons driving the need for regulation, specific areas that demand legal frameworks, and the

The Necessity of Regulation (Why Regulate?)
Key Areas Requiring Regulation (Cybercrime, Privacy, E-Commerce, Security)

challenges regulators face.

Challenges in Regulating Cyberspace

Summary & Conclusion
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Understanding Cyberspace
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Ly nderstanding Cyberspace

Before discussing regulation, we must understand cyberspace. It's not a physical place; it's a

) o _ global network of computers and networks where borderless communication and transactions
Cyberspace is a global, artificial domain. happen.

It consists of interconnected networks, internet, and telecommunications.

Unlike the physical world, it lacks geographical boundaries.

It facilitates real-time global communication and digital transactions.
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I—Unique Characteristics of Cyberspace
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These characteristics make cyberspace powerful but also dangerous. Anonymity emboldens

_ _ _ _ _ o criminals, and the borderless nature complicates law enforcement.
Anonymity: Users can easily hide their real identities.

Borderless Nature: Actions in one country instantly affect another.

Speed and Scale: Information and attacks spread globally in seconds.

Intangibility: Digital assets and data exist virtually without physical form.
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I—Why Regulate Cyberspace?

Just like we need traffic laws to prevent accidents and chaos on the roads, we need cyber

) ) . regulations to maintain order, protect people's rights, and build trust in the digital environment.
To establish order and rules of conduct in the digital realm.

To protect the rights and privacy of netizens.

To ensure the security of critical digital infrastructure.

To promote trust and growth in the digital economy.
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I—Key Area 1: Combating Cybercrimes

Traditional criminal laws often don't apply well to digital crimes because they require a physical

_ _ _ o _ act or presence. Cyber regulations clearly define what constitutes a cybercrime and set the
Cybercrimes are evolving rapidly (e.g., Phishing, Ransomware, Hacking). penalties.

Traditional laws are often insufficient to cover digital crimes.

Regulation provides legal definitions and punishments for cyber offenses.

Enables law enforcement to investigate and prosecute digital criminals.
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I—Key Area 2: Protecting Data and Privacy

With platforms collecting everything about us, our privacy is at risk. Regulations force companies

) ) to secure this data and give users control over how their information is used.
Massive amounts of personal data are collected, processed, and stored online.

Risks: Data breaches, unauthorized sharing, identity theft.

Regulations mandate how organizations must handle and protect user data.

Empowers users with rights over their own digital information.
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I—Key Area 3: Securing E-Commerce

Without laws validating digital signatures and electronic contracts, e-commerce couldn't func-

) ) o tion. Regulations provide the legal backbone for online business and protect consumers from
E-commerce relies heavily on digital trust. fraud.

Need legal recognition for electronic contracts and digital signatures.

Regulations protect consumers from online fraud and deceptive practices.

Ensures secure digital payment gateways and financial transactions.
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I—Key Area 4: National Security

A cyber attack on a power grid can cripple a nation. Governments must regulate how critical

) _ infrastructure is protected to ensure national security against cyber threats.
Cyberspace is a new domain of warfare (Cyber Warfare).

Critical infrastructure (power grids, banking, healthcare) relies on IT.

Regulations mandate security standards for critical sectors.

Helps defend against state-sponsored attacks and cyber-terrorism.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 271 /415



Key Area 5: Intellectual Property (IP)

Cyber Security Awareness & Cyber Laws (D104000101)
L—Lecture 29: Need for Regulation in Cyberspace

Key Area 5: Intellectual Property (IP)

L_Key Area 5: Intellectual Property (IP)

2026-07-27

The ease of copying digital files makes piracy rampant. Cyber laws extend traditional IP protec-

tions into the digital world to protect creators’ rights.
Digital content (music, software, books) is easily copied and distributed.

High risk of digital piracy, copyright, and trademark infringement.
Regulations provide mechanisms to protect digital IP rights.

Ensures creators are rewarded and incentivizes innovation.
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S Challenges in Regulating Cyberspace

Regulating cyberspace is hard. The biggest challenge is jurisdiction—if a hacker in Country A
S _ ’ _ ) attacks a server in Country B using systems in Country C, who prosecutes? Also, laws struggle
Jurisdiction: Which country's law applies when a crime crosses borders? to keep pace with rapid technological advancements.

Pace of Technology: Laws take years to pass; tech changes in months.
Anonymity & Attribution: Difficult to conclusively identify the attacker.

Balancing Act: Regulating for security vs. preserving freedom of speech and privacy.
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To summarize, the unique nature of cyberspace demands unique regulations. We need laws to

Cyberspace's borderless, anonymous nature requires specialized governance protect individuals, businesses, and the nation, despite the inherent challenges of enforcement in

. . . . . . ) a borderless world.
Regulation is crucial for combating cybercrime, protecting privacy, and securing

e-commerce.

National security and IP protection are major drivers for cyber laws.

Jurisdictional conflicts and rapid tech evolution remain significant regulatory challenges.
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L-IT Act 2000 and Amendments (2008)

Welcome students to lecture 30 of Cyber Security Awareness & Cyber Laws. Today, we will
dive deep into the fundamental piece of legislation that governs cyber activities in India: the

@ Welcome to Cyber Security Awareness & Cyber Laws! Information Technology Act, 2000, and its significant amendment in 2008.

@ Unit 4: Cyber Laws and IT Act
@ Lecture 30: IT Act 2000 and Amendments (2008)
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§ I—Agenda for Today

N

_ Our agenda today starts with an introduction to the original IT Act of 2000. We will discuss its

Introduction to IT Act 2000 key provisions. Then, we will look at why an amendment was necessary by 2008, followed by a
Key Provisions of IT Act 2000 detailed look at the major changes introduced, including data protection, and conclude with the
Need for Amendments (2008) impact of these laws.

Major Changes in IT (Amendment) Act 2008
Data Protection and Corporate Responsibility

Impact and Conclusion
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The IT Act 2000 is a watershed moment for India’s digital landscape. It was enacted based on

@ Enacted on June 9, 2000, based on UNCITRAL Model Law on Electronic Commerce . . o . .
(1996). the U.NCITRAL m0(.1el law to e.nsure mternatlonal compatibility. Its primary goal was to give Iegal
backing to electronic transactions, moving away from paper-based methods, thereby boosting
o Primary Objective: Provide legal recognition for transactions carried out by means of e-commerce and e-governance. It also has extraterritorial jurisdiction, meaning it applies even if
electronic data interchange and other means of electronic communication. an offense is committed outside India, provided the computer system is in India.
@ Aims to facilitate e-governance and e-commerce.
@ Applicability: Extends to the whole of India and applies to any offense or contravention

committed outside India by any person.
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N
. . . . The original act introduced I luti ts. It ted electroni ds with
@ Legal Recognition of Electronic Records: Digital documents are legally valid. € original act Intro .uce ée}/era 'revo utionary (.:Oncep .S cquate e?c romie recor' =
e ) o o ) T paper records. It legalized digital signatures, making online contracts valid. It also laid down
o Digital S|gnatures: Legal recognition of digital signatures for authentication (based on penalties for early forms of cybercrimes such as hacking (Section 66) and publishing obscene
asymmetric cryptosystems). material (Section 67). Furthermore, it established regulatory bodies like the CCA to oversee
@ Offenses and Penalties: Addressed basic cybercrimes like hacking, damage to computer digital signatures.

source code, and publishing obscene information.

@ Establishment of Authorities: Creation of the Controller of Certifying Authorities (CCA)
and Cyber Appellate Tribunal (CAT).
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N
. . . . . Bet 2000 and 2008, the digital Id transf d letely. Web 2.0, ial media,
@ Rapid Technological Advancements: Introduction of smartphones, social media, and ctween ane. € digrtal wore tansiormes compietely c soctal mecia
and advanced mobile networks emerged. With this, cybercriminals found new ways to exploit
broadband. L . . .
_ _ o _ _ _ users—such as phishing, identity theft, and cyber terrorism. The original act, which was focused
© Emergence of New Cybercrimes: Cyber terrorism, phishing, identity theft, voyeurism. more on e-commerce, fell short in addressing these new, complex threats. Additionally, there
@ Data Protection Concerns: Growing need to protect sensitive personal data in the was a pressing need for better data protection norms, prompting the 2008 amendment.

corporate sector.

o Limitations of the 2000 Act: The original act was inadequate to handle complex, modern
cybercrimes and technological neutrality.
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L—Major Changes in IT (Amendment) Act 2008

The 2008 amendment brought substantial changes. It adopted a technology-neutral approach by
allowing 'Electronic Signatures’, not just those based on asymmetric cryptography. It introduced
stringent penalties for new crimes. For instance, Section 66C and 66D tackled identity theft and
phishing. Section 66E addressed voyeurism and privacy violations. Section 66F was a critical
addition, defining and penalizing cyber terrorism with life imprisonment. Note that Section 66A
was introduced but was later struck down by the Supreme Court in 2015.

@ Technological Neutrality: Replaced 'Digital Signature' with 'Electronic Signature’ to
include other forms of authentication.
o New Offenses Added:
e Section 66C & 66D: Identity theft and cheating by personation.

e Section 66E: Violation of privacy (Voyeurism).
e Section 66F: Cyber Terrorism.
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Data Protection and Corporate Responsibility (2008)

@ Section 43A: Compensation for failure to protect data.

e Holds body corporates liable for negligence in implementing reasonable security practices.

@ Section 72A: Punishment for disclosure of information in breach of lawful contract.

@ Intermediary Liability (Section 79): Defined safe harbor provisions for intermediaries
(ISPs, social media platforms) with due diligence requirements.
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L_Data Protection and Corporate Responsibility (2008)

Another crucial aspect of the 2008 amendment was corporate responsibility. Section 43A man-
dated that companies handling sensitive personal data must implement reasonable security prac-
tices, failing which they must pay compensation to the victim. Section 72A penalized data
leaks. Furthermore, Section 79 clarified the liability of intermediaries like ISPs and social media
companies, providing them a 'safe harbor' as long as they act merely as conduits and observe
due diligence.
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o
§ L Lecture Summary
To summarize, the IT Act 2000 gave India its first legal framework for the digital domain,
@ IT Act 2000 established the foundation for e-commerce, e-governance, and legal focusing heavily on e-commerce. The 2008 amendment modernized this framework to address
recognition of digital records in India. emerging cybercrimes like identity theft and cyber terrorism, while also enforcing data privacy
@ Technological advancements necessitated the IT (Amendment) Act 2008. standards on corporations.
@ The 2008 amendment introduced technology neutrality (Electronic Signatures).
o It addressed new cybercrimes (ldentity theft, voyeurism, cyber terrorism) and established

data protection norms (Section 43A).
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Information Technology Act, 2000
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Welcome students to lecture 31. Today we begin our deep dive into Unit 4, starting with the
cornerstone of Indian cyber law: The Information Technology Act, 2000. We will explore why it

@ Welcome to Cyber Security Awareness & Cyber Laws! was created, its main objectives, and where it applies.

@ Unit 4. Cyber Laws and IT Act
@ Lecture 31: Information Technology Act, 2000 - Objectives and Scope
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Here is our roadmap for today's session. We'll start with the introduction, move to objectives,
Introduction to the IT Act, 2000 discuss its scope, explain extra-territorial reach, and finally look at the exemptions.
Key Objectives of the Act
Scope and Applicability
Extra-territorial Jurisdiction

Exemptions (What is not covered?)
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Introduction to the IT Act, 2000
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The IT Act, 2000 is the primary law in India dealing with cybercrime and electronic commerce.

Enacted on 9th June 2000 and came into effect on 17th October 2000. It was heavily influenced by the UNCITRAL model law, which aimed to bring uniformity to e-

Based on the United Nations Commission on International Trade Law (UNCITRAL)
Model Law on Electronic Commerce (1996).

commerce laws globally.

Provides legal recognition to electronic transactions and digital signatures.

Aims to facilitate e-governance and e-commerce in India.
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@ Legal Recognition for E-Commerce: Validating transactions carried out via electronic data The objectives are broad. It's not just about punishing cybercriminals; it's heavily focused on
interchange. enabling digital business and e-governance by giving electronic records the same legal weight as
@ E-Governance: Facilitating electronic filing of documents with Government agencies. paper documents.
o Digital Signatures: Providing legal framework for authentication of electronic records
using digital signatures.
@ Cybercrime Regulation: Defining cyber offenses and prescribing penalties.
@ Amendments to Existing Laws: Modifying IPC, Indian Evidence Act, Bankers' Books

Evidence Act, and RBI Act to accommodate electronic data.
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2 Scope
c% I—Scope and Extent of the IT Act
The scope of the IT Act is nationwide. A key principle is 'technology neutrality’, meaning the
@ Applies to the whole of India. law shouldn't become obsolete just because a new technology replaces an old one (like moving
@ Technology Neutrality: Does not favor any specific technology, adapting to future from floppy disks to cloud storage).
changes.
@ Comprehensive Coverage: Covers electronic records, digital signatures, certifying
authorities, and cyber appellate tribunal.
@ Applies to individuals, corporations, and government bodies alike.
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Extra-territorial Jurisdiction (Section 75)

@ The Act applies to offenses or contraventions committed outside India by any person.

o Condition: The act must involve a computer, computer system, or computer network
located in India.

@ Ensures foreign nationals can be prosecuted if they target Indian cyber infrastructure.
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LExtra-territorial Jurisdiction (Section 75)

This is a very important provision. Section 75 gives the IT Act extra-territorial reach. If a hacker
in another country attacks a server physically located in India, the Indian IT Act applies to them.
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Not everything can be digital yet. The First Schedule of the IT Act lists exemptions. These
documents still require traditional paper and physical signatures due to the high risks and com-
plexities involved in property and inheritance.

@ The IT Act does NOT apply to the following documents/transactions:

e 1. Negotiable Instruments (e.g., Promissory notes, Cheques - though Cheque Truncation
System is covered separately).

2. Power of Attorney.
3. Trust Deeds.
4. Wills (any testamentary disposition).

5. Contracts for the sale or conveyance of immovable property.
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L Lecture Summary

To summarize, the IT Act is essential for our digital lives. It gives legal backing to our online

The IT Act, 2000 is India’s primary legislation for cyberspace, based on UNCITRAL transactions while providing a framework to combat cyber threats, with clear boundaries on its

S I . _ scope and exemptions.
Key objectives include facilitating e-commerce, e-governance, and penalizing cybercrimes.

It applies to the whole of India and has extra-territorial jurisdiction (Section 75).

Certain documents like Wills, Trust Deeds, and Power of Attorney are exempt from the
Act.
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I—Key Provisions of IT Act
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Welcome everyone to Lecture 32. Today, we will dive deep into the specific key provisions of the
IT Act, 2000. We will cover how the act legally recognizes electronic records, and discuss the

o Course: Cyber Security Awareness & Cyber Laws various civil and criminal offences detailed within the Act.

@ Unit 4. Cyber Laws and IT Act
@ Lecture 32: Key Provisions of the Information Technology Act, 2000
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Our agenda today includes understanding how electronic documents are legally treated, the
penalties for damaging computer systems, various computer-related offences like identity theft,

Legal Recognition of Electronic Records & Signatures
laws on cyber terrorism, and the government's power to intercept data.

Civil Penalties (Section 43)
Computer Related Offences (Sections 66 series)

Cyber Terrorism & Obscene Content

Government Powers (Section 69)
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I—Legal Recognition of Electronic Records

Sections 4 and 5 are foundational. They give legal validity to digital contracts, emails, and
@ Section 4: Legal recognition of electronic records. Information in electronic form is as electronic signatures. This is the legal bedrock that enables e-commerce and digital governance
valid as a printed document. in India.

@ Section 5: Legal recognition of electronic signatures. Provides parity with physical
signatures.

@ Section 6: Use of electronic records and signatures in Government and its agencies.

o Significance: Enables e-commerce, e-governance, and paperless transactions in India.
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Penalties & Compensation (Section 43) 5 L Lecture 32: Key Provisions of IT Act
s o
g Penalties & Compensation (Section 43)
N
@ Section 43: Deals with unauthorized access, downloading, or damaging a computer Section 43 is primarily civil. If someone accesses your computer without permission or introduces
system. malware, they can be made to pay compensation. Note that under Section 43A, corporate bodies

o If a person without permission: failing to protect sensitive personal data are also liable to pay compensation.

o Accesses or secures access to a computer/network.
e Downloads, copies, or extracts data.
e Introduces any computer virus or contaminant.
e Damages any computer system or network.
e Penalty: Liable to pay damages by way of compensation to the affected person. (Civil
liability)
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L Computer Related Offences (Section 66)
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While Section 43 is civil, Section 66 makes those same acts a criminal offence if done with

@ Section 66: If any person, dishonestly or fraudulently, does any act referred to in Section . . . .
. L ! . malicious or fraudulent intent (mens rea). Sections 66C and 66D are very important as they
43, they shall be punishable with imprisonment up to 3 years or a fine up to 5 lakh rupees. L .
cover identity theft and phishing scams.
@ Section 66B: Punishment for dishonestly receiving stolen computer resource or

communication device.

@ Section 66C: Identity Theft - Fraudulent use of electronic signature, password, or any
other unique identification feature.

Section 66D: Cheating by personation by using computer resource.
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Section 66F is the most severe provision in the IT Act, introduced after the 2008 amendments,
dealing with cyber terrorism. Section 67 and its variants handle the transmission of obscene
materials, addressing digital harassment and pornography.

@ Section 66F - Cyber Terrorism: Acts committed with intent to threaten the unity,
integrity, security, or sovereignty of India. Punishable with imprisonment which may
extend to life.

@ Section 67: Publishing or transmitting obscene material in electronic form.

o First conviction: Imprisonment up to 3 years and fine up to 5 lakhs.
e Subsequent conviction: Imprisonment up to 5 years and fine up to 10 lakhs.

@ Section 67A & 67B: Deals with sexually explicit material and child pornography
respectively (stricter punishments).
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|—Interception and Blocking (Section 69 & 69A)
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These sections outline the powers of the state. Section 69 gives interception powers, and 69A is
famously used for blocking apps or websites that are deemed a threat to national security. There
are strict procedural safeguards meant to prevent misuse of these powers.

@ Section 69: Power to issue directions for interception, monitoring, or decryption of any

information through any computer resource.
o Allowed in the interest of the sovereignty, integrity, defense, security of the State, or public
order.

@ Section 69A: Power to issue directions for blocking for public access of any information
through any computer resource.

@ Section 69B: Power to authorize to monitor and collect traffic data or information for
cyber security.
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To summarize, the IT Act provides both civil and criminal frameworks to tackle a wide variety
@ The IT Act legally recognizes electronic records and digital signatures, enabling the digital of cyber issues. Understanding these sections is crucial for any cyber security professional.
economy.

Civil Offences: Section 43 focuses on compensation for unauthorized access and damage.
Criminal Offences: Sections 66, 66C, 66D penalize hacking, identity theft, and cheating.
Severe Crimes: Cyber terrorism (66F) and obscenity (67, 67A) have stringent penalties.

State Powers: Sections 69 and 69A allow for legal interception and blocking of content.
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I—Leg;al Framework of Electronic Records
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Welcome students. Today we will be diving into the concept of Electronic Records as defined
by the Information Technology Act, 2000. In a digital world, almost all our communications

e Course: Cyber Security Awareness & Cyber Laws (DI04000101) and transactions happen electronically, so understanding the legal standing of these records is

@ Unit 4: Cyber Laws and IT Act
@ Lecture 33: Electronic Records

fundamental.
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o ) We will start by defining an electronic record, then look at how the IT Act grants them legal
Definition of Electronic Records (IT Act 2000) validity and outlines rules for their retention. We'll also briefly touch upon how we prove an

Legal Recognition of Electronic Records (Section 4) electronic record is authentic, and its use in a court of law.
Retention of Electronic Records (Section 7)

Authentication of Electronic Records

Admissibility as Evidence (Section 65B of IEA)

Practical Examples & Case Discussions
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|—Recap: Information Technology Act, 2000
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Before we begin, let's recall that the primary goal of the IT Act 2000 was to bridge the gap
between traditional paper-based transactions and modern electronic transactions. Today's topic

@ Enacted to provide legal recognition for transactions carried out by means of electronic ) i o
on Electronic Records is central to this objective.

data interchange.

@ Facilitates electronic filing of documents with Government agencies.

@ Amends various acts like the Indian Penal Code, Indian Evidence Act, etc., to
accommodate the digital era.
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Section 2(1)(t) provides a broad definition. It's not just text documents; it includes images,
sounds, and computer-generated data. Basically, if information is generated, sent, received, or
stored electronically, the law views it as an electronic record.

e Definition: Section 2(1)(t) of the IT Act, 2000.

@ Refers to data, record or data generated, image or sound stored, received or sent in an
electronic form or micro film or computer generated micro fiche.

@ Examples:

Emails and WhatsApp messages
Electronic contracts and PDFs

Server log files and digital images
Audio/Video recordings on a digital device
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L Legal Recognition (Section 4)

This is a cornerstone provision. If a law says 'you must put this in writing’, Section 4 says 'doing
Section 4 of the IT Act provides legal recognition of electronic records. it electronically is perfectly fine', provided you can access it later. This validates e-contracts,

Principle: Where any law requires information or matter to be in writing or in the electronic notices, and e-governance initiatives.
typewritten or printed form...

...that requirement is satisfied if such information or matter is:

1. Rendered or made available in an electronic form.

2. Accessible so as to be usable for a subsequent reference.
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Organizations often have to store records for years (like tax records). Section 7 allows them to
) i . ) o ) go paperless. However, the integrity of the record must be maintained, and metadata (like who
o If alaw requires dchments/reco_rds to be reta_lned for a specific period, retaining them in sent it and when) must be preserved.
electronic form satisfies the requirement, provided:
e The information remains accessible for subsequent reference.
o The electronic record is retained in the format in which it was originally
generated/sent/received (or one that accurately represents it).
o Details facilitating the identification of the origin, destination, date, and time of
dispatch/receipt are retained.

@ Section 7 addresses the legal requirement to retain records.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 304 /415



Authentication of Electronic Records

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 33: Legal Framework of Electronic Records

Authentication of Electronic Records

L Authentication of Electronic Records
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Unlike a physical signature on paper, we authenticate electronic records using digital or electronic
_ o o i _ _ signatures. This involves cryptography. It ensures that if the document is tampered with, the
Section 3: Authentication via Digital Signatures (using asymmetric crypto system and signature becomes invalid.

hash functions).

Section 3A: Authentication via Electronic Signatures (includes technically reliable

methods other than digital signatures, like Aadhaar eSign).

Authentication ensures integrity (record wasn't changed) and non-repudiation (sender

cannot deny sending it).

How do we prove who created or approved an electronic record?
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Digital data is easily tampered with. Therefore, while electronic records are admissible in court,

@ Can electronic records be used in court? _ . o . .

) . ] ) the Indian Evidence Act (specifically Section 65B) demands a certificate to prove that the
® Yes, subject to Section 65B of the Indian Evidence Act (IEA). computer generating the record was working properly and the data wasn’t altered.
@ Section 65B outlines strict conditions for computer output to be deemed a 'document’

and admissible without further proof of original.

@ Requires a certificate detailing the technical operation of the device and certifying that
the computer was operating properly.

@ Crucial for ensuring fabricated digital evidence is not easily admitted.
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L—Practical Application & Scenarios

Let's apply this. When you click 'l agree’ on a website, that creates a binding electronic record.
@ Scenario 1: E-Contracts - Validated by Section 4, authenticated by e-signatures. When forensic teams investigate a breach, the server logs they collect are electronic records that

@ Scenario 2: Employee email dismissing a staff member - Valid electronic record, usable as will eventually need to stand up in court under Section 65B.

evidence.

@ Scenario 3: Server logs showing a cyberattack - Admissible as evidence under Section 65B
to trace attackers.

@ Challenge: Preserving the 'Chain of Custody’ for digital evidence is difficult but necessary.
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To summarize, the IT Act built the legal framework required for modern computing. It recognized

@ Electronic Records include any data generated, sent, received, or stored electronically. . . i ) L
_ _ _ _ _ o electronic data as legally valid, provided mechanisms for authentication, and set the rules for
@ The IT Act 2000 (Section 4) gives electronic records parity with traditional paper using this data in legal disputes.
documents.
@ Section 7 allows for the electronic retention of documents.
@ Authentication is achieved through Digital and Electronic Signatures.
@ Section 65B of the Indian Evidence Act governs the admissibility of electronic records in

court.
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I—Dig;ital Signatures and Digital Certificates

2026-07-27

Welcome students to lecture 34 of Cyber Security Awareness & Cyber Laws. Today we cover
one of the most fundamental concepts for secure electronic communication: Digital Signatures
and Digital Certificates. These form the backbone of trust on the internet and are recognized

@ Welcome to Cyber Security Awareness & Cyber Laws!
legally under the IT Act.

@ Unit 4. Cyber Laws and IT Act
o Lecture 34: Digital Signatures and Digital Certificates
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Ry L Lecture 34: Digital Signatures and Digital Certificates
o
cé: I—Agenda for Today
o _ Here is what we will cover today. We will start with what a digital signature is and how it works
Concept of Digital Signatures technically. Then we'll introduce digital certificates, what they contain, and the role of Certifying
How Digital Signatures Work Authorities. Finally, we'll briefly touch upon their legal validity.

Introduction to Digital Certificates
Components of a Digital Certificate
Role of Certifying Authorities (CA)
Legal Recognition under IT Act
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I—Concept of Digital Signatures

A digital signature is fundamentally the electronic equivalent of a handwritten signature or a

Definition: An electronic, encrypted stamp of authentication on digital information. stamped seal, but it offers far greater security. It guarantees that the message or document
Purpose: Serves the same purpose as a handwritten signature but is much more secure. hasn't been tampered with (integrity), that it came from the claimed sender (authenticity), and
Key Goals: that the sender can't later deny sending it (non-repudiation).

- Authenticity: Verifies the sender’s identity.

- Integrity: Ensures the document was not altered in transit.

- Non-repudiation: The sender cannot deny signing the document.
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Ry L Lecture 34: Digital Signatures and Digital Certificates

o

§ L How Digital Signatures Work

N
Asymmetric Cryptography (Public Key Infrastructure):

- . . . Th ic behind digital signat i tri t hy. Wh i d t,
_ Utilizes a key pair: A Private Key and a Public Key. e magl.c ehind digital signa u'res is asymmetric cryptograp Y. 'en you. sign a oc'umen a
o hash or digest of the document is created. You then encrypt this digest with your private key.

Signing Process: When the recipient gets it, they use your public key to decrypt the hash. They also hash the
- Sender uses a hashing algorithm to create a message digest. document themselves. If the two hashes match, it proves the document is intact and it definitely
- Sender encrypts the digest with their Private Key (this is the signature). came from you, since only your private key could have encrypted it.

Verification Process:
- Receiver uses the sender’s Public Key to decrypt the signature into a digest.

- Receiver independently calculates the message digest.

- If both digests match, the signature is valid.
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Introduction to Dlgltal Certificates Ry L Lecture 34: Digital Signatures and Digital Certificates
& L . . -
g Introduction to Digital Certificates
N
While digital signatures are great, there's a problem: how do | know that the public key | have
@ The Problem: How does a receiver know the public key truly belongs to the claimed actually belongs to you and not an imposter? This is where digital certificates come in. A digital
sender? certificate is like a digital ID card. It securely binds a public key to a specific entity, proving that
The Solution: Digital Certificates. the key genuinely belongs to them.

Definition: An electronic document used to prove the ownership of a public key.

Acts as a digital identity card (like a passport or driver’s license for the digital world).

Binds a public key with an individual's or organization’s identity.
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o

§ I—Components of a Digital Certificate

N
Standard: X.509 is the standard format for digital certificates. o N ) N ) )
Kev El Included The most common standard for digital certificates is X.509. A certificate contains essential

ey Elements Included: . information. It lists who it belongs to (the subject), their public key, who issued it, and how long

- Subject: Name of the entity (user, organization, or device) the certificate belongs to. it's valid. Crucially, the certificate itself is digitally signed by the issuer. If you trust the issuer,
- Public Key: The public key associated with the subject. you can trust the certificate.

- Issuer: Name of the Certifying Authority that issued it.
- Validity Period: Start and expiration dates.
- Serial Number: Unique identifier assigned by the CA.

® ©6 6 6 6 6 o o

- CA’s Digital Signature: The signature of the issuing authority, proving the certificate’s
authenticity.
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Role of Cert|fy|ng Authorities (CA) Ry L Lecture 34: Digital Signatures and Digital Certificates
o
§ L_Role of Certifying Authorities (CA)
N
. _ o _ o » A Certifying Authority or CA is the trusted third party that makes this whole system work. Think
Definition: A trusted third-party organization that issues digital certificates. of them like the passport office. They verify your identity in the real world before giving you a
Responsibilities: digital certificate. They also keep track of certificates that have been compromised or revoked
- Verify the identity of individuals or organizations before issuing a certificate. in a Certificate Revocation List.

- Issue digital certificates binding identities to public keys.
- Maintain Certificate Revocation Lists (CRLs) for compromised or expired certificates.
Examples: Let's Encrypt, DigiCert, GlobalSign, e-Mudhra (India), CDAC (India).
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.. -
Legal Recogmtlon (IT ACt' 2000) Ry L Lecture 34: Digital Signatures and Digital Certificates
o
8 L Legal Recognition (IT Act, 2000)
N
N _ o _ From a legal perspective, the Information Technology Act of 2000 gives digital signatures the
@ Section 3: Legal recognition of Electronic Records and Digital Signatures. same legal validity as handwritten signatures under Section 3. The Controller of Certifying
@ Authentication of electronic records using asymmetric crypto system and hash function. Authorities (CCA) is the regulatory body in India that oversees all Certifying Authorities, ensuring
@ Section 3A: Introduction of 'Electronic Signatures’ (added by 2008 amendment) to allow they follow strict security guidelines.
for other secure signing technologies.
@ Section 11-15: Attribution, acknowledgment, and dispatch of electronic records.
e Controller of Certifying Authorities (CCA): Regulates CAs in India.
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L Lecture Summary

To summarize, digital signatures secure our digital communications by providing authenticity,
integrity, and non-repudiation. Digital certificates act as our digital ID cards, issued by trusted

Digital Signatures: Ensure authenticity, integrity, and non-repudiation using
Certifying Authorities. Finally, the IT Act ensures these mechanisms have legal standing.

private/public keys.

Digital Certificates: Electronic documents that prove ownership of a public key.

Certifying Authorities (CAs): Trusted entities that issue and manage certificates.
o IT Act: Provides legal validity to digital signatures and regulates CAs.
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L _Data Privacy and Protection in India

2026-07-27

Welcome students to lecture 35. Today, we delve into a highly relevant and contemporary topic:
Data Privacy and Protection in India, primarily focusing on the recent legislative framework.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 4. Cyber Laws and IT Act
@ Lecture 35: Data Privacy and Protection in India
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I—Agenda for Today
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We will start with an overview of data privacy in the Indian context. Then, we will clarify
important terms like Data Fiduciary, Principal, and Processor. We'll discuss what a personal

Introduction to Data Privacy in India
data breach is, why India needed the DPDP Act, and finally, look at its core features.

Key Definitions in Data Protection
Understanding Personal Data Breach
Need for the DPDP Act

Key Features of the DPDP Act
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,N\. L—Lecture 35: Data Privacy and Protection in India
o
< L . . : .
g Introduction to Data Privacy in India
N
e Context: Rapid digitization has led to massive generation and processing of personal Data privacy is not just a regulatory requirement; it's a fundamental right as declared by the
data in India. Supreme Court in 2017. Before the DPDP Act, India relied on the IT Rules 2011, which were

o Right to Privacy: Recognized as a fundamental right under Article 21 of the Indian sl eiie fo Hie e dlgiie] coonomy

Constitution (Puttaswamy Judgement, 2017).

e Evolution: Shift from the IT Rules, 2011 (SPDI Rules) to a comprehensive, standalone
data protection framework.

e Digital Personal Data Protection (DPDP) Act, 2023: The landmark legislation
providing a framework for processing digital personal data.
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,'NI L—Lecture 35: Data Privacy and Protection in India
o
éi I—Key Definitions: The Entities Involved
Understanding these four terms is crucial. You are the Data Principal. When you sign up for an
o Data: A representation of information, facts, concepts, opinions, or instructions. app, the app is the Data Fiduciary. If the app uses Amazon Web Services to store your data,
e Data Principal: The individual to whom the personal data relates (e.g., You, the user). AWS is the Data Processor.
e Data Fiduciary: Any person/entity that determines the purpose and means of processing

personal data (e.g., A social media company, an e-commerce site).

o Data Processor: Any person who processes personal data on behalf of a Data Fiduciary
(e.g., A cloud service provider storing the data).
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L_Personal Data Breach

2026-07-27

A breach is not just a hack; it includes accidental loss or unauthorized alteration. Under the new
law, hiding a breach is severely penalized. Organizations must report it to the authorities and
the individuals whose data was compromised.

o Definition: Any unauthorized processing of personal data or accidental disclosure,
acquisition, sharing, use, alteration, destruction of, or loss of access to personal data.

o Impact: Compromises the confidentiality, integrity, or availability of personal data.

o Examples: A hacker stealing user passwords, an employee accidentally emailing a
customer list to the wrong person, ransomware locking access to data.

o Obligation: Data Fiduciaries must notify the Data Protection Board and affected Data
Principals in the event of a breach.
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@ Protecting Citizen’s Rights: To safeguard personal data and uphold the fundamental
Right to Privacy.

@ Economic Growth: To build trust in the digital economy and foster innovation by
providing clear rules for businesses.

o Global Alignment: To align India with global data protection standards (like GDPR) and
facilitate cross-border data flows.

Why did India need this act? Without trust, the digital economy cannot thrive. The Act balances
the individual’s right to protect their data with the lawful need to process such data for legitimate

purposes.

@ Curbing Misuse: To prevent unauthorized sale, profiling, and misuse of personal data by
corporations.

@ Accountability: To hold organizations accountable for data breaches and
non-compliance.
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,N\. L—Lecture 35: Data Privacy and Protection in India
o
8 LKey Features of the DPDP Act (Part 1)
N
@ Consent-Based Processing; Processing primarily requires free, specific, informed, Consent is the bedrock of the DPDP Act. Users must know exactly what they are agreeing to.
unconditional, and unambiguous consent. The law also gives you, the Data Principal, strong rights over your own data, including the right

@ Notice: Fiduciaries must give a clear notice itemizing the data sought and the purpose of to have it deleted.

processing.

o Legitimate Uses: Consent is not required in certain situations (e.g., medical
emergencies, state benefits, employment purposes).

e Rights of Data Principal: Right to access information, right to correction/erasure, right
to grievance redressal, right to nominate.
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L—Key Features of the DPDP Act (Part 2)

e Duties of Data Principal: Must not register false grievances or provide false particulars. The law also places duties on individuals—you can't file fake complaints. For large companies,
the rules are stricter. Finally, the Data Protection Board acts as the enforcer, with the power to

e Significant Data Fiduciaries (SDF): Entities dealing with high volume/sensitive data
levy massive fines for non-compliance.

have extra obligations (appointing a Data Protection Officer, conducting impact
assessments).

o Cross-Border Data Transfer: Allowed to all countries, except those explicitly restricted
by the Central Government via a negative list.

e Data Protection Board (DPB): Establishment of the DPB to oversee compliance,
direct remedial measures, and impose penalties (up to 250 Crores for severe breaches).
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To summarize, the DPDP Act is a game-changer for India. It protects you, regulates companies,
and establishes a strong framework for the digital future. Make sure you remember the definitions
of Fiduciary and Principal.

India’s data privacy landscape is now governed by the DPDP Act, 2023.

Key roles include the Data Principal (individual), Data Fiduciary (entity deciding
purpose), and Data Processor.

Personal data breaches compromise confidentiality, integrity, or availability.

The Act ensures citizen privacy while enabling digital economic growth.

Core principles include consent, rights of the principal, and significant penalties for
non-compliance.
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L Intellectual Property Rights in Digital Space

2026-07-27

Welcome back, class. Today, we are diving into an incredibly relevant topic: Intellectual Property
Rights, or IPR, specifically as it applies to the digital space. We'll also cover critical related issues

@ Welcome to Cyber Security Awareness & Cyber Laws! like software piracy and plagiarism.
@ Unit 4. Cyber Laws and IT Act

@ Lecture 36: Intellectual Property Rights in Digital Space
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Here is our roadmap for today. We will start with a broad overview of IPR, look at different
Understanding Intellectual Property Rights (IPR) in the Digital Realm types, and then focus specifically on two major violations in the digital world: software piracy
Key Types of Intellectual Property and plagiarism.

Software Piracy: Definition, Types, and Impacts

Plagiarism: Definition, Forms, and Academic Integrity

How to Avoid Plagiarism and Respect Digital Rights
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L_What are Intellectual Property Rights (IPR)?

2026-07-27

Intellectual Property Rights protect the creators of original works. In the digital age, where a
perfect copy of a digital file can be made and sent across the world in seconds, protecting IPR
is more important, and more challenged, than ever before.

o IPR refers to legal rights protecting creations of the mind (inventions, literary/artistic
works, symbols, names, images).

@ Crucial in the digital space where copying and distribution are virtually effortless and
cost-free.

@ Primary goal: Encourage innovation and creativity by rewarding creators.

@ Balancing act: Finding equilibrium between public access to information and protecting
creators’ rights.
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I—Key Types of Intellectual Property

It's important to distinguish between these. Software code is typically protected by copyright,

o Copyright: Protects original works of authorship (e.g., text, software code, music, art, . . . . .
pyre & p(eg whereas an innovative algorithm might be a trade secret or even patented. A company’s logo is

videos). a trademark.
@ Patent: Protects inventions, new processes, or novel methods of operation.
@ Trademark: Protects brand names, logos, and symbols that identify a source of goods or
services.
@ Trade Secret: Protects confidential business information that provides a competitive edge

(e.g., algorithms, formulas).

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 330/415



Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 36: Intellectual Property Rights in Digital Space

Software Piracy: An Overview

2026-07-27

L—Software Piracy: An Overview

Software piracy isn't just about depriving companies of money. For users, it's a massive security
Definition: Unauthorized copying, distribution, modification, or use of software. risk. Crackers often embed malicious code inside pirated software, making the user vulnerable

A direct violation of copyright laws and software End User License Agreements (EULAS). to cyberattacks.
Economic Impact: Results in billions of dollars in lost revenue for the software industry

annually.

Security Risk: Pirated software often contains embedded malware, ransomware, or lacks

critical security patches.
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L—Common Types of Software Piracy
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@ End-User Piracy: Copying software onto multiple machines without sufficient licenses. Piracy comes in many forms. Sometimes it's intentional, like counterfeiting, and sometimes it's

o Client-Server Overuse: Exceeding the permitted number of concurrent users on a network. due to negligence, like a company not tracking its software licenses properly (End-User Piracy

. . T . . . or Overuse).
@ Internet Piracy: Downloading or distributing unauthorized software copies online (e.g., )

torrents, file-sharing sites).

@ Hard-Disk Loading: System builders installing unauthorized software on computers
intended for sale.

@ Counterfeiting: lllegal duplication and sale of copyrighted material pretending to be
genuine.
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I—Understanding Plagiarism

Plagiarism is essentially intellectual theft. While the internet makes it easy to find and copy
information, it also provides educators and professionals with powerful tools to catch copied
content.

@ Definition: Using someone else's work, ideas, or words without proper attribution,
presenting them as your own.

A serious ethical and academic offense; can overlap with copyright infringement.

Digital Age Challenge: The 'copy-paste’ culture makes plagiarism incredibly easy to
commit.

Detection: Also easier to detect now due to advanced plagiarism checking software
(Turnitin, Grammarly, etc.).
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L Forms of Plagiarism

Not all plagiarism is intentional copying. Accidental plagiarism and mosaic plagiarism are very
common when students don't fully understand how to properly synthesize and cite information.

@ Direct Plagiarism: Word-for-word transcription of a section of someone else’s work
without quotation marks or attribution.

o Self-Plagiarism: Submitting one's own previous work (or parts of it) for a new assignment
without permission.

@ Mosaic Plagiarism (Patchwriting): Borrowing phrases without quotes, or finding
synonyms while keeping the same general structure and meaning.

@ Accidental Plagiarism: Neglecting to cite sources, misquoting, or unintentional
paraphrasing without proper attribution.
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L How to Avoid Plagiarism

The rule of thumb is simple: if the idea didn't originate in your own head, you need to tell the

@ Always Cite Sources: Give credit for direct quotes, paraphrased ideas, and specific . . . ,
q .. reader where it came from. Proper citation strengthens your work by showing you've done your
ata/statistics. )
research.
@ Use Quotation Marks: Enclose direct, word-for-word quotes in quotation marks.
e Understand Citation Styles: Familiarize yourself with required formats (APA, MLA, IEEE).
e Paraphrase Properly: Read the source, understand it, and write it in your own words (and

still cite it).

@ When in Doubt, Cite! It's always better to over-cite than under-cite.
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L Lecture Summary

To summarize, respecting intellectual property—whether it's avoiding pirated software or properly

@ IPR protects creators in the digital space, balancing innovation and public access. . . . . R ;
] i citing your sources—is a fundamental part of being a responsible digital citizen and professional.
@ Types of IPR include Copyright, Patent, Trademark, and Trade Secret.
@ Software piracy is illegal, harms the tech industry, and exposes users to severe security
risks.
@ Plagiarism is an ethical violation of using others’ work without credit.
@ Respecting digital intellectual property is crucial for ethical professional and academic

conduct.
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LCase Study: Phishing Attack

2026-07-27

Welcome back to the class. Today, we are diving deep into a practical case study of one of the
most common and devastating types of cyberattacks: Phishing. We will break down a real-world

o Course: Cyber Security Awareness & Cyber Laws scenario to understand how attackers operate and what laws and defenses apply.

@ Unit 5: Case Studies and Current Issues
@ Lecture 37: Anatomy of a Real-World Phishing Attack
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Our agenda today follows the lifecycle of a phishing attack. We will start by examining the initial

Introduction to the Case Study
email, see how the attack unfolded, discuss the fallout, and finally talk about the legal aspects

The Initial Compromise: The Phishing Email .
) and how to prevent such incidents.
The Anatomy of the Attack: Execution & Lateral Movement

Impact and Consequences

Legal and Compliance Implications

Mitigation and Prevention Strategies

Summary & Q&A
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N~

Ry L Lecture 37: Case Study: Phishing Attack

o

\6 I_ . (HIPAA/GDPR).

g Introduction to the Case Study Context

N

For this case study, we are looking at a composite scenario based on actual incidents affecting

@ Target: A mid-sized healthcare organization (Generic Case based on real events). mid-sized healthcare organizations. The attackers specifically targeted HR and Finance because
@ The Attack Vector: Spear Phishing targeted at the HR and Finance departments. these departments have access to sensitive data and financial controls. This case perfectly

@ The Objective: Steal employee credentials, gain access to patient records (PII/PHI), and illustrates why human awareness is just as critical as technical defenses.

initiate fraudulent wire transfers.

@ Why this case?: It highlights the intersection of social engineering, technical failure, and
legal liability (HIPAA/GDPR).
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o
§ L The Initial Compromise: The Hook
N
Attackers rarely use generic emails for high-value targets anymore. In this case, they spoofed
S , _ , _ the HR Director’s email address and created a sense of urgency. When the employees clicked
The Lure: An email disguised as an "Urgent Policy Update’ from the HR Director. the link, they were taken to a fake login page that looked identical to their normal portal. By
The Payload: A malicious link leading to a spoofed Microsoft 365 login page. entering their passwords, they handed the keys directly to the attackers.

The Psychological Trigger: Urgency ('Action required in 24 hours') and Authority.

The Result: Three employees entered their corporate credentials.
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o
§ I—Anatomy of the Attack: Execution
N
Let's break down the attack phases. They didn't just guess who to email; they did their home-
_ _ _ _ _ work using OSINT (Open Source Intelligence). Even though the company had Multi-Factor
@ Reconnaissance: Attackers used Linkedln and corporate websites to identify key personnel. Authentication (MFA), the attackers bypassed it by bombarding an employee’s phone with login
o Credential Harvesting: Fake login page captured usernames and passwords. approvals until the frustrated employee finally hit 'Approve’. Once inside, they created hidden
@ Bypass MFA: Attackers used '"MFA Fatigue' (spamming push notifications until accepted). email forwarding rules to monitor communications silently.
@ Persistence & Evasion: Attackers set up email forwarding rules to hide their tracks.
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I—Impact and Consequences

The fallout was severe. The attackers managed to steal sensitive patient health information.
] Furthermore, by monitoring emails, they intercepted a vendor conversation and tricked the finance
Data Breach: Access to over 15,000 patient records (PHI). department into paying a $150,000 fake invoice. The investigation caused days of downtime,

Financial Loss: A fraudulent invoice resulted in a $150,000 wire transfer. severely impacting patient care.

Operational Downtime: IT systems frozen for 48 hours for forensic investigation.

Reputational Damage: Loss of trust from patients and partners.
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I—Legal and Regulatory Implications

2026-07-27

From a legal perspective, this incident triggered several regulatory alarms. Because healthcare
data was involved, strict laws like HIPAA or GDPR applied. The organization faced hefty

e Data Protection Laws: Violation of HIPAA (US) / GDPR / Local Data Protection Acts
due to the breach of PII/PHI. fines, not just for the breach itself, but because they failed to detect and report it within the
} : S legally required timeframe. This highlights why understanding Cyber Laws is essential for any
@ Mandatory Reporting: Failure to report the breach within the statutory 72 hours. o
@ Penalties: Potential fines for negligence in safeguarding sensitive data.
o Civil Litigation: Class-action lawsuits from affected patients.
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o
§ L—Prevention and Mitigation Strategies
N
How could this have been prevented? Technically, stronger email authentication protocols like
o Technical Controls: Email filtering (DMARC/DKIM/SPF), Phishing-resistant MFA (e.g., DMARC might have blocked the spoofed email. Phishing-resistant MFA, like physical security
FIDO2 keys). keys, would have stopped the MFA fatigue attack. Administratively, regular training helps em-

ployees spot red flags. Finally, a simple process change—requiring verbal confirmation for large
wire transfers—would have saved them $150,000.

Administrative Controls: Regular security awareness training and simulated phishing tests.

Process Controls: Multi-person approval for wire transfers above a certain threshold.

Incident Response: Clear playbooks for isolating compromised accounts rapidly.
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L Lecture Summary

2026-07-27

To summarize, phishing is not just an IT problem; it is an organizational risk. The case study
demonstrated that even with basic security controls in place, a well-crafted psychological attack

Phishing remains the primary vector for initial network compromise. _ <=7 _ _ _ =
can succeed. It is our responsibility to implement defense-in-depth strategies to mitigate these

Attackers leverage psychological triggers (urgency/authority) to bypass human skepticism.
The impact extends beyond IT, causing financial, operational, and legal damages.

threats.

A robust defense requires a combination of technology, training, and strict corporate
policies.
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LCase Study: Online Banking Fraud

2026-07-27

Welcome students to lecture 38. Today, we will dive into a detailed case study regarding online
banking fraud. We will break down how these frauds occur, the vulnerabilities exploited, and the

@ Welcome to Cyber Security Awareness & Cyber Laws! legal consequences.

@ Unit 5: Case Studies and Current Issues
@ Lecture 38: Case Study - Online Banking Fraud
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I—Agenda for Today
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Our agenda today covers the entire lifecycle of a banking fraud case, from the initial compromise
Introduction to Online Banking Fraud to the legal aftermath and preventive steps.

Case Study Scenario

Modus Operandi (How it Happened)
Vulnerabilities Exploited

Legal Implications & Applicable Laws

Lessons Learned & Preventive Measures
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o
§ L Introduction to Online Banking Fraud
N
) _ _ _ _ _ Online banking fraud is one of the most common and financially devastating forms of cybercrime.
@ Online banking fraud involves unauthorized access to financial accounts to steal funds. Attackers use a combination of social engineering and technical exploits to gain access to victims'
@ Common methods include: accounts.

e Phishing and Smishing
o Vishing (Voice Phishing)
e SIM Swap fraud

e Malware and Keyloggers

@ Impacts both individuals and financial institutions through financial loss and loss of trust.
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Case Study Scenario: The Phishing & SIM Swap Combo 5 LLecture 38: Case Study: Online Banking Fraud
o
§ LCase Study Scenario: The Phishing & SIM Swap Combo
N
Let's look at a common but sophisticated case. The victim suddenly loses cellular service, which
@ Victim Profile: Mr. X, a regular user of internet banking. seems like a network issue, but it's actually the start of the attack. By the time they realize
@ The Incident: Mr. X noticed a sudden loss of mobile network signal. what’s happening, their funds are gone.

@ Hours later, upon checking via a secondary internet connection, he found his bank
account drained of Rs. 5 Lakhs.

@ Initial Investigation: No physical access to the phone; the ATM card was still with the
victim.
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L-Modus Operandi: How it Happened

2026-07-27

@ Step 1: Phishing - The attacker sent a fake KYC update email containing a malicious link. The attack happened in multiple stages. First, the attacker gathered credentials via phishing.
Second, they hijacked the victim’'s phone number through a SIM swap. Finally, they bypassed

@ Step 2: Data Harvesting - Mr. X entered his internet banking credentials on the fake site.
the Two-Factor Authentication (OTP) to steal the funds.

@ Step 3: SIM Swap - Attacker used the harvested personal details to request a duplicate
SIM from the telecom provider.

@ Step 4: Fund Transfer - Attacker logged into the bank account and received the OTP on
the newly activated SIM.

@ Step 5: Evasion - Funds were quickly moved through multiple accounts to make tracing
difficult.
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L—Vulnerabilities Exploited

2026-07-27

This attack succeeded because of three main vulnerabilities: the victim's failure to identify a
phishing attempt, the telecom provider's weak SIM replacement process, and the banking sector’s

@ Human Element: Lack of awareness regarding phishing emails and fake websites. i v
reliance on easily interceptable SMS OTPs.

@ Process Weakness (Telecom): Inadequate verification by the telecom provider before
issuing a duplicate SIM.

@ Authentication Loophole: Over-reliance on SMS-based OTPs for Two-Factor
Authentication (2FA).
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Legal Implications & Applicable Laws

I—Legal Implications & Applicable Laws

2026-07-27

When investigating such cases, law enforcement invokes specific sections of the IT Act and IPC.
Sections 66C and 66D are particularly relevant here as they deal directly with identity theft and
impersonation using digital resources.

@ Information Technology Act, 2000:

Section 43: Penalty for unauthorized access to a computer system.

o Section 66: Computer related offenses (fraudulent act).

e Section 66C: Identity theft (using someone else’s password/electronic signature).
e Section 66D: Cheating by personation by using computer resource.

@ Indian Penal Code (IPC):
o Section 419 (Cheating by personation) and Section 420 (Cheating and dishonestly inducing
delivery of property).
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I—Investigation and Mitigation

The investigation involves coordinating with the bank, the telecom operator, and the internet

Law enforcement traces the IP addresses used during the unauthorized login service provider. Tracing the money trail is often difficult as attackers use 'mule’ accounts to
quickly withdraw or transfer the funds.

Bank logs are analyzed to track the flow of funds (money mules).

Telecom logs are audited to identify the point of compromise for the SIM swap.

Challenges: Cross-border transactions and use of cryptocurrency to launder the stolen
money.
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L Lessons Learned & Preventive Measures

The primary lesson is the need for continuous vigilance. Users must recognize red flags like fake

@ For Users: . o . L
emails and sudden network loss. Institutions must strengthen their authentication and anomaly

e Never click on unverified links or share sensitive information.

e Be alert to unexpected loss of mobile network (report to telecom provider immediately).

o Use app-based authenticators (like Google Authenticator) instead of SMS OTPs where
possible.

detection systems.

@ For Institutions:
e Stricter KYC and biometric verification for SIM replacements.
o Implement behavioral analytics to detect anomalous banking transactions.
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To summarize, today we dissected a real-world banking fraud scenario. We looked at how
Analyzed a comprehensive case study of Online Banking Fraud. attackers execute the crime, the laws they violate, and the steps we can take to protect ourselves.
Explored the Modus Operandi involving Phishing and SIM Swapping.
Identified vulnerabilities in human behavior and authentication processes.

Reviewed the relevant legal sections under the IT Act and IPC.

Discussed crucial preventive measures for individuals and organizations.
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LRoles and Responsibilities of Government Agencies
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Welcome students to lecture 39. Today, we will explore the institutional framework of cyber
security in India by examining the roles of various key government agencies.

@ Welcome to Cyber Security Awareness & Cyber Laws
@ Unit 5: Case Studies and Current Issues
@ Lecture 39: Roles and Responsibilities of Government Agencies
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I—Agenda for Today
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Here is our agenda. We will look at why government agencies are necessary, and then detail the
Need for Government Intervention in Cyber Security specific roles of MeitY, CERT-In, NCIIPC, and 14C.

Ministry of Electronics and Information Technology (MeitY)
CERT-In: The National Nodal Agency

NCIHPC: Protecting Critical Infrastructure

[4C: Coordinating Cyber Crime Response

Summary & Q&A
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I—Why Government Intervention?

Begin by discussing why the government must play an active role. Cyberspace is now as critical
National Security: Cyberspace is the fifth domain of warfare. as land, sea, air, and space. Economic reliance on digital infrastructure means any disruption

Economic Stability: Protecting digital economy and financial sectors. causes massive financial loss.
Public Order: Preventing cyber terrorism, radicalization, and large-scale frauds.
Regulatory Framework: Enforcing laws (like IT Act 2000) and standards.

International Cooperation: Cross-border nature of cyber crimes requires state-level
treaties and coordination.
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MImStry of Electronics & Information TeChnOIOgy (MeltY) Ry L—Lecture 39: Roles and Responsibilities of Government Agencies
o
§ L—Ministry of Electronics & Information Technology (MeitY)
MeitY is the overarching body. They are responsible for making policies, driving digital initiatives
e Primary Ministry for IT policy in India. like Digital India, and running capacity-building programs such as ISEA.
@ Policy Formulation: National Cyber Security Policy (2013).
e Capacity Building: Funding research, development, and training programs (e.g., ISEA -
Information Security Education and Awareness).
o Legislation: Implementing and amending the Information Technology Act, 2000.
o Digital India: Ensuring secure implementation of digital initiatives.
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L_CERT-In (Computer Emergency Response Team - India)

2026-07-27

CERT-In is essentially the cyber ambulance and fire brigade. If there is a major cyber attack,

@ National nodal agency for responding to computer security incidents. ) . ) )
CERT-In coordinates the response. Mention their mandate under Section 70B of the IT Act.

@ Functions under Section 70B of the IT Act, 2000.

@ Responsibilities:

Collection, analysis, and dissemination of cyber incident information.
Cyber security forecasts and alerts.

Emergency measures for handling cyber security incidents.
Coordination of cyber incident response activities.

Issuing guidelines, advisories, and vulnerability notes.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 360 /415



NCIIPC (National Critic:

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 39: Roles and Responsibilities of Government Agencies

NCIHPC (National Critical Information Infrastructure Protection Centre)

L-NClIPC (National Critical Information Infrastructure Protection
Centre)

Distinguish between CERT-In and NCIIPC. While CERT-In looks at general incidents, NCIIPC

2026-07-27

@ Created under Section 70A of the IT Act, 2000. - . i i :

) . ) looks specifically at Critical Infrastructure. Explain what ClI means using examples like power
e Focuses exclusively on Critical Information Infrastructure (CllI). s et el sysems.
o ClI: Facilities whose incapacitation would have a debilitating impact on national security,

economy, public health, or safety.

Key Sectors: Power & Energy, Banking/Finance, Telecom, Transport, Government,
Strategic & Public Enterprises.

@ Role: Policy guidance, expertise, and situational awareness for Cll sectors.
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L—Indian Cyber Crime Coordination Centre (14C)
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14C focuses more on the 'crime’ aspect. It handles the citizen-facing cybercrime portal and the
1930 helpline. It helps state police agencies coordinate when a crime crosses state borders.

Established by the Ministry of Home Affairs (MHA).

Focus: Combating cybercrime in a coordinated and comprehensive manner.

Components:

National Cyber Crime Reporting Portal (cybercrime.gov.in) and 1930 Helpline.
National Cybercrime Threat Analytics Unit (NCTAU).

National Cybercrime Training Centre (NCTC).

Cybercrime Ecosystem Management Unit.

o Facilitates cooperation among state police forces and LEAs.
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L_Other Key Agencies
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Briefly touch upon other entities. NTRO focuses on technical intelligence. DSCI is not a
government agency strictly but plays a crucial role in bringing industry and government together.
State cyber cells are the ones actively catching criminals locally.

National Technical Research Organisation (NTRO): Technical intelligence agency
providing high-end tech capabilities.

@ Data Security Council of India (DSCI): Industry body on data protection, set up by
NASSCOM.

State Cyber Police Cells: Ground-level enforcement and investigation of cyber crimes.

CBI (Cyber Crime Investigation Cell): Investigates high-profile, inter-state, or
international cybercrimes.
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L Lecture Summary

Summarize the distinct roles. MeitY for policy, CERT-In for general incident response, NCIIPC
The government plays a crucial role in securing cyberspace through policy, incident for critical infrastructure, and 14C for tackling cybercrime.

response, and law enforcement.

@ MeitY provides overarching policy and digital initiatives.
@ CERT-In responds to nationwide cyber security incidents.
@ NCIIPC secures critical national infrastructure.
o

[4C coordinates cybercrime investigations and reporting.
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Indian Computer Emergency Response Team (CERT-In)

L—Indian Computer Emergency Response Team (CERT-In)

2026-07-27

Welcome students to lecture 40. Today we will explore CERT-In, the nodal agency for respond-

ing to computer security incidents in India. It is a critical component of India’s cybersecurity
@ Welcome to Cyber Security Awareness & Cyber Laws! infrastructure.
@ Unit 5: Case Studies and Current Issues

@ Lecture 40: Indian Computer Emergency Response Team (CERT-In)
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) Today's agenda covers the history of CERT-In, its core roles, how it handles incident reporting,
What is CERT-In? and the advisories it publishes to help organizations stay secure.
History and Background

Roles and Responsibilities
Incident Reporting and Response

Advisories and Guidelines

Conclusion and Summary
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L_What is CERT-In?

2026-07-27

Explain that CERT-In is a government body under MeitY. lts main goal is to protect India's

o Definition: Indian Computer Emergency Response Team (CERT-In) is the national nodal . . .
. o cyberspace from threats and handle incidents effectively. It acts as a central hub for cybersecurity
agency for responding to computer security incidents as and when they occur. . . . .
information and response in India.
@ Ministry: Operates under the Ministry of Electronics and Information Technology

(MeitY), Government of India.

@ Objective: To secure Indian cyberspace and enhance the security posture of India's
communication and IT infrastructure.

Operational Since: January 2004.
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Mandate and Legal Backing
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LMandate and Legal Backing

. ) . Discuss the legal foundation of CERT-In. Section 70B of the IT Act of 2000 gives CERT-In its
e Information Technology (IT) Act, 2000: CERT-In was established and draws its . o : .
. authority and clearly defines its role as the national agency for cybersecurity.

powers from Section 70B of the IT Act.
o Designated Functions: Section 70B officially designates CERT-In as the national agency

to perform specific functions related to cybersecurity.
@ Authority: It has the authority to issue guidelines, advisories, vulnerability notes, and

whitepapers relating to information security practices, procedures, prevention, response,

and reporting of cyber incidents.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 368 /415



Roles and Functions of CERT-In

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 40: Indian Computer Emergency Response Team (CERT-In)

Roles and Functions of CERT-In

L_Roles and Functions of CERT-In
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Detail the primary functions. They don't just react; they proactively monitor threats, issue alerts,

Collection, Analysis, and Dissemination: Gathering information on cyber incidents. and coordinate responses across different sectors in India when a major incident occurs.

Forecast and Alerts: Issuing early warnings about potential cyber security threats.
Emergency Measures: Taking necessary actions to handle cyber security incidents.
Coordination: Collaborating with organizations for cyber incident response activities.

Guidelines and Advisories: Issuing best practices for information security.
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o
= I—C . . .
g yber Security Incident Reporting
N
) Mandatory Reporting; Under the IT Act rules, certain types of Cyber incidents MUST Emphasize the 2022 directive which mandates a 6-hour reporting window for severe incidents.
be reported to CERT-In. This was a major change to ensure rapid response and threat containment. Discuss who is

@ Who must report: Service providers, intermediaries, data centers, body corporates, and obligated to report.

government organizations.

o Timeframe: In 2022, CERT-In issued new directions mandating the reporting of severe
incidents within 6 hours of noticing them.

@ Incidents to Report: Data breaches, ransomware attacks, identity theft, spoofing,
phishing, and attacks on critical infrastructure.
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I—Advisories, Alerts, and Vulnerability Notes

Explain how CERT-In communicates with the public and organizations. They provide actionable

_ _ _ _ o intelligence through alerts and advisories. They also maintain a list of trusted auditors for
o Alerts: Immediate warnings regarding active, high-impact cyber threats (e.g., a new organizations to use.

widespread ransomware).

o Advisories: Best practices and mitigation strategies for prevalent threats.

@ Vulnerability Notes: Detailed information about newly discovered software or hardware
vulnerabilities and how to patch them.

o Empanelment of Auditors: CERT-In also empanels information security auditing
organizations to conduct audits for government and private entities.
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o
§ L Lecture Summary
N
o CERT-In is India’s national nodal agency for cybersecurity, operating under MeitY. Summarize the key takeaways. CERT-In is fundamental to India’s national security strategy in
@ Its mandate is backed by Section 70B of the IT Act. the digital domain.
@ Key functions include threat analysis, early warnings, incident response, and issuing
guidelines.

e Mandatory incident reporting (within 6 hours for critical incidents) helps in prompt
response.

@ CERT-In provides valuable resources like advisories and vulnerability notes to strengthen
the nation’s security posture.
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L_National Critical Information Infrastructure Protection Centre
(NICHPC)

Welcome students to lecture 41. Today we are diving into NCIIPC. While we discussed CERT-In
previously, which handles general cyber incidents, NCIIPC is a specialized body focused entirely
on protecting the critical infrastructure of our nation.

National Critical Information Infrastructure Protection Centre (NCIIPC)

2026-07-27

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 5: Case Studies and Current Issues

o Lecture 41: NCIIPC - Safeguarding India’s Critical Infrastructure
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Agenda for Today

2026-07-27

Today we will define what makes an infrastructure ’critical’, discuss the establishment of NCIIPC,
look at the sectors it protects, and understand its framework. We will also clarify how it differs

What is Critical Information Infrastructure (CII)?
from CERT-In.

Establishment and Mandate of NCIIPC
Key Sectors Defined as ClI

NCIHPC's Framework and Guidelines
Difference between NCIIPC and CERT-In
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What is Critical Information Infrastructure (CII)?

@ Definition: Information infrastructure whose incapacitation or destruction would have a
debilitating impact.

@ Impact Areas: National security, economy, public health, or safety.

o Legal Basis: Section 70 of the Information Technology (IT) Act, 2000 (amended in 2008).

e Why is it critical?: A cyber attack on Cll can paralyze a nation (e.g., power grid failure,
banking collapse).
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L Lecture 41: National Critical Information Infrastructure Protection
Centre (NCIIPC)

L-What is Critical Information Infrastructure (Cly?

Let's start by defining Cll. Section 70 of the IT Act defines it as computer resources whose
destruction would have a debilitating impact on national security, economy, public health, or
safety. Imagine if a cyber attack took down the entire banking system or the power grid of
a major city. The impact would be catastrophic. That's why protecting Cll is a top national
security priority.
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L_Establishment and Mandate of NCIIPC

Establishment and Mandate of NCIIPC
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@ Created under: Section 70A of the IT Act, 2000. To protect this Cll, the government established NCIIPC in 2014. It operates under the NTRO
o Nodal Agency: Established in 2014, operating under the National Technical Research (National Technical Research Organisation). Its sole mandate is to protect the nation's Cll from
Organisation (NTRO) ’ cyber threats. It acts as the national nodal agency in respect of Critical Information Infrastructure

.. . .. . . Protection.
@ Vision: To facilitate safe, secure and resilient Information Infrastructure for Critical

Sectors of the Nation.

@ Mandate: To take all necessary measures to facilitate protection of Critical Information
Infrastructure, from unauthorized access, modification, use, disclosure, disruption,
incapacitation or distraction.
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Critical Sectors Protected by NCIIPC

CIHIPC broadly identifies the following sectors as critical:

Power & Energy

Banking, Financial Services & Insurance (BFSI)

Telecom

Transport (Aviation, Railways, Maritime)

Government (Strategic & Public Enterprises)

Healthcare (emerging as highly critical)

Master Slide Deck

Cyber Security Awareness & Cyber Laws (DI104000101)

377 /415

2026-07-27

Critical Sectors Protected by NCIIPC

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 41: National Critical Information Infrastructure Protection
Centre (NCIIPC)

LCritical Sectors Protected by NCIIPC

So, what are these critical sectors? NCIIPC focuses on areas where a disruption would cause
massive national harm. The primary sectors include Power & Energy, the BFSI sector, Telecom,
Transport, and key Government enterprises. Recently, the healthcare sector has also been rec-
ognized as highly critical, especially post-pandemic, due to the sensitive nature of health data
and the life-critical systems in hospitals.
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NCIIPC Roles and Framework
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How does NCIIPC achieve its mandate? It doesn't just wait for attacks. It proactively formulates

o Guidelines and Policies: Formulates frameworks and guidelines for Cll protection. security guidelines that CII operators must follow. It gathers and shares threat intelligence. If
@ Threat Intelligence: Shares actionable threat intelligence with ClI stakeholders. there is a specific threat targeting the power grid, NCIIPC alerts the operators. It also helps
@ Vulnerability Assessment: Conducts and facilitates vulnerability assessments for critical them conduct security audits and builds capacity by training their staff.

systems.
o Capacity Building: Organizes training and awareness programs for Cll operators.
@ Incident Response: Assists in incident response and recovery for attacks on ClI.
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NCIIPC vs. CERT-In
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It's important to understand the difference between NCIIPC and CERT-In. CERT-In is like the
general cyber police for the whole country, handling everything from phishing attacks on citizens
to corporate breaches. NCIIPC, on the other hand, is a specialized, highly focused agency. It
only deals with systems that are deemed 'critical’ to national security and functioning. CERT-In
focuses more on incident response for all, while NCIIPC focuses heavily on proactive protection
and specialized response for ClI.

e CERT-In (Computer Emergency Response Team - India):

o Nodal agency for general cybersecurity incidents across India.
e Focuses on response, handling incidents for citizens, businesses, and government.

e NCIIPC (National Critical Information Infrastructure Protection Centre):

o Specialized agency solely for Critical Information Infrastructure (ClI).
e Focuses on proactive protection, guidelines, and intelligence for critical sectors.
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To summarize, NCIIPC is India's shield for its most vital digital assets. Understanding its role

Cll refers to systems critical for national security, economy, and public safety. is crucial because as our infrastructure becomes more digitized, the role of NCIIPC in ensuring
NCIIPC (est. 2014) is the nodal agency for protecting India's ClI.

Key sectors include Power, BFSI, Telecom, Transport, and Government.

national security becomes even more paramount.

NCIIPC functions through guidelines, threat intelligence, and capacity building.

NCIHPC differs from CERT-In by its exclusive focus on critical infrastructure.
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L—Indian Cybercrime Coordination Centre (14C)

2026-07-27

Welcome students to lecture 42. Today we will discuss a very important national initiative, the
Indian Cybercrime Coordination Centre (14C).

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 5: Case Studies and Current Issues
o Lecture 42: Indian Cybercrime Coordination Centre (14C)
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I—Agenda for Today
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_ Here is the outline of today's lecture. We'll start with an introduction, discuss the components,
Introduction to 14C and look into specific portals managed by 14C.
Objectives and Mission

Seven Key Components of 14C
National Cyber Crime Reporting Portal
Tackling Financial Frauds (CFCFRMS)

@ Summary and Conclusion
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[14C was established to provide a unified platform for tackling cybercrime, bringing together
What is 14C? various stakeholders including LEAs, academia, and industry.

An initiative by the Ministry of Home Affairs (MHA), Government of India.

Aims to deal with all types of cybercrime in a coordinated and comprehensive manner.

Approved in October 2018 to enhance the capability of Law Enforcement Agencies
(LEAS).

@ Acts as a nodal point in the fight against cybercrime.
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I—Objectives of 14C
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The primary objective is not just investigation, but also capacity building, research, and interna-
Primary Goals: tional cooperation to prevent cybercrimes.
To act as a nodal point to fight against cybercrime.

Identify research problems and coordinate R&D activities in cybersecurity.
Prevent misuse of cyber space for radicalization and extremist activities.

Enhance coordination among various Law Enforcement Agencies (LEAs).

Facilitate mutual legal assistance with other countries.
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] L
S Key Components of 14C
Seven Verticals of 14C: 14C is structured into seven distinct components, each focusing on a specialized area such as
National Cybercrime Threat Analytics Unit (NCTAU) threat analytics, reporting, training, research, and forensics.

National Cybercrime Reporting Portal (NCRP)
National Cybercrime Training Centre (NCTC)
Cybercrime Ecosystem Management Unit

National Cybercrime Research and Innovation Centre

National Cybercrime Forensic Laboratory (NCFL) Ecosystem

No o~ b=

Platform for Joint Cybercrime Investigation Team
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cé: L—National Cybercrime Reporting Portal (NCRP)
The NCRP empowers citizens to report cybercrimes easily from anywhere. The toll-free number
e cybercrime.gov.in 1930 is particularly crucial for immediate reporting of financial frauds.
@ A centralized portal for citizens to report cybercrimes online.
@ Focuses especially on cybercrimes against women and children (e.g., child pornography,
rape/gang rape imagery).
@ Reports are routed to the respective State/UT police for investigation.
@ Provides a toll-free helpline number (1930) for assistance.
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I—Tackling Financial Frauds: CFCFRMS
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CFCFRMS is a game-changer for financial frauds. Time is of the essence; calling 1930 immedi-
ately can freeze the transaction in the banking system, preventing the money from reaching the

Citizen Financial Cyber Fraud Reporting and Management System
fraudster.

Developed in-house by 14C to handle online financial frauds.
Integrates Law Enforcement Agencies, Banks, and Financial Intermediaries.

Aim: To quickly freeze the defrauded money before it is siphoned off by criminals.

Citizens call 1930 to report fraud, triggering immediate action across the banking network.
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14C has made a significant impact by saving hundreds of crores of rupees, taking down malicious
Making a Difference: infrastructure, and massively scaling up capacity building for police officers.
Massive amounts of defrauded money saved and returned to victims.
Blocking of thousands of malicious websites, apps, and SIM cards.
Training of thousands of police officers via the CyTrain portal.

Enhanced awareness through social media handles (CyberDost).
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To summarize, 14C provides a holistic framework for law enforcement to combat the growing
@ |4C is the MHA's apex body for coordinating cybercrime response in India. menace of cybercrimes in India, empowering citizens to report easily.
@ |t operates through 7 key components addressing reporting, analytics, forensics, and
training.
@ The National Cybercrime Reporting Portal (cybercrime.gov.in) and 1930 helpline are key
citizen-facing tools.
@ CFCFRMS plays a critical role in preventing financial cyber frauds.
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L National Cyber Crime Reporting Portal
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Welcome students to lecture 43. Today we will be exploring the National Cyber Crime Reporting
Portal, an essential initiative by the Government of India for reporting cyber offenses.

@ Welcome to Cyber Security Awareness & Cyber Laws!
@ Unit 5: Case Studies and Current Issues
@ Lecture 43: National Cyber Crime Reporting Portal
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o

©

cg\l I—Agenda for Today

_ _ _ _ _ ) Here is our agenda for today. We'll start with an overview of the portal, discuss its features, the

Introduction to the National Cyber Crime Reporting Portal (cybercrime.gov.in) types of crimes reported, how to file a complaint, and conclude with the helpline and the overall
Objectives and Key Features impact of this initiative.

Categories of Cybercrimes Handled
Step-by-Step Reporting Procedure
Helpline 1930 and Financial Fraud Reporting System

o ok~ w =

Impact and Benefits
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L Introduction to the Portal
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The National Cyber Crime Reporting Portal is a centralized portal provided by the Ministry of
Home Affairs, Government of India. It allows citizens to seamlessly file cybercrime complaints
from anywhere. A key aspect is that once a complaint is filed, it is automatically routed to the
concerned State or Union Territory police for further action based on the jurisdiction.

o Initiative of Government of India to facilitate victims/complainants to report cybercrime
complaints online.

@ Website: https://cybercrime.gov.in
o Caters specifically to crimes against women, children, and financial frauds.

e Complaints are routed to respective State/UT police authorities for investigation.
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L_Objectives of the NCRP

The main objective is to provide a unified platform. Earlier, citizens were confused about where
to report cybercrimes. This portal resolves that. It also has a special focus on heinous crimes

o Centralized Reporting: Provide a single point for citizens to report all cybercrimes.
. ) .. . ) ) like sharing of child pornography or rape imagery. Furthermore, the centralized data helps law
o Early Resolution: Accelerate the investigation process by quick routing of complaints. . .
enforcement analyze crime patterns and take proactive measures.
@ Special Focus: Prioritize crimes against women and children (e.g., CPWE, rape/gang

rape imagery).

@ Data Analytics: Analyze trends and patterns of cybercrimes across the nation.
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The portal broadly categorizes complaints to ensure they are handled by the right specialized
units. The 'Women and Children’ section allows for anonymous reporting as well. Financial
frauds are time-sensitive and have a separate fast-track mechanism. 'Other crimes’ include
technical offenses like hacking or ransomware attacks.

@ 1. Cyber Crime against Women and Children: Child pornography, cyber stalking, cyber
bullying, morphing.

@ 2. Cyber Financial Fraud: UPI fraud, credit/debit card fraud, internet banking fraud,
cryptocurrency scams.

@ 3. Other Cyber Crimes: Hacking, identity theft, ransomware, data breach, cyber terrorism.
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o
§ I—Reporting Procedure
N
The reporting process is user-friendly. Evidence is crucial here - screenshots, bank statements,
Step 1: Visit cybercrime.gov.in and click on 'Report Cyber Crime’. URLs, and emails should be uploaded. The acknowledgment number generated can be used to

Step 2: Register/Login using mobile number and OTP. track the status of the complaint online, providing transparency.

Step 3: Select the appropriate category of complaint.
Step 4: Fill in incident details, suspect details (if any), and upload supporting evidence.

Step 5: Review and submit to generate an Acknowledgment Number for tracking.
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I—HeIpIine 1930 & Citizen Financial Cyber Fraud Reporting
System
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1930 is a critical toll-free number for financial frauds. If a citizen loses money and calls 1930
immediately, the Citizen Financial Cyber Fraud Reporting and Management System swings into
action. It alerts the banks and payment wallets to freeze the fraudulent transaction before the
money is withdrawn by the scammer. Timing is everything here.

National Cybercrime Helpline: 1930 (formerly 155260).
Purpose: Immediate reporting of financial frauds to stop money flow.
How it works: Integrates Law Enforcement Agencies, Banks, and Payment Gateways.

The 'Golden Hour': Reporting within the first few hours increases the chances of freezing
and recovering funds.
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L_Best Practices for Evidence Preservation
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When reporting, the quality of evidence determines the success of the investigation. Victims
often panic and delete phishing messages or block the scammer without taking screenshots. It

Do not delete anything: Preserve emails, chats, call logs, and SMS. ) . - i . ) ) ) )
is crucial to preserve all digital footprints. In hacking cases, keeping the device as-is for forensics

Take Screenshots: Capture the URL, profile details, and transaction messages. is vital

Bank Statements: Download official bank statements reflecting the fraud.

Device Preservation: Do not format the device compromised in a malware or hacking
incident.
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To summarize, the portal and the 1930 helpline are powerful tools empowering citizens against

The National Cyber Crime Reporting Portal (cybercrime.gov.in) provides a unified cybercriminals. Understanding how to use them is essential not just for ourselves, but to guide

citizen-centric platform for reporting.

others in distress.

It focuses heavily on protecting women/children and tackling financial frauds.

The 1930 helpline acts as a rapid response mechanism for financial scams.

Preserving digital evidence is critical for a successful investigation.
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- Emerging Cyber Issues

Welcome everyone. Today we are exploring the frontier of cybersecurity. We will look at emerging
cyber issues—threats that are either newly developing or rapidly evolving due to advancements
@ Welcome to Cyber Security Awareness & Cyber Laws in technology. Understanding these threats is crucial because the cyber landscape never stays

@ Unit 5: Case Studies and Current Issues static.

@ Lecture 44: Emerging Cyber Issues
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cé: I—Agenda for Today
_ Here is our agenda. We will discuss the broad landscape first, then dive into specific areas: Al
The Evolving Threat Landscape and deepfakes, the commercialization of ransomware, loT risks, cyber warfare, and finally, a look
Al, Machine Learning, and Deepfakes into the future with quantum computing.

Ransomware-as-a-Service (RaaS)

loT and Smart Device Vulnerabilities
Cyber Warfare & State-Sponsored Attacks
Quantum Computing Threats
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o
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cg\l The Evolving Threat Landscape
The threat landscape is changing rapidly. As we adopt new technologies like 5G, cloud computing,
] ) and smart infrastructure, we inadvertently create new entry points for attackers. Cybercrime is
Rapid technological advancements create new attack vectors. no longer just individual hackers; it is highly organized, well-funded syndicates operating almost
Shift from amateur hackers to organized cybercrime syndicates. like legitimate businesses.

Increased integration of digital and physical worlds (CPS - Cyber-Physical Systems).

The attack surface is expanding exponentially.
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Al and Deepfakes in Cybercrime

@ Al-Powered Attacks: Automation of vulnerability scanning and phishing generation.

o Deepfakes: Highly realistic synthetic media (audio/video).

@ Threats:

e Social Engineering: CEO fraud via cloned voices (vishing).
o Disinformation campaigns and political manipulation.
o Bypassing biometric authentication (facial recognition).

Master Slide Deck

Cyber Security Awareness & Cyber Laws (DI104000101)

402 / 415

2026-07-27

Al and Deepfakes in Cybercrime

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 44: Emerging Cyber Issues

LAl and Deepfakes in Cybercrime

Artificial Intelligence is a double-edged sword. While it helps in threat detection, hackers use it
too. Al can craft highly convincing phishing emails that don’t have the usual grammar mistakes.
Deepfakes take this further by mimicking a person’s voice or face. There have been real-world
cases where attackers used Al-generated voice cloning to trick employees into transferring millions
of dollars, known as deepfake CEO fraud.
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Ransomware is no longer just a technical attack; it's a business model. In Ransomware-as-a-
RaaS Model: Ransomware developers lease their malware to 'affiliates’. Service, malware developers rent out their software on the dark web. The 'affiliates’ who buy or

°

e Division of Labor: Developers handle coding; affiliates handle distribution (phishing, rent it do the actual hacking. If a ransom is paid, the profits are split. This is dangerous because
exploiting RDP). it means people with very little technical skill can launch devastating ransomware attacks.

o Profits: Shared between developer and affiliate.

o Impact: Lowers the barrier to entry for cybercriminals. Anyone can launch an attack

without coding skills.
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loT Security Challenges

o Internet of Things (loT): Billions of connected devices (smart TVs, cameras, industrial

Sensors).
@ Core Vulnerabilities:

o Weak, hardcoded, or default passwords.
o Lack of regular firmware updates.
e Limited computational power for strong encryption.

e Consequences: Botnets (like Mirai), privacy invasion, and pivoting into corporate

networks.
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LloT Security Challenges

The Internet of Things, or loT, includes everything from smart fridges to industrial control
systems. The rush to market often means security is an afterthought. Many devices ship with
default passwords that users never change, or they simply can't be patched when a vulnerability
is found. Compromised loT devices are often grouped into huge botnets to launch DDoS attacks,
as we saw with the famous Mirai botnet.
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o
] L
g Cyber Warfare & State-Sponsored Attacks
N
Cyber attacks are increasingly being used as weapons of statecraft. Nation-states employ highly
) ) skilled hacker groups, often called Advanced Persistent Threats or APTs. Their goals range
o Actors: Nation-states and Advanced Persistent Threats (APTs). from stealing state secrets to disrupting critical infrastructure. The SolarWinds attack is a prime
o Motivations: Espionage, sabotage, intellectual property theft, political influence. example of a sophisticated state-sponsored attack that infiltrated numerous government agencies
e Targets: Critical infrastructure (power grids, healthcare, finance). and private companies via the software supply chain.
o Example: Stuxnet, attacks on the Ukrainian power grid, SolarWinds supply chain attack.
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S Quantum Computing Threats
. . . . . Looking a bit further into the future, we face the threat of quantum computing. Current encryp-
@ Quantum Computing: Uses quantum mechanics to process information exponentially ) .
. tion methods rely on complex math problems that would take traditional computers thousands
faster than classical computers. . .
_ _ of years to solve. Quantum computers could solve them in hours. Hackers are already stealing
© The Threat: 'Q-Day'—the point when quantum computers can break current public-key encrypted data today with the plan to decrypt it in the future when quantum tech is viable.
cryptography (RSA, ECC). Organizations are now racing to develop and adopt post-quantum cryptography.
o Harvest Now, Decrypt Later: Attackers are stealing encrypted data now to decrypt it

once quantum computers are available.

e Defense: Transitioning to Post-Quantum Cryptography (PQC) standards.
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_ _ _ To summarize, today we covered a range of emerging threats. From Al and loT to state-
The cyber threat landscape is rapidly expanding. sponsored attacks and quantum computing, it is clear that the field of cybersecurity requires
Al and deepfakes are supercharging social engineering attacks. continuous learning and adaptation.

RaaS has commoditized ransomware, making it widely accessible.
Insecure loT devices remain a major vulnerability.

Nation-states are increasingly engaging in cyber warfare.

Quantum computing poses a looming threat to current encryption standards.
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Welcome students to lecture 45. Today we explore some of the most pressing contemporary
threats in the cyber landscape: the rampant spread of fake news and the sophisticated rise of

@ Welcome to Cyber Security Awareness & Cyber Laws! Al-powered frauds like deepfakes.

@ Unit 5: Case Studies and Current Issues
o Lecture 45: Emerging Threats: Fake News, Misinformation, and Al-based Frauds
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We will begin by defining fake news and misinformation, discussing how they spread. Then, we
will transition into the role of Artificial Intelligence in modern frauds, focusing on deepfakes and

Fake News, Misinformation, and Disinformation
advanced social engineering, concluding with how we can protect ourselves.

The Mechanics of Viral Falsehoods
Introduction to Deepfakes and Al Generation

Al-Driven Social Engineering

Detection and Countermeasures
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g I—Understanding Misinformation vs. Disinformation

N

It's crucial to understand intent. Misinformation might be your uncle sharing a fake health tip
@ Misinformation: False or inaccurate information shared without malicious intent. he believes is true. Disinformation is a coordinated campaign by a state actor to disrupt an
e Disinformation: False information deliberately created and shared to deceive. election. Both are harmful, but they require different approaches to combat.
o Fake News: Often used as a catch-all, but refers to fabricated information mimicking
news media.

@ Impact: Erosion of public trust, manipulation of elections, financial market manipulation,

and public health risks.
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Why does fake news spread so fast? Because human psychology combined with social media

@ Social Media Algorithms: Designed for engagement, often prioritizing sensational, . .. . .
g & g3g P & algorithms creates a perfect storm. Falsehoods are often novel and elicit strong emotions like

emotionally charged false content.
y & anger or fear, which algorithms reward with higher visibility.
@ Echo Chambers & Confirmation Bias: Users are shown content that reinforces their
existing beliefs.
o Botnets & Trolls: Automated accounts and coordinated groups amplify false narratives
to make them appear popular.

o Deepfakes (Preview): Making false claims appear visually and audibly credible.

Master Slide Deck Cyber Security Awareness & Cyber Laws (DI104000101) 411 /415



Al-based Frauds: The Rise of Deepfakes

Cyber Security Awareness & Cyber Laws (D104000101)
L Lecture 45: Emerging Threats: Fake News, Misinformation, and Al-

based Frauds
L Al-based Frauds: The Rise of Deepfakes

Al-based Frauds: The Rise of Deepfakes

2026-07-27

Deepfakes have moved from a niche technical curiosity to a mainstream threat. The barrier to
o What are 'Deepfakes. Synth‘etlc medlz.a where a person in an existing image or video is entry has lowered significantly. A scammer can now clone a person’s voice using just a 3-second
replaced with someone else’s likeness using Al. audio clip from social media and use it to call their relatives asking for money.

o Audio Deepfakes: Cloning voices with minimal audio samples.

o Malicious Uses:
e Financial Fraud: Impersonating CEOs to authorize wire transfers (BEC scams).
o Reputation Damage: Creating non-consensual explicit content or fake statements.
o Political Manipulation: Altering statements of public figures.
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e Automated Spear Phishing: Using Large Language Models (LLMs) to write highly Historically, phishing emails were easy to spot due to poor grammar and generic greetings.
convincing, personalized phishing emails at scale. Generative Al has eliminated those red flags. Scammers can now automate the creation of highly

personalized, context-aware attacks that are incredibly difficult to distinguish from legitimate

o Bypassing Language Barriers: Scammers can now communicate in perfect, -
communications.

native-sounding English (or any language).
@ Chatbot Scams: Al bots engaging victims in real-time, building trust over days before
executing a scam.

o Data Synthesis: Al rapidly analyzing breached data to build comprehensive profiles on
targets.
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Defense requires a multi-layered approach. While technology companies are developing Al to
o Combating Fake News: detect Al, human critical thinking remains our best defense. We must adopt a 'zero-trust’
o Fact-checking organizations and tools (Snopes, AltNews). mindset when evaluating sensational digital content, especially if it requests urgent action or
o Critical thinking: Evaluate the source, check the date, read beyond the headline. money.

o Detecting Deepfakes & Al:

o Look for visual artifacts (blurry edges, unnatural blinking, weird lighting).
o Cryptographic provenance (watermarks, blockchain-based verification).
o Establishing 'safe words' with family/colleagues for sensitive requests.
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To summarize, the digital landscape is increasingly polluted with fabricated content, driven by
Fake news encompasses both misinformation (unintentional) and disinformation both malicious actors and advanced Al. Remaining vigilant and questioning what we see and
(malicious). hear online is more important than ever.

Algorithms and human psychology drive the rapid spread of falsehoods.
Deepfakes compromise the reliability of audio and video evidence.
Al significantly enhances the scale and sophistication of social engineering.

Critical thinking and verification are crucial countermeasures.
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